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1 Introduction 

This manual provides a detailed description of the architecture and operation of EPIC 

(Enterprise Process Integration Controller) and should be used by Administrators of the 

system. 

The information provided will be useful before installation and will aid in the setting up of 

server machines. Later sections of the manual describe common Administrator tasks that will 

assist in the initial and ongoing configuration of the system. 

A detailed description of workflow, communications and postbag concepts is provided by this 

manual and should be read before attempting to configure the system. 
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2 Server Management 

EPIC is a multi-user client-server communications and business integration platform that scales 

for use in small, medium and high workload environments. The EPIC framework supports the 

installation of multiple EPIC servers in a networked environment to enable distributed 

communications and workflow processing.  

Key features of the EPIC framework are: 

 A number of servers, consisting of a single master server responsible for directing work to a 

number of satellites. 

 Servers in the installation connected using TCP/IP with built-in health checking of the 

connection and retries if the connection is lost. 

 The ability to run discrete aspects of the server processing as tasks on satellite servers. 

 A mechanism for directing work requests from a task on one satellite server to another, via 

the master. 

 A communications proxy task that may be used to isolate server tasks running on satellites 

from external communications networks. 

 An operator console on the master server that allows satellite servers and tasks to be 

started or stopped from time to time, and work to be redistributed among satellites. 

The diagram indicates the relationships between master and satellite servers: 

Figure 1- Master and satellite servers 

The number and configuration of servers in any given EPIC deployment may be altered to suit 

the user’s requirement. Servers are added to the installation (and removed from it) using 

commands provided in the master server’s console. These are described at length later on in 

this guide. 
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2.1 Server Components 

Each server is built from the same components, with the exception that the master server has 

an additional component used for managing the satellite servers and their tasks. The diagram 

illustrates the composition of the server and the discussion that follows outlines the role of 

each task shown. 

Figure 2 - Server Task hierarchy 

The server runs two types of task. The tasks shown in yellow (and the master task shown in 

blue) are part of the server’s core functionality. They do not directly do any of the work of the 

server; instead they are used to manage the server framework and its relations with other 

servers. These tasks are always started automatically. 

Those shown in green can be regarded as worker tasks that are used to carry out some aspect 

of the work of the server, such as communication, workflow or event processing. There may be 

many or few of these tasks running on a given server (the examples in the diagram are 

illustrative only) and the exact requirement can be configured using the master console. 

2.2 Core tasks 

The core tasks are as follows: 

 The connection manager is responsible for establishing and maintaining connections 

between the master and satellite servers. 

 The queue manager is responsible for directing requests for work to be done to a given 

server. On satellites, it sends work requests to the master. On the master it directs requests 

to a server that can process them. It is also responsible for receiving responses to work 

requests and directing them on to the component that made the request. 

 The task manager is used to manage one or more instances of each worker task as directed 

by the master server from time to time. 

 The master regulator task (which runs only on the master server) is responsible for 

managing the tasks that run on each connected satellite server. It performs regular health 
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checks of each task with the option to restart any that fail. It also determines to which 

servers work requests should be directed. 

 The log task is used to create file logs for system monitoring and work tracing purposes. 

2.3 Server Connections 

The master server communicates with the satellites using TCP/IP connections that it 

establishes. Satellite servers communicate through the master server and do not need to know 

about one another. This allows the master to control the flow of work in the installation 

without relying on satellites. 

Each server machine implements a Connection Manager task, which is responsible for 

maintaining the TCP/IP connection with the other server machines that are connected. There 

are heartbeat transactions between the master and satellites that ensure the connections are 

still active, as well as built in resilience that responds to lost connections and attempts to re-

establish connections automatically. 

2.3.1 Connection Manager 

The connection manager is a task running on every server in the environment. It is responsible 

for handling the inter-server TCP/IP connections, as well as storing details of the connected 

server machines. These stored connections differ depending on whether the server is the 

master or a satellite, 

 Master: Multiple connections to all satellite servers 

 Satellite: Single connection to the master server 

2.3.2 Heartbeats 

The master server is responsible for polling the satellite servers using a heartbeat message. 

This takes place after a specified amount of time without any other communication between 

the satellite and the master and ensures that the TCP/IP connection is still sound and that the 

satellite server is able to respond to messages. 

The connection manager is therefore aware of the state of all satellite server connections, 

keeping a record of the time the last connection was made to each machine (which will never 

be more than the time used for the heartbeat interval). 

If the master server fails to receive a response from a satellite, an event is raised indicating this 

failure and the details are seen in the log. The master server will not attempt to direct work to 

the affected satellite until a connection is re-established. 

2.3.3 Resilience 

The connection manager is able to react to lost connections between server machines. If this 

happens, the machines that were connected go into retry and attempt to re-establish the 

underlying connection. If the servers are unable to reconnect after one attempt, an event is 

raised to indicate the failure. Any subsequent failures are simply logged. This automated retry 

logic continues until the connection has been successfully re-established. 
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2.4 Worker Tasks 

The worker tasks together perform the work of the server. By default, the master server is 

installed with a complete set of tasks (except the proxy). EPIC can be run as installed on a 

single master server, with no satellites, if required. Indeed many tasks will never need to be 

run anywhere other than the master server. The flexibility exists to add satellite servers to the 

installation and move tasks to those servers when required. 

The configuration for which tasks to start on each server resides with the master. When 

servers connect, the master indicates to each which tasks it should be running. The master 

console can be used to start and stop tasks on individual servers, and also, in some cases, to 

indicate that more or fewer instances of a task should be running. The console commands 

used for managing satellite servers and tasks are listed in a later section. 

The worker tasks are described in the following sections. In each case a brief description is 

provided, along with the task name used in EPIC, the number of instances of the task 

required/permitted in the installation and any other relevant notes. Many of the tasks listed 

are used to tune one or more workflow jobs; where is the case the jobs are listed against the 

task. 

Although it is not necessary to include an instance of all of the tasks in the server installation, 

you should take care not to remove tasks that may be needed to run workflow jobs you might 

use. 

2.4.1 Advanced WebSphere MQ 

Manages multiple MQ connections. 

 Name:  AdvancedMQ 

 Occurrence:  One instance is permitted in the EPIC installation. 

 Jobs:  Write to MQ Message Queue 

2.4.2 Communications Task 

Establishes outgoing, and handles incoming, communication sessions for various protocols. 

The task is involved mainly at the start and end of sessions. The sessions themselves run 

largely independently within a session manager component created by the communications 

task. 

 Name:  CommsTask 

 Occurrence:  One or more instances are required in the installation. No more than one 

instance may run on a physical machine. 

 Notes:  Use more than one comms task when the peak level of communications traffic is 

high, or to provide added resilience. 

 Jobs:  None 
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2.4.3 Communications Manager 

Coordinates communications tasks running on different servers. The task is responsible for 

allocating an instance of the communications task to manage each incoming or outgoing call, 

on the basis of load. It is also responsible for managing retries and automated calls out. 

 Name:  CommsManager 

 Occurrence:  A single instance is required in the EPIC installation. 

 Notes:  In most circumstances the comms manager and comms DB tasks should run on the 

same server. 

 Jobs:  None 

2.4.4 Communications database and file manager 

Manages database and file system access for the communications task. By running database 

operations in a separate task, the communications tasks are never blocked waiting for these 

operations to complete. 

 Name:  CommsDb 

 Occurrence:  A single instance is required in the EPIC installation. 

 Notes:  In most circumstances the comms manager and comms DB tasks should run on the 

same server.  

 Jobs:  None 

2.4.5 Communications proxy 

Isolates the communications task from the real external network by acting as intermediary for 

incoming and outgoing data. 

 Name:  Proxy 

 Occurrence:  Zero or one instances are permitted in the EPIC installation. 

 Notes:  The proxy task is the only one not started on the master server by default. To be 

useful it needs to run on a different machine from the master. 

 Jobs:  None 

2.4.6 Client connection manager 

Manages connections to client applications used for configuring and monitoring the server 

cluster and working with data files in the system. 

 Name:  ClientConnections 

 Occurrence:  A single instance is required in the EPIC installation. 

 Notes:  The client applications must be configured to connect to the IP address of the 

machine on which this task is running. 

 Jobs:  None 

2.4.7 Event manager 

Manages the processing of actions prompted by schedules and/or system events. 
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 Name:  EventManager 

 Occurrence:  A single instance is required in the EPIC installation. 

 Jobs:  None 

2.4.8 Event action processor 

Processes actions on behalf of the event manager. 

 Name:  EventActPro 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  None 

2.4.9 File analyser 

Analyses EDI and other file types to extract message type and other syntax information. 

 Name:  Analyser 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  Analyse 

2.4.10 File splitter  

Splits EDI files into separate interchanges. 

 Name:  Splitter 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  Split 

2.4.11 File manager 

Performs copying and export of files in the system. 

 Name:  FileManager 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  Copy, Copy (with XML), Export 

2.4.12 Scheduler 

Schedules a file for transmission. 

 Name:  Scheduler 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  Schedule, Acknowledge, Call Network, Make Postbag File Available 

2.4.13 Call Workflow 

Allows processing to be executed on various workflows. 

 Name:  CallWorkflow 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  Call Workflow 
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2.4.14 Code page conversion 

Converts file from one code page to another. 

 Name:  CodeConvert 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  Convert File Encoding 

2.4.15 Xe mapper 

Maps files from one format to another using the Xe engine. 

 Name:  Xe 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  Map 

2.4.16 XLATE processor 

Maps files from one format to another using the XLATE engine. 

 Name:  Xlate 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  Translate, Construct, Reformat 

2.4.17 Write to file 

Writes arbitrary text to a file. 

 Name:  WriteToFile 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  Write to File 

2.4.18 Write to Windows log 

Writes arbitrary text to the Windows application log. 

 Name:  WinAppLog 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  Windows Application Log 

2.4.19 WebSphere MQ 

Writes to an MQ series message queue. 

 Name:  MQ 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  Write to MQ Message Queue 

2.4.20 Wait for comms 

Waits for a comms operation to complete (before allowing a file to progress on a workflow). 
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 Name:  WaitForComms 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  Wait for Transmission, Wait for Acknowledgement 

2.4.21 ENDGDAT 

Updates ENGDAT folders as ENGDAT files are received. 

 Name:  ENGDAT 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  Update ENGDAT Folder, Wait for ENGDAT folder, Schedule ENGDAT folder 

2.4.22 Submit to Darwin 

Submits a received file for import by the Darwin engine. 

 Name:  DARWIN 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  Submit Files to DARWIN 

2.4.23 Send e-mail 

Sends an e-mail. 

 Name:  EMail 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  Email 

2.4.24 Run application 

Runs an external application by starting an instance of the process. 

 Name:  RunApplication 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  Run External Application 

2.4.25 Print report 

Prints an .rpt file created in the Xe mapper. 

 Name:  PrintReport 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Notes:  Must run on a machine on which the required (local or network) printer is 

configured. 

 Jobs:  Print Report 

2.4.26 EDIFACT security 

Carries out digital signing and signature verification on EDIFACT messages and handles security 

responses (AUTACK messages). 

 Name:  EDISecurity 
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 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  Sign EDI, Verify Signed EDI, Process AUTACK 

2.4.27 DFS file processor 

Processes received Ford DFS files and updates invoices accordingly. 

 Name:  DfsFile 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  DFS File Processor 

2.4.28 Alter file 

Extracts data from a file or inserts data into a file. Also edits some codes in interchange 

segments. 

 Name:  AlterFile 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:   Insert Data, Extract Data, Edit Interchange 

2.4.29 Workflow processor 

Coordinates processing of files by jobs on workflows. 

 Name:  WorkflowProcessor 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  None 

2.4.30 Postbag dump 

Implements workflow jobs for manipulating postbag files. 

 Name:  PostbagDump 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  Move Postbag File, Post to Recipient Postbag, Change Status 

2.4.31 Housekeeper 

Carries out background processing, including removal of old files according to the configured 

retention periods policy. 

 Name:  Housekeeper 

 Occurrence:  A single instance is required in the EPIC installation. 

 Jobs:  None 

2.4.32 Data security 

Performs security and cryptography operations such as signing and signature verification, data 

encryption and decryption, as well as the single gateway to certificates installed in Windows. 

 Name:  DataSecurity 

 Occurrence:  One or more instances are permitted in the EPIC installation. 



12 Server Management 

 Notes:  All instances must be run on the single machine on which the digital certificates 

required for security operations are installed. 

 Jobs:  None 

2.4.33 Certificate Store 

Manages the EPIC certificate store and handles certificate exchange. 

 Name:  CertStore 

 Occurrence:  A single instance is required in the EPIC installation. 

 Notes:  This task can be run anywhere within the cluster; it will use the DataSecurity task to 

access certificates installed in Windows. 

 Jobs:  None 

2.4.34 Directory monitor 

Monitors configured directories for files (to support directory data sources) 

 Name:  DirectoryMonitor 

 Occurrence:  A single instance is required in the EPIC installation. 

 Jobs:  None 

2.4.35 Select workflow 

Matches a file to a workflow for processing. 

 Name:  SelectWorkflow 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  Match Workflow 

2.4.36 SAP job 

Implements workflow jobs for associating IDOC files with a SAP system. 

 Name:  SapJob 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  SAP (Export), SAP (Associate) 

2.4.37 SAP update 

Exports IDOCs and IDOC status records to SAP 

 Name:  SapUpdate 

 Occurrence:  One or more instances are permitted in the EPIC installation. 

 Jobs:  None 

2.4.38 Sleeper 

Manages the delaying of files on a workflow. 

 Name: Sleeper 

 Occurrence: A single instance is required in the EPIC installation. 
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 Jobs: Delay Workflow 

2.4.39 Write To Log 

Manages the writing of messages to the log file from a workflow. 

 Name: WriteToLog 

 Occurrence: One or more instances are permitted in the EPIC installation. 

 Jobs: Write To Log 

 

2.5 Health Checks 

By default, the EPIC master server performs periodic health checks on each of the tasks 

running on each machine (including the master itself). The purpose of the health check is to 

determine whether each task remains responsive to commands. Unresponsive tasks are 

stopped. If so configured, EPIC will restart failed tasks so that the number of instances of each 

task on each server matches that configured on the master. Console commands are available 

to display and to change the health check settings (see: Console Commands). 

2.6 Communications Tasks 

EPIC provides an environment for high-throughput, scalable and secure communications with 

multiple trading partners. Communication processing can be carried out on a single server (the 

master or a satellite) or distributed between many servers. There are four server tasks used in 

communications processing: 

 Communications manager. 

 Communications database and file manager. 

 Communications task. 

 Proxy. 

Of these, the first two are mandatory and only one instance must be present in the EPIC 

installation. The third is also mandatory, but may occur many times within the EPIC installation 

(though only once on each physical machine). The proxy is optional, though its use is 

recommended. 

The following sections describe the roles of each task in communications processing. 

2.6.1 Communications Manager 

The communications manager task is responsible for coordinating comms activity for the EPIC 

installation. This encompasses a number of functions, the most important of which are: 

 Distributing load (outgoing calls). When a call is to be made to a trading partner and there 

are multiple comms tasks active in the EPIC installation, the comms manager decides on the 

basis of current load which one should make the call. 

 Distributing load (incoming calls). When a call is received in the proxy it asks the comms 

manager where it should be forwarded. When there are multiple comms tasks active in the 

EPIC installation, the comms manager decides which one should receive the call, again on 
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the basis of current load. Note that the comms manager can only manage incoming calls in 

this way when the proxy is in use. 

 Retrying failed calls. When an outgoing call fails, either because the connection cannot be 

established or because there is some error during the session, the comms manager is 

responsible for queuing the failed call for retry, and starting a retry call after the configured 

period of time. 

 Automated calls. When an automatic call is to be made for any reason (file or 

acknowledgement scheduled; retrying calls on startup; in response to a system event, and 

so on) the comms manager will initiate it. 

2.6.2 Communications Task 

Communications tasks are responsible for managing communications sessions. In particular, 

they coordinate processing at the start an end of calls (though for practical purposes the 

comms tasks should be regarded as responsible for the whole session).  

A communications session is a period of time where a connection exists between a comms task 

and a trading partner. During a session files or acknowledgements can be sent and received 

between the two parties in the session. Each communications task supports multiple 

simultaneous sessions of the same protocol occurring simultaneously. 

In order to receive incoming calls, the comms task has a number of listeners that wait for calls 

on specified ports. On startup the master server makes sure that the comms manager is aware 

of each of the comms tasks running in the EPIC installation, and the comms manager instructs 

the comms tasks to start their listeners and be ready to accept incoming calls. 

When the proxy is in use, calls will be directed to a specific comms task under the direction of 

the comms manager. If the proxy is not in use then calls will go directly to a comms task 

listening on a configured port. On receiving an incoming call, the comms task establishes a 

session and notifies the comms manager. Once the session has progressed far enough to 

identify the caller, the comms task asks the comms manager to validate the caller and indicate 

whether the call should be accepted. 

2.6.3 Communications Database Task 

The EPIC database stores all information regarding trading partners, connections, files and file 

acknowledgments. The communications database task is responsible for carrying out any 

database queries or updates that are performed as part of a communications session. A 

separate task is used to avoid blocking any comms sessions while waiting for a database 

operation to complete. 

For example when establishing an OFTP session, parties exchange identifiers. As part of the 

exchange, the OFTP session managed by the comms task needs to get its local identifier from 

the database. It does so by sending a request to the comms database task and setting its 

internal state to wait for a reply. The comms task may go on processing other sessions pending 

the response from the database task. 
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2.6.4 Communication Using a Proxy 

EPIC provides a proxy that can be used to regulate communications traffic with trading 

partners over the internet. The proxy allows the EPIC communications tasks to send and 

receive data safely over the local network to other servers without the communications task 

needing to be directly accessible to the outside world or internet.  

When the proxy is in use, any communications sessions performed by the EPIC 

communications task will establish a comms session with the proxy. The proxy will then 

establish sessions with external trading partners and forward traffic across the sessions as 

appropriate. 

Figure 3 - The Proxy 

The EPIC proxy acts as both a forward and reverse proxy. Forward in the sense that it makes 

calls out to external users and reverse in that it accepts incoming calls from external users. It 

will typically be located, inside any firewall, between the external client and the EPIC 

communications server to prevent direct unmonitored access to sensitive data. 

The EPIC proxy is configured by default to listen for incoming calls on a number of ports, 

specific to different protocols: 

 OFTP – port 3305. 

 SSL (secure OFTP) – port 6619 

 AS2 – port 80 

 FTP – port 21 

 SFTP – port 22 

In addition it listens on port 2999 for outgoing calls. When it receives an incoming call from an 

external client, it makes an outgoing call to the EPIC communications server and exchanges 
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data between the client and communications server. The location to which a call is forwarded 

is obtained from the communications manager for each incoming call. 

When an EPIC communications task needs to make an outgoing call, it calls the proxy and 

passes to it the call details for the external trading partner. When the EPIC proxy receives a call 

from the communications task, it accepts the call details and makes an outgoing call to the 

external trading partner and exchanges data between the communications task and the 

remote.  

For most protocols (OFTP, SFTP, AS2) the EPIC proxy exchanges data between the 

communications server and the external user transparently without any modification. FTP 

sessions, however, give rise to special requirements. 

2.6.5 Proxy and FTP 

In practice an FTP session is two calls, a command call and a data call. Further, there are two 

modes of FTP session, active and passive. 

FTP servers by default listen on port 21 for incoming connections from FTP clients. A 

connection to this port from the FTP client forms the control stream on which commands are 

passed to the FTP server from the FTP client and on occasion from the FTP server to the FTP 

client. FTP uses out-of-band control, which means it uses separate connections for control and 

data. Thus, for the actual file transfer to take place, a different connection is required which is 

called the data stream. Depending on the transfer mode, the process of setting up the data 

stream is different. 

The EPIC proxy intercepts certain FTP commands and responses to ensure that all data flows 

via the proxy. It substitutes its own IP address and port numbers in the control stream 

commands and responses so that data streams are established via the proxy and not direct 

between the communications task and the external trading partner. 
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3 Server Console 

The EPIC server installation is controlled from the master server. This means both that the 

processing of data through the system is directed from the master server, and also that the 

installation can be configured only from the master. In a typical installation that includes one 

or more satellite servers, the satellites will be installed to run as system services without a user 

interface. The master may be run as an application or as a system service. 

The server console may be used to configure the allocation of tasks within the server 

installation. When the server is running as an application in the system tray the console can be 

accessed by right clicking on the server and pressing the Show Console command as illustrated 

by Figure 4. 

Figure 4 - Show console 

When the server is running as a system service the console may be accessed by running the 

EPIC server application which will communicate with the system service using a telnet 

connection. 

Figure 5 - Server console 

The console includes a status area at the bottom indicating current action and server status. 

Above that is the input area where commands are entered. The remainder of the window is 

the feedback and log section. Commands to control the installation are entered in the input 
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area. The feedback can be dynamically tailored to various levels of detail, from direct feedback 

to commands, to extensive logging of current server activity. 

3.1 Telnet connection 

As mentioned above, when running the master as a system service, it is possible to establish a 

telnet connection to it in order to issue commands. Any telnet client can be used, but it is 

recommended to use the server console as the client. To do this, it is currently necessary to 

edit the console’s configuration file (OVRSCA.cfg), which is found in the server installation 

directory. There is a section as follows: 

<value name="serverApp" type="bool" value="True" /> 

This needs to be changed to read. 

<value name="serverApp" type="bool" value="False" /> 

In order to establish a connection to the service, the following command is used: 

OPEN IP-ADDRESS [PORT] 

The open command initiates a connection to the service on the machine given by the IP-

ADDRESS parameter. The optional PORT parameter specifies the telnet port. EPIC uses the 

standard telnet port number 23 by default. 

When the connection is established you will be prompted to enter a password. The default 

password is 1234. This can be changed using a console command described in the next section. 

The telnet session with the service can be terminated using the command: 

CLOSE 

In fact, it is not only a master server running as a system service that is accessible from a 

console in this way. When the master is running as an application, it will still accept telnet 

connections (from the EPIC console or any other telnet client). In addition, satellite servers will 

accept telnet connection whether running as applications or system services (though the range 

of commands that can be used against satellite servers is limited, as the EPIC installation can 

be manipulated only from the master server). 

3.2 Console Commands 

This section described the console commands used for managing the EPIC server installation. 

Commands entered in the console are echoed to the log area and submitted to the server for 

processing. If the format of the command is incorrect then an error message is shown. The Up 

and Down arrow keys can be used to navigate the history of submitted commands, so a 

previous command can be resubmitted in the same or edited form. 
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The general format of the console commands should be familiar to Mainframe users: 

 

 COMMAND  [operand 

[,operand] 

… ] 

 

 

 

The master console supports the following commands: 

 

COMMAND 
(ABBR) 

FUNCTION 

ADD (A) Add a satellite server to the connected EPIC installation.  

Add a local task. 

Add a task to a satellite server. 

CALL (CL) Call the specified external network. 

CLOSE (C) Close the console window. 

CHECK (CH) Display the health check settings. 

Change the health check settings. 

DISPLAY (D) Display the status of the local server. 

Display the status of a satellite server. 

Display the status of a local or satellite task. 

Display a list of available new tasks. 

EXIT (E) Stop and exit the Master Server application. 

HELP (H) Display the help summary on the console. 

Display detailed help for a specific command. 

LOG (L) Turns logging flags on or off. 

Indicate whether or not only console-specific logging is 
required. 

Indicate the level of logging required. 

MOVE (M) Move a task from a server to a different server. 

PASSWORD 
(PW) 

Set the administrator password for the server. 

PROXY (PR) Add or remove a listener on the proxy task 

Optional blanks 1 or more blanks No embedded blanks 
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REMOVE (R) Remove a satellite server from the connected EPIC 
installation. 

Remove a local task. 

Remove a task from a satellite server. 

RLOG (RL) Displays or changes remote logging settings. 

On satellite servers use RLOG to display current settings 
for the local server. 

On the master server use RLOG with SERVER name to 
display settings for the named server. 

Or use with GENERAL, TRACE and/or DEBUG to 
indicate the level of logging required. 

SET (T) Set the root path of common directories. 

START (S) Start the local server. 

Start a remote server. 

STOP (P) Stop the local server. 

Stop a remote server. 

VARY (V) Vary a server on or offline. 

Vary a local task on or offline. 

Vary a satellite task on or offline. 

Vary a server connection on or off. 

3.2.1 ADD Command 

Use the ADD command to add satellite servers and tasks to the EPIC installation. 

3.2.1.1 Syntax 

The complete syntax for the ADD command is: 

ADD { SERVER=’name’,ADDRESS=’address:port’[,SERVICE][,AUTOSTART] } 

    { TASK=’name’[,LOCATION=’name’][,COUNT=n]                    } 

3.2.1.2 Parameters 

SERVER 

Specifies a unique name for the server within the EPIC installation. 

ADDRESS 

Specifies the address and port of the satellite server to be added. 

SERVICE 

Indicates that a satellite server to be added is running as a system service. 

AUTOSTART 
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Indicates that a satellite server to be added that is running as a system service should be 

autostarted if possible by the master. 

TASK 

Specifies the name of a task to add. 

LOCATION 

Specifies the name of a satellite server to which a task is to be added. 

COUNT 

Specifies the number of instances of a task to add. 

3.2.1.3 Examples 

Add the server running at 192.168.1.123 on port 3333 to the installation with the name 

COMMS. 

ADD SERVER=’COMMS’,ADDRESS=’192.168.1.123:3333’ 

Add the Communications database task to the server named COMMS. 

A T=’CommsDb’,LOCATION=’COMMS’ 

3.2.2 CALL Command 

Use the CALL command to make a communications call to an external communications 

network. 

3.2.2.1 Syntax 

The complete syntax for the CALL command is: 

CALL NETWORK=id 

3.2.2.2 Parameters 

NETWORK 

Specified the ID of the external network to call.  

3.2.2.3 Examples 

Call external network with ID 7. 

CALL N=7 

3.2.3 CLOSE Command 

Use the CLOSE command to close the master console window but keep the application 

running. 
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3.2.3.1 Syntax 

The complete syntax for the CLOSE command is: 

CLOSE  

3.2.3.2 Examples 

Close the window 

CLOSE 

3.2.4 CHECK Command 

Use the CHECK command to display the current health check settings of the local master 

server. 

3.2.4.1 Syntax 

The complete syntax for the CHECK command is: 

CHECK {                                              } 

      { INTERVAL=seconds,TIMEOUT=seconds,RESTART=Y/N } 

3.2.4.2 Parameters 

INTERVAL 

Specifies the interval between health checks (in seconds). 

TIMEOUT 

Specifies the length of time tasks are given to respond to the health check request before they 

are considered unresponsive (in seconds). 

RESTART 

The automatic restart flag is used to indicate whether EPIC should try to start tasks that have 

failed to start, that have stopped, or that have been terminated after failing a health check. 

3.2.4.3 Examples 

Display the current health check settings. 

CHECK 

Change the current health check settings to an interval of 2 minutes (120 seconds), timeout of 

20 seconds and restart flag set to true. 

CHECK INTERVAL=120,TIMEOUT=20,RESTART=Y 

3.2.5 DISPLAY Command 

Use the DISPLAY command to display the current status of the local master server, satellite 

servers, and tasks 



    

Server Console 23 

3.2.5.1 Syntax 

The complete syntax for the DISPLAY command is: 

DISPLAY {                                   } 

        { ALL                               } 

        { [SERVER[=’name’]][,TASK[=’name’]] } 

        { NEW,TASK                          } 

3.2.5.2 Parameters 

ALL 

Specifies that the status of all satellite servers should be displayed. 

SERVER 

Specifies the satellite server to display the status of. 

TASK 

Specifies the task to display the status of. 

3.2.5.3 Examples 

Display the status of the local master. 

DISPLAY 

Display the status of all satellites. 

D ALL 

Display the status of the satellite named COMMS. 

D S=’COMMS’ 

Display the status of the CommsDb task on the satellite named COMMS. 

D S=’COMMS’,T=‘CommsDb’ 

3.2.6 EXIT Command 

Use the EXIT command to stop the master server and exit the application. 

3.2.6.1 Syntax 

The complete syntax for the EXIT command is: 

EXIT  

3.2.6.2 Examples 

Exit the application. 

EXIT 
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3.2.7 HELP Command 

Use the HELP command to display summary and help for a specific command. 

3.2.7.1 Syntax 

The complete syntax for the HELP command is: 

HELP [COMMAND=name] 

3.2.7.2 Parameters 

COMMAND 

Specifies the name of the command to display help of. 

3.2.7.3 Examples 

Display summary help information. 

HELP 

Display help on the ADD command 

HELP C=ADD 

3.2.8 LOG Command 

Use the LOG command to specify the logging levels required on the console. Care should be 

taken to limit the amount of log messages shown where possible, using the system log file in 

preference to the console to view more detailed log information. 

3.2.8.1 Syntax: 

The complete syntax for the LOG command is: 

LOG [SERVER=’Y’/’N’][,GENERAL=’Y’/’N’][,TRACE=’Y’/’N’] 

    [,DEBUG=’Y’/’N’] 

3.2.8.2 Parameters: 

SERVER 

Indicates whether to display only those log messages specific to the EPIC server console. 

GENERAL 

Indicates whether to display log messages designated ‘General’ – the highest level of logging. 

TRACE 

Indicates whether to display log messages designated ‘Trace’ – the next, more detailed, level 

of logging. 

DEBUG 
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Indicates whether to display log messages designated ‘Debug’ – the most detailed level of 

logging. 

3.2.8.3 Examples: 

Set the console to log all general messages (not just EPIC server console messages). 

LOG SERVER=’N’,GENERAL=’Y’,TRACE=’N’,DEBUG=’N’ 

Turn off debug logging. 

LOG DEBUG=’N’ 

Note that if any parameter is omitted from the command then the flag for that logging level 

will not be changed. Also, this command affects only the logging sent to the console, not the 

level of logging configured for the system as a whole, which is set in the Administrator client 

application. If the system is not configured to log Debug level messages in the Administrator 

then no such messages will appear on the console regardless of how the console is configured 

using this command. 

3.2.9 MOVE Command 

Use the MOVE command to move a task from one server to another. 

3.2.9.1 Syntax: 

The complete syntax for the MOVE command is: 

MOVE TASK='name',ORIGIN='name',DESTINATION='name'[,COUNT=n] 

3.2.9.2 Parameters: 

TASK 

The name of the task to be moved. 

ORIGIN 

The name of the server from which the task is to be moved. 

DESTINATION 

The name of the server to which the task is to be moved. 

COUNT 

An optional count of the number of instances of the task to move 

3.2.9.3 Example: 

Move the communications manager from a server name MASTER to one named COMMS. 

MOVE TASK=’CommsManager’,ORIGIN=’MASTER’,DESTINATION=’COMMS’ 
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3.2.10 PASSWORD Command 

Use the PASSWORD command to set the administrator password. The password is required to 

access the server when using a telnet connection. On installation, this password defaults to 

1234; it can be changed using this command. 

3.2.10.1 Syntax: 

The complete syntax for the PASSWORD command is: 

PASSWORD SET='password' 

3.2.10.2 Parameters: 

SET 

Specifies the new administrator password. 

3.2.10.3 Example: 

Set the password. 

PASSWORD SET=’bathtub’ 

3.2.11 PROXY Command 

Use the PROXY command to add or remove a listener on the proxy task. By default, the proxy 

is configured with listeners for common protocols on standard ports. This command can be 

used to add a new listener or remove and existing one. 

3.2.11.1 Syntax: 

The complete syntax for the PROXY command is: 

PROXY ADDL/REML,PROTOCOL=’comms-protocol’,PORT=’listen-port’, 

ADDRESS=’listen-address 

3.2.11.2 Parameters: 

ADDL 

Use the keyword ADDL to indicate that a listener is to be added. 

REML 

Use the keyword REML to indicate that a listener is to be removed. 

PROTOCOL 

The supported protocols are: 

 OFTP 

 SSL (secure OFTP) 

 AS2 

 FTP 
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 SFTP 

PORT 

The listener port on which to expect incoming calls. 

ADDRESS 

The IP address of the machine on which the proxy is running, to which the listener will be 

bound. 

3.2.11.3 Example: 

Add a new OFTP listener. 

PROXY ADDL,PROTOCOL=’OFTP’,PORT=3307,ADDRESS=’192.168.1.123’ 

3.2.12 REMOVE Command 

Use the REMOVE command to remove satellite servers and tasks from the EPIC installation. 

3.2.12.1 Syntax 

The complete syntax for the REMOVE command is: 

REMOVE { SERVER=’name’                           } 

          { TASK =’name’[,LOCATION=’name’][,COUNT=n] } 

3.2.12.2 Parameters 

SERVER 

Specifies the name of the server to remove from the installation.  

TASK 

Specifies the name of the task to remove. 

LOCATION 

Specifies the name of the server from which a task is to be removed. 

COUNT 

Specifies the number of instances of the task to be removed. 

3.2.12.3 Examples 

Remove the connection to the server named COMMS 

REMOVE C=‘192.168.1.123’ 

Remove the CommsDb task from the server at COMMS 

REMOVE T=’CommsDb’,LOCATION=’COMMS’ 
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3.2.13 RLOG Command 

Use the RLOG command to view or set remote logging options. Satellite servers send log 

messages to the master server, which are written to the master’s log file. On a satellite server 

the command is used without any parameters to indicate what level of log messages it is 

configured to send to the master. On the master server the command can be used to view the 

settings for a given satellite server, or to change them. 

3.2.13.1 Syntax: 

The complete syntax for the RLOG command is: 

RLOG  {                                                    } 

      {SERVER='name'[,GENERAL=Y/N][,TRACE=Y/N][,DEBUG=Y/N] } 

3.2.13.2 Parameters: 

SERVER 

Specifies the name of the satellite server for which the remote log settings are to be displayed 

or changed. 

GENERAL 

Indicates whether the named server should send log messages designated ‘General’ – the 

highest level of logging. 

TRACE 

Indicates whether the named server should send log messages designated ‘Trace’ – the next, 

more detailed, level of logging. 

DEBUG 

Indicates whether the named server should send log messages designated ‘Debug’ – the most 

detailed level of logging. 

3.2.13.3 Example: 

Specify that the satellite server named COMMS should start sending ‘Trace’ level log messages. 

RLOG SERVER=’COMMS’,TRACE=’Y’ 

Note that if a logging level parameter is omitted from the command then the flag for that level 

will not be changed. 

3.2.14 SCLASS Command 

Use the SCLASS command to change the service class configuration of a workflow processor 

instance on a remote server. 

3.2.14.1 Syntax  

The complete syntax for the SCLASS command is: 
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SCLASS {ADDS|REMS  

        SERVER=’server-name’,INSTANCE=number,CLASSES=’a,b,c,d,e,f’ } 

3.2.14.2 Example: 

Specify that the 2nd instance of a Workflow processor on the master server should process 

queue items with additional service classes of C & D. 

SCLASS ADDS,SERVER=’MASTER’,I=2,CLASSES=’C,D’ 

3.2.15 SET Command 

Use the SET command to set server properties, including the path of data directories and 

whether the server is considered initialised. 

3.2.15.1 Syntax  

The complete syntax for the SCLASS command is: 

SET  {DIRROOT=’dir-root-path’ } 

  {INITIALISED=Y/N   } 

3.2.15.2 Example: 

Set the server as initialised so that an upgrade is no longer considered necessary. 

SET INITIALISED=Y 

Set the path of the data directories to a network share. 

SET DIRROOT=’\\server\shareName’ 

3.2.16 START Command 

Use the START command to start the local master or a satellite server. 

3.2.16.1 Syntax 

The complete syntax for the START command is: 

START [SERVER=‘name’] 

3.2.16.2 Parameters 

SERVER 

Specifies the name of the satellite server to start. 

3.2.16.3 Examples 

Start the local master. 

START 

Start the satellite server named COMMS 

START S=’COMMS’ 
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3.2.17 STOP Command 

Use the STOP command to stop the local master or a satellite server. 

3.2.17.1 Syntax 

The complete syntax for the STOP command is: 

STOP [SERVER=’name’] 

3.2.17.2 Parameters 

SERVER 

Specifies the name of the satellite server to stop.  

3.2.17.3 Examples 

Stop the local master. 

STOP 

Stop the satellite server named COMMS 

P S=’COMMS’ 

3.2.18 VARY Command 

Use the VARY command to vary connections to satellites and EPIC tasks on/offline. 

3.2.18.1 Syntax 

The complete syntax for the ADD command is: 

VARY ON|OFF,{ SERVER=’name’                 } 

            { TASK=’name’[,LOCATION=’name’] } 

3.2.18.2 Parameters 

ON 

Specifies that the server or task should be varied online.  

OFF 

Specifies that the server or task should be varied offline. 

SERVER 

Specifies the name of the satellite to vary on/offline. 

TASK 

Specifies the name of the task to vary on/offline. 

LOCATION 
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Specifies the name of the satellite on which the given task is to be varied on/offline. 

3.2.18.3 Examples 

Vary the satellite server named COMMS offline 

VARY OFF,SERVER=’COMMS’ 

Vary the CommsDb task on the satellite named COMMS online 

VARY ON,T=’CommsDb’,LOCATION=’COMMS’ 

Vary the Event Manager task on the local server offline 

VARY OFF,T=’EventManager’ 

3.3 Configuration examples 

An instance of EPIC can run effectively on a single machine if required. When a newly installed 

master server is first started it is automatically configured to run a single instance of each 

worker task, with two exceptions – the proxy is not set up by default, and there are multiple 

instances of the workflow processor task. 

If you want to add more servers to the installation, it will typically be for one of these reasons: 

 To start using a proxy. 

 To distribute communications session processing between multiple machines. 

 To perform resource intensive work, such as mapping, away from the master server. 

Tasks not related to mapping or communications should not be carried out away from the 

master server unless you are clear that your particular business process requires it. 

When you have decided to do some processing (that is, to deploy one or more tasks) on a 

satellite server, the first step is to set up the satellite. 

3.3.1 Configuring a satellite server 

The steps required to set up a satellite server are as follows: 

 Install the server. The satellite server must be installed on a machine accessible from the 

master server over a network. The speed of the network connection will affect the overall 

performance of EPIC when satellite servers are running. For details of how to install a 

satellite server please consult the EPIC Installation and Initialisation Guide. 

 Add the server to the installation using the master console. To do this you need to obtain 

the IP address on your network of the machine running the satellite server, and decide on a 

unique name for the server within the installation (in this example the satellite is called 

COMMS). The following command is entered to set up the satellite (replacing 192.168.1.123 

with whatever IP address you are using): 

ADD SERVER=’COMMS’,ADDRESS=’192.168.1.123:3333’ 

 Tasks on satellite servers that require access to the database and common filestore location 

on the master server machine are notified of database connection details and the root file 
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location when the master connects to them. However, it is necessary to tell the master to 

use UNC paths before starting to use satellite servers. To do this, enter the command: 

SET DIRROOT=’\\SHARE\…\DATA-DIR\’ 

 Once a new server has been added to the installation you can go about adding tasks to it. 

The next section indicates how. 

3.3.2 Configuring tasks on a satellite server 

There are two ways of adding tasks to a satellite server: 

 Add one or more new instances of a task. If the task is running on the master server or 

another satellite server then they will remain in place and the master will use all instances 

of a task in the installation when allocating work. For instance, when adding the proxy task 

to a new satellite server you will use the ADD command: 

ADD TASK=’Proxy’,LOCATION=’PRX-SVR’ 

 You will also use ADD to create new instances of tasks required to run in addition to the 

existing instances; for example, adding a new mapper task to the master server: 

ADD TASK=’XE’ 

 Move a task from one server to another. This has the same result as adding an instance to 

the destination server and removing it from the originating server, in one command. For 

instance, if you decide to move communications processing from the master server to a 

satellite then you will typically use the MOVE command with respect to the 

communications, communications manager and communication database tasks: 

MOVE TASK=’CommsManager’ ,ORIGIN=’MASTER’,DESTINATION=’COMMS’ 

Once new tasks have been added, or tasks moved between servers, EPIC automatically 

updates its internal configuration so that requests to do work are directed to the correct 

server, and where multiple instances of a task exist, the load is balanced between them. 

3.3.3 Allocating tasks to servers 

The following guidelines should be kept in mind when planning how to allocate tasks to servers 

in your EPIC installation: 

 When using a proxy, the satellite server on which it runs will typically run no other tasks. 

 The communications tasks (comms manager, comms task, comms database task) should 

run on the same server where possible, with the exception that if there are multiple 

communications tasks, they must run on different machines. 

 Add additional servers to the installation and allocate tasks across the installation only 

when there is a clear need to do so, based on predicted or current load. 

 If the client connections task is moved from the master then any EPIC client applications 

that you use must connect to the machine on which the task is running. 
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4 Trading Partner Connections 

EPIC provides an environment for high-throughput, scalable and secure communications with 

multiple trading partners. It supports a range of integrated network and communication 

protocols with the capacity to operate in a corporate gateway or clearing centre role. 

This section defines and explains the terminology and concepts required to understand 

communications in EPIC. 

4.1 Communication Layers 

In order to communicate using EPIC you need to specify both a communications protocol and a 

network protocol. Protocols are discussed in more depth in the Communications Reference 

manual. Broadly speaking, a network protocol (such as TCP/IP) defines the connection 

between computers and a communications protocol (such as OFTP) defines the logical process 

for sending data over the connection. 

The network and communications protocols available in EPIC may be regarded as the layers 

required to establish a session between trading partners in which data may be exchanged. This 

simple, two-layer communications model is the basis on which you will set up and manage 

communications entities in EPIC. 

In some cases, the underlying implementation is more complex and the two-layer model used 

by EPIC assists you by hiding the details. The main considerations are: 

 In some cases, network and communication protocols are truly independent and only one 

entity of each ‘layer’ is needed. For example, the communications protocol OFTP can be 

used over the network protocols TCP/IP, ISDN or X.25. 

 Sometimes the communications protocol demands a particular network protocol. For 

example, the communications protocol AS2 is always used over TCP/IP. 

 In addition, a communication session in EPIC may require that more than two ‘layers’ run 

in the background. For instance, an AS2 session in fact runs using HTTP over TCP/IP, but 

you will be required to specify only two layers (AS2 and HTTP) to use it. 

The next section outlines the entities used in EPIC used to implement these layers. 

4.2 Communications Entities 

The main entities that need to be defined in order to use EPIC communications fall into these 

classes: 

 Companies - Internal and external companies that will communicate using EPIC. That is, 

your company and any subdivisions of it that you want to define, and your trading 

partners. 

 Subsystems - Represent different network protocols. A corresponding subsystem is 

required for each method of communication you use. In some cases the subsystem hides 

more than one communications ‘layer’ as described above. 
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 Networks – Networks are the main unit used in EPIC to establish a communications session 

with a trading partner using a given communications protocol. 

The communications entities in these categories used in EPIC are described in later sections. In 

addition, there are a number of concepts common to different areas in the communications 

architecture that are described below: 

 Mailboxes 

 EDI codes 

 Local codes 

 User data 

4.2.1 Mailboxes 

Networks are the primary unit for establishing a session. Some protocols support a second 

level of addressing. The secondary unit of addressing is the mailbox and there may be multiple 

mailboxes associated with a single network. 

In fact, for protocols that do not support mailboxes, such as AS2, EPIC implements a single 

mailbox per network in the background, but this is not exposed to you. 

For protocols that do support multiple mailboxes, these are exposed in the administrator 

application against both internal and external networks. 

4.2.2 EDI Codes 

EDI codes are used in EDI communication systems to identify trading partners. EDI networks 

may use the EDI codes in the files they handle to decide to whom they should be routed. A 

company may process files differently according to EDI code. EDI codes may be regarded as a 

third level of addressing, below network and mailbox. 

In EPIC EDI codes can be associated with networks or mailboxes. Where the protocol does not 

support mailboxes, EDI codes will associated with networks will also be associated with the 

network’s hidden single mailbox in the background. In addition, EDI codes can be specified 

against internal companies or trading partners. 

An EDI code is not defined in EPIC as a single value, reflecting the fact that EDI messages allow 

more than one level of code to be specified. EPIC supports three levels of EDI code with these 

values: 

 EDI code 

 Qualifier 

 Routing address 

4.2.3 Local Codes 

Networks and mailboxes in EPIC support a property called the Local Code. In most cases the 

Local Code is optional, with the exception of some internal networks for which it is the basis of 

licensing. If the Local Code is specified it must be unique within EPIC for the type of entity 

concerned (that is, no network in EPIC should have the same Local Code, and no mailbox 

should have the same Local Code). 
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If it is specified then it can be used uniquely to identify a mailbox or network when using the 

EPIC Batch Interface or .NET API. For more details, consult the Programmer’s Guide. 

4.2.4 User Data 

Companies, networks and mailboxes in EPIC support a number of instances of a property called 

User Data. This allows you to specify a corresponding number of instances of arbitrary text 

against these entities. The User Data can then be used elsewhere in EPIC using placeholders. 

4.3 Companies 

Whereas subsystems and networks are used to define protocol information for a 

communications session, companies in EPIC are used to represent business entities. This might 

be a whole company or, if required some internal part or subdivision of a company. 

Companies may be internal or external. An internal company represents your own 

organisation (or some part of it). An external company represents a trading partner. In most 

cases you are required to define an external company to be associated with a network, the 

exception is when operating as a clearing centre. 

Internal and external companies may have the following information configured against them: 

 Company name and address 

 Additional locations and location information, including contacts 

 EDI codes 

 User data 

 Postbag workflow selection 

4.3.1 Parent Companies 

When editing a company or adding a new company, a linkage can be defined to a parent 

company. As a result, the company becomes a dependent companies upon this parent 

company. 

Setting a company as dependent on a parent means that some of the information against the 

parent is accessible by the dependent company. 

When adding or editing an EDI code against the dependent company, the mailbox to which this 

EDI code is linked to can be selected from the parent company. 

When adding or editing a location against the dependent company, EDI codes to which this 

location is linked can be selected from the parent company. 

As a result, a company can be divided into sections with specific information being profiled 

against each, and shared information being defined at the parent level.  

Only one level of hierarchy is permitted for parent companies and dependent companies. For 

example, a company can become dependent upon a parent company, but the same dependant 

cannot become a parent of another company. 
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An option can be selected from the ‘View’ menu which decides how the parent/dependant 

hierarchy will be shown in the Administrator: 

 

Figure 6 – Display company dependences 

When this option is ticked, a hierarchy will be shown in the tree view: 

 

Figure 7 – Parent/Dependant hierarchy 

 

4.3.2 Postbag Selection 

Each company configured in EPIC has a postbag associated with it. The postbag is simply a 

collection of files associated with the company. A received file is sorted into a postbag 

according to its origin. A file can be posted to a recipient’s postbag using a workflow job 

(workflows are described below). 

When a file is associated with a postbag in one of these ways it is submitted for processing by a 

workflow associated with the postbag. EPIC allows two workflows to be associated with a 

company: the Originator Workflow and the Recipient Workflow. 

In the case of an internal company, the originator workflow is used to process files sent from 

the company and the recipient workflow to process files received by the company. 

In the case of an external company, the originator workflow is used to process files received 

from the company and the recipient workflow to process files received sent to the company. 

4.4 Subsystems 

Subsystems are EPIC’s implementation of various network protocols. A suitable subsystem is 

required for each method of communication you use. As mentioned earlier, some subsystems 

in EPIC implement more than one communications ‘layer’ so that you need only be concerned 

with the subsystem and network. The subsystems available in EPIC are: 

 TCP/IP 
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 Local CAPI2 

 Remote CAPI2 

 FTP server 

 SFTP server 

 HTTP 

 XOT 

  X.400 

The subsystem types are described in later sections. 

Subsystems in EPIC are required to make outgoing connections to trading partner (and clearing 

centre) network. The subsystem(s) to be used must be associated with the external network. 

For incoming connections, the subsystems implement one or more listeners, which are 

discussed below. 

4.4.1 Listeners 

Listeners are used by the EPIC communications components to wait for incoming calls. When 

an incoming call is received, either on a TCP/IP port on a server machine, or on some other 

communications hardware such as a router, the listener is triggered and the communications 

components prompted to handle the call. 

All of the subsystem types implement listeners, but the implementation is protocol-specific. 

The use of listeners with each subsystem type is described below. 

4.4.2 TCP/IP 

This subsystem is used for communicating over TCP/IP connections. Typically this means 

communication over the internet. TCP/IP subsystems are used in EPIC with OFTP and FTP 

networks (specifically, when EPIC is in the role of FTP client). 

The TCP/IP subsystem supports multiple listeners. When an instance of the subsystem is 

created one or more listeners can be added. Multiple listeners may be used if you want to use 

more than one port for incoming calls. Alternatively, multiple subsystems may be used, each 

with one listener. 

TCP/IP listeners may be configured for secure connections (using SSL/TLS) in which case it is 

necessary to specify a server certificate. When so configured, the listener can handle only 

those incoming calls that are appropriately secured. So if a standard incoming call is attempted 

against a listener that is expecting one with session security then the call will fail. 

4.4.3 Local CAPI2 

This subsystem is used for communicating over ISDN connections where the ISDN hardware is 

a local card. CAPI2 subsystems are used in EPIC with OFTP networks. 

The Local CAPI2 subsystem supports multiple listeners. Each listener is associated with a CAPI2 

controller, so if your ISDN card has more than one controller (that is, if it supports more than 

one line) you must add a listener for each controller you want to use for incoming calls. You 



38 Trading Partner Connections 

may add more than one listener for a controller and filter the calls you accept by local or 

remote ISDN number. 

4.4.4 Remote CAPI2 

This subsystem is used for communicating over ISDN connections where the ISDN hardware is 

a router that EPIC connects to over a network using TCP/IP. CAPI2 subsystems are used in EPIC 

with OFTP networks. 

The Local CAPI2 subsystem supports multiple listeners. Each listener is associated with a CAPI2 

controller, so if your ISDN router has more than one controller (that is, if it supports more than 

one line) you must add a listener for each controller you want to use for incoming calls. You 

may add more than one listener for a controller and filter the calls you accept by local or 

remote ISDN number. 

4.4.5 FTP Server 

This subsystem is used for communicating over TCP/IP connections when EPIC is in the role of 

FTP server. It combines the standard TCP/IP network protocol layer with the additional 

protocol logic required to implement an FTP server. 

The FTP Server subsystem supports only a single listener. The default listener is created when 

the subsystem is and it listens on the standard FTP port 21. You may define only one FTP 

Server subsystem in EPIC, so you can only listen on one port for FTP connections, though you 

may change the port number if required. 

4.4.6 SFTP Server 

This subsystem is used for communicating over TCP/IP connections when EPIC is in the role of 

SFTP server. It combines the standard TCP/IP network protocol layer with an authentication 

and encryption layer (SSH) and the SFTP processing logic. 

The SFTP Server subsystem supports only a single listener. The default listener is created when 

the subsystem is and it listens on the standard SFTP port 22. You may however create multiple 

SFTP Server subsystems in EPIC that listen on different ports and present a different virtual file 

system to clients. 

4.4.7 HTTP 

This subsystem is used for communicating over TCP/IP connections when the network type is 

AS2. It combines the standard TCP/IP network protocol layer with an HTTP layer required by 

AS2, hiding the detail of the implementation. 

The HTTP subsystem supports only a single listener. The default listener is created when the 

subsystem is. If more than one HTTP listener is required then additional subsystems must be 

created. 

HTTP listeners may be configured for secure connections (using SSL/TLS) in which case it is 

necessary to specify a server certificate. When so configured, the listener can handle only 

those incoming calls that are appropriately secured. So if a standard incoming call is attempted 

against a listener that is expecting one with session security then the call will fail. 
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It follows that if EPIC is required to handle sessions both with and without security, two 

subsystems are required; one without SSL enabled, and one with SSL enabled listening on a 

different port. 

4.4.8 XOT 

This subsystem is used for communicating over X.25 connections where the X.25 hardware is a 

router that EPIC connects to over a network using TCP/IP. XOT stands for ‘X.25 Over TCP’ and 

XOT subsystems are used only with OFTP networks. The subsystem combines the standard 

TCP/IP network protocol layer with the XOT layer required for the connection, hiding the detail 

of the implementation. 

The XOT subsystem supports only a single listener and the listen port cannot be changed. In 

practice, therefore, only a single XOT router is supported in EPIC. 

4.4.9 X.400 

This subsystem is used for communicating over X.400 networks where the X.400 protocol is 

managed by another server that runs in the UNIX subsystem on the local Windows machine; 

the server loosely represents an X.400 MTA. EPIC manages instances of these X.400 MTA 

servers using the Windows process model and communications with them through TCP/IP. The 

X.400 server must be obtained and configured separately; your software supplier can provide 

details. It is used only with X.400 networks.  

You may configure multiple X.400 listeners, listening for inbound connections on different 

external ports. This is required because one listener can only accept one inbound session at 

any one time. 

4.5 Internal Networks 

Networks are the main entities used in EPIC to establish a communications session with a 

trading partner using a given communications protocol. An internal network represents your 

company’s end of a session and an external network represents the other end. 

The configuration required for internal networks varies according to protocol. Typically you will 

need to configure the following: 

 Network identification – A protocol-specific network identifier is required for most 

protocols. 

 Company – The network must be associated with an internal company. 

 Authorisation code – Internal networks are subject to licensing, which means that each 

one you define requires an authorisation code. Usually you will have been provided with 

the necessary codes when you acquired EPIC. For further codes please contact your 

software supplier. 

 Mailboxes – If supported by the communication protocol for the network then EPIC 

supports multiple mailboxes against an internal network. 
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 EDI codes – EPIC supports configuration of EDI codes against internal mailboxes and 

networks. 

 Advanced settings – Advanced settings, including network security settings, may be 

available depending on the protocol. 

 User data – EPIC supports configuration of User Data against internal networks. 

Details specific to the protocol type are discussed in the following sections. 

4.5.1 AS2 

For the AS2 protocol, the internal network is given an AS2 identifier which must be unique 

within EPIC. It is this property that is used to identify you to your trading partner in an AS2 

session. The AS2 identifier is also the basis of licensing for the network (that is, the 

authorisation code for an internal AS2 network is specific to the AS2 identifier). If you require 

more than one AS2 identifier (perhaps because different trading partners expect you to use 

different identifiers) then you will need to define one internal network for each. 

The AS2 protocol supports data (payload) security, including data encryption (privacy) and 

digital signatures (authentication). Default digital certificates, to be used for decrypting 

incoming data and signing outgoing data, can be specified against an internal network (though 

they may be overridden for a particular trading partner in the external network). 

4.5.2 FTP Client 

An internal FTP client network represents your company’s end of a session with an external 

FTP server. As the details required to identify you to the server (user name and password) are 

configured against the external network, no identifier is needed against the internal network. 

The local code is the basis of licensing for the network (that is, the authorisation code for an 

internal FTP client network is specific to the local code). 

If you have connections to more than one external FTP server, it will often be possible to reuse 

the same internal FTP client network, as there are no other protocol-specific properties to 

specify. 

4.5.3 FTP Server 

An internal FTP server network represents your company’s end of a session with an external 

FTP client when EPIC is configured to run an FTP server subsystem. As the details required to 

identify an external user (user name and password) are configured against the external 

network, no identifier is needed against the internal network. The local code is the basis of 

licensing for the network (that is, the authorisation code for an internal FTP server network is 

specific to the local code). 

It is possible to configure only one FTP server subsystem. Multiple FTP server internal networks 

can be defined, but  it will often be possible to reuse the same internal FTP server network for 

different users (external networks)  as there are no other protocol-specific properties to 

specify. 
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4.5.4 SFTP Server 

An internal SFTP server network represents your company’s end of a session with an external 

SFTP client when EPIC is configured to run an SFTP server subsystem. As the details required to 

identify an external user (user name and password) are configured against the external 

network, no identifier is needed against the internal network. The local code is the basis of 

licensing for the network (that is, the authorisation code for an internal SFTP server network is 

specific to the local code). 

You must create at least one internal SFTP server network to host an SFTP server. You may 

create more than one, but the usefulness of this is limited postbag association, considering the 

recipient or originator postbag may be the parent company of this internal network.  

4.5.5 OFTP 

For the OFTP protocol, the internal network is given an SSID as the identifier, which must be 

unique within EPIC. SSID stands for Start Session ID and it is this property that is used to 

identify you to your trading partner in an OFTP session. The SSID is also the basis of licensing 

for the network (that is, the authorisation code for an internal OFTP network is specific to the 

SSID). If you require more than one SSID (perhaps because different trading partners expect 

you to use different identifiers) then you will need to define one internal network for each. 

The OFTP protocol supports multiple mailboxes and EPIC allows multiple mailboxes to be 

defined for an internal OFTP network. In OFTP the property used to identify a mailbox is called 

the SFID (which stands for Start File ID). In EPIC the OFTP network and mailbox are associated 

with the SSID and SFID which represent the first and second level of addressing for the 

exchange of messages. 

The OFTP protocol supports data (payload) security when using version 2, including data 

encryption (privacy) and digital signatures (authentication). Default digital certificates to be 

used for signing outgoing data can be specified against an internal network (though they may 

be overridden for a particular trading partner in the external network). This certificate or any 

other certificate that is owned by the internal company will be used for decrypting inbound 

data. Certificates may also be specified against internal mailboxes, in which case they override 

those on the internal network, but may ultimately be overridden by those on the external 

network or mailbox. 

4.5.6 X.400 

For the X.400 protocol, the internal network is given an MTA name and password as the 

identifier. MTA stands for Message Transfer Agent, which is the unit of communication in 

X.400. The MTA name and password are used to identify you to your trading partner in an 

X.400 session. The MTA name and password are also the basis of licensing for the network 

(that is, the authorisation code for an internal X.400 network is specific to the MTA name and 

password). 

X.400 supports multiple mailboxes against the internal network. The mailbox corresponds to 

an X.400 User Agent. The property that identifies a User Agent is an address consisting of 

multiple fields In EPIC the X.400 network and mailbox are associated with the Message 
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Transfer Agent and User Agent which represent the first and second level of addressing for the 

exchange of messages. 

4.6 External Networks 

Networks are the main entities used in EPIC to establish a communications session with a 

trading partner using a given communications protocol. An external network (which may be a 

trading partner or clearing centre network) represents your trading partner’s end of a session 

and an internal network represents your end. 

Trading partner and clearing centre networks are very similar. The only significant difference is 

that a trading partner network is used for direct communication with your trading partner and 

must be associated with a trading partner company, whereas a clearing centre network is used 

to communicate via a Value Added Network or other intermediary and is not associated with a 

company. 

External networks in EPIC often support configuration of a large number of properties, 

although in a typical installation you will usually accept many of the default settings. The 

external network is the core entity in the EPIC communications model because it ties together 

the communication and network protocols and the internal and external companies in the 

following ways. 

 Trading partner networks are associated with trading partner companies (though clearing 

centre networks are not) 

 External networks are associated with internal networks and internal networks are 

associated with internal companies 

 External networks have one or more network connections associated with them (of which 

more later) and each network connection is associated with a subsystem. 

Together this information allows EPIC to determine, in respect of any incoming or outgoing 

session between an internal and external network, who is involved (companies) and how 

(network and communication protocols). 

The configuration required for external networks varies according to protocol, though there 

are many common features. 

 Network identification – As with internal networks, a protocol-specific network identifier is 

required for the network. 

 Mailboxes – If supported by the communication protocol for the network then EPIC 

supports multiple mailboxes against an external network. 

 EDI codes – EPIC supports configuration of EDI codes against external mailboxes and 

networks. 

 Daily call – EPIC can be configured to make a daily call to a network at a given time (this is 

in addition to the other options connected with events and workflows for initiating a 

communications session). 
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 Network connections – Each network has a primary connection configured, which is 

associated with a subsystem. In addition, it is possible to add further connections that will 

be used if the primary one fails. Secondary and subsequent network connections may use 

the same subsystem as the primary connection, or a different compatible subsystem. 

 Advanced settings – Advanced settings, including network security settings, may be 

available depending on the protocol. 

 User data – EPIC supports configuration of User Data against internal networks. 

Details specific to the protocol type are discussed in the following sections. 

4.6.1 AS2 

For the AS2 protocol, the external network is given an AS2 identifier which must be unique 

within EPIC. It is this property that is used to identify your trading partner when sending or 

receiving data in an AS2 session. 

AS2 sessions use only HTTP, so before an external AS2 network can be defined an HTTP 

subsystem must be present. Typically you will define one HTTP subsystem and/or one HTTPS 

subsystem to handle all of your AS2 connections, but it is open to you to create more 

subsystems if required. If multiple subsystems are defined you can choose both the subsystem 

to use for the primary connection to your trading partner, and one or more subsidiary 

connections to be used in the event that the primary connection fails. 

The AS2 protocol supports data (payload) security, including data encryption (privacy) and 

digital signatures (authentication). Digital certificates can be specified against the network, to 

be used for decryption and signature verification in respect of incoming data and for 

encryption and signing in respect of outgoing data. 

AS2 includes a mechanism for acknowledging messages by the transmission of Message 

Disposition Notifications (MDNs). MDNs may be signed or unsigned, and they may be sent 

synchronously or asynchronously. If an MDN is required then a request for one is included in 

the AS2 message along with the MDN options, which can be configured against the network. 

4.6.2 FTP Client 

An external FTP client network represents the remote end of a session with an external FTP 

server. The network identification data associated with the network are the details required to 

identify you to the remote server (user name and password). 

An FTP session takes place over TCP/IP, so before an external FTP client network can be 

defined a TCP/IP subsystem must be present. If more than one suitable subsystem is defined 

you can choose both the subsystem to use for the primary connection to your trading partner, 

and one or more subsidiary connections to be used in the event that the primary connection 

fails. 

EPIC also supports secure FTP sessions using SFTP. SFTP uses SSH (Secure Shell) to encrypt data 

and commands. An FTP client network is used to represent a connection to the SFTP server, 
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but FTP and SFTP are not interoperable in any way, so you should not choose SFTP as an option 

to connect to a normal FTP server. 

The FTP protocol does not support mailboxes. An FTP server stores files in a tree-like directory 

structure and the client copies files to and from directories in the tree, subject to any 

limitations imposed on the user by the server. EPIC, however, does use mailboxes with FTP, so 

that the process of sending and receiving files can be handled automatically without you 

needing to intervene with FTP commands. 

Mailboxes are used to define FTP server directories that EPIC will access during a session, and 

to associate actions (Get and/or Put) with them. For instance, EPIC is required to get files from 

a specific location on an FTP server (the inbox directory) and put files scheduled to that server 

in a different location (the outbox directory). A single mailbox is defined and the inbox 

directory path associated with the Get action and the outbox directory path associated with 

the Put action. Multiple mailboxes can be defined that will allow EPIC to send and receive files 

to and from different directories on the server. 

4.6.3 FTP Server 

An external FTP server network represents the remote end of a session with an external FTP 

client. That is, it represents a user of the EPIC FTP service. The network identification data 

associated with the network are the details required to identify the user to the server (user 

name and password). 

An FTP session take place over TCP/IP, but the subsystem used in EPIC is the FTP server 

subsystem, which combines the TCP/IP and FTP server protocols. An FTP server subsystem 

must be present before a user of the FTP service can be defined. It is not possible to define 

more than one such subsystem. As the FTP server subsystem never initiates calls out (FTP 

sessions always start when a client connects to a server) you cannot specify multiple network 

connections for the network. 

The FTP protocol does not support mailboxes. An FTP server stores files in a tree-like directory 

structure and the client copies files to and from directories in the tree, subject to any 

limitations imposed on the user by the server. The EPIC FTP server exposes to the user only a 

limited directory tree consisting of a root directory, with sub-directories called “In” and “Out” 

(representing the user’s inbox and outbox) and archive directories called “InArchive” and 

“OutArchive”. These directories can be enabled or disabled for a user when configuring the 

network. 

4.6.4 SFTP Server 

An external SFTP server network represents a remote client that may connect to the EPIC SFTP 

server. The authentication data associated with the network are the details required to 

identify the user to the server (user name and password). 

An SFTP session take place over SSH-TCP/IP, but the subsystem used in EPIC is the SFTP server 

subsystem, which combines the TCP/IP, SSH, and SFTP server protocol layers. An SFTP server 

subsystem must be present before a user of the SFTP server can be defined. It is possible to 

define more than one subsystem to expose alternative directory structures and listener ports; 

you must choose which of these subsystems to use when creating the external network. As the 
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SFTP server subsystem never initiates calls out (SFTP sessions always start when a client 

connects to a server), you cannot specify outgoing network connections for the network. 

The SFTP protocol does not support mailboxes. An SFTP server stores files in the virtual 

directory structure specified against the subsystem and the client copies files to and from 

these directories, subject to the configuration set against the directories. 

4.6.5 OFTP 

For the OFTP protocol, the external network is given an SSID as the identifier, which must be 

unique within EPIC. SSID stands for Start Session ID and it is this property that is used to 

identify your trading partner when sending or receiving data in an OFTP session. 

An OFTP session can take place over a TCP/IP, CAPI2 or XOT connection. Before an external 

OFTP client network can be defined a compatible subsystem must be present. If more than one 

suitable subsystem is defined you can choose both the subsystem to use for the primary 

connection to your trading partner, and one or more subsidiary connections to be used in the 

event that the primary connection fails. 

The OFTP protocol supports multiple mailboxes and EPIC allows multiple mailboxes to be 

defined for an external OFTP network. In OFTP the property used to identify a mailbox is called 

the SFID (which stands for Start File ID). In EPIC the OFTP network and mailbox are associated 

with the SSID and SFID which represent the first and second level of addressing for the 

exchange of messages. 

The OFTP protocol supports data (payload) security when using version 2, including data 

encryption (privacy) and digital signatures (authentication). Digital certificates can be specified 

against the network, to be used for decryption and signature verification in respect of 

incoming data and for encryption and signing in respect of outgoing data. It is also possible to 

set certificates at the level of the mailbox, in which case these settings override the settings on 

the network. 

4.6.6 X.400 

For the X.400 protocol, the external network is given an MTA name and password as the 

identifier. MTA stands for Message Transfer Agent, which is the unit of communication in 

X.400. The MTA name and password are used to identify your trading partner when sending or 

receiving data in an X.400 session. 

Before an external X.400 network can be defined an X.400 subsystem must be present. If more 

than one suitable subsystem is defined you can choose which one to use. 

 X.400 supports multiple mailboxes against the external network. The mailbox corresponds to 

an X.400 User Agent. The property that identifies a User Agent is an address consisting of 

multiple fields In EPIC the X.400 network and mailbox are associated with the Message 

Transfer Agent and User Agent which represent the first and second level of addressing for the 

exchange of messages. 
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5 Workflows 

EPIC offers powerful functionality to control and process your files automatically by using 

workflows to define the processing steps that should be performed upon the files.  

You may already be familiar with the term Workflow from the System Overview document. 

This section aims define and explain workflow terminology and concepts, in order for you to 

configure Workflows in EPIC.  

5.1 Key Definitions 

5.1.1 Workflow 

A workflow performs an ordered list of activities in response to an event occurring within the 

system, such as when a file is received by the system. A workflow usually has a single file as an 

input and one or more multiple files as an output, although a workflow may also be performed 

without having an input file. 

N.B. the original input file remains unchanged and is not itself moved through the workflow. 

Likewise, each output file that is created during workflow processing remains in its original 

form. Only copies of the files are actually processed.  In this way, traceability can be 

maintained. 

5.1.2 Queue Item 

A queue item is an item that can be processed by a workflow. A queue item may be in one of 

many different states: 

 New – The queue item is ready to be processed. 

 Current – The queue items is currently being processed. 

 Processed – The queue item has completed processing. 

 Suspended – The queue item has been suspended. 

 Hold – The queue item has been placed on hold. 

 Semi Processed – The queue item was being processed but has stopped unexpectedly.  

There are two types of queue item, parent and child. Parent queue items are queue items that 

are submitted to the system. Child queue items are queue items created during the execution 

of a workflow.  

5.1.3 Workflow Processor 

A workflow processor is an EPIC task that coordinates the activities of a workflow on a 

workflow queue item. Each workflow processor can process a single queue item at any one 

time. EPIC may be configured to run numerous workflow processors; this allows multiple 

queue items to be processed concurrently by EPIC.  

5.1.4 Service Classes 

Service classes provide a mechanism for grouping or categorising the execution of workflows. 

Each workflow processor running within EPIC is configured to support one or more service 
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classes. A workflow processor may only execute workflows of a service class for which the 

workflow processor has been configured.  

Service classes are used in situations where there is a need for workflows to be prioritised. For 

example an EPIC system may be configured to run 3 workflow processors, one workflow 

processor can process workflows with a service class of ‘B’ and two workflow processors can 

process workflows with a service class of ‘A’.  

As there are two workflow processors with a service class of ‘A’ workflows that need to be 

performed quickly would be executed using a service class of ‘A’. Workflows that may take 

longer to complete would be assigned a service class of ‘B’, as there is only workflow processor 

available to process workflows with a service class of ‘B’. 

5.2 Workflow Jobs 

5.2.1 Workflow Job 

A job performs a specified activity upon a workflow queue item. EPIC provides a wide range of 

jobs to many different activities. A job may produce child queue items – after a job has 

completed any child queue items are then submitted to the rest of the workflow.  

5.2.2 Job Parameters 

Each job in a workflow may contain a different number of job parameters. A job parameter is a 

setting or configuration that affects the job when executed as part of a workflow. For example 

the Email job that sends a message by email has a job parameter to specify the recipient email 

address.  

5.2.3 Return Codes 

Each job can have a number of different return codes, a return code specifies the reason for a 

job to stop executing. A return code action is then used to specify the behaviour for the return 

code.  By default most jobs have a return code of ‘OK’, for which the return code action of 

‘Continue’ is set. This means when then job is completed successfully the workflow continues 

to the next job in the workflow.  

Most jobs include the following return codes: 

 OK – Indicates that the job returned normally without error. 

 Error – Indicates that the job has failed due to an error. 

 Skipped – Indicates that the job was skipped because a condition was not met. 

The details of the return codes available against specific jobs are discussed in the 

System Reference manual. 

5.2.4 Data Definition Conditions 

Data definition conditions allow the execution of a workflow job to be qualified depending on 

the type of data currently being processed by a workflow. If the data on the workflow does not 

match the data definition condition specified against a job then the workflow job will not be 

executed and the return code will be ‘Skipped’. The workflow will continue and move to the 
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next available job. More information on data definitions is available in section 5.4 of this 

document. 

5.2.5 Data Source Conditions 

Data source conditions allow the execution of a workflow job to be qualified depending on 

how the data currently being processed by the workflow was imported into EPIC. If the data on 

the workflow does not match the data source condition specified against a job then the 

workflow job will not be executed and the return code will be ‘Skipped’. The workflow will 

continue and move to the next available job. More information on data sources is available in 

section 5.3 of this document.  

5.2.6 Jobs 

This section details all of the different workflow jobs available in EPIC. 

5.2.6.1 Acknowledge 

Schedules a protocol level acknowledgment to indicate that a communications file has been 

received.   

5.2.6.2 Acknowledge Mailbag 

Creates an acknowledgement for a received X.12 mailbag. 

5.2.6.3 Address postbag file 

This job will allow to overrides or sets the addressing and identification details (Originator 

code, Recipient code, Document Type, Document Number) for files that cannot be analysed 

and scheduled. Flat files that does not contains any addressing information can be processed 

by this job and then scheduled using ‘Make postbag file available’ with sender and originator 

details set to ‘Auto detect’. 

5.2.6.4 Analyse 

The Analyse job examines the file associated with the workflow queue item to detect the 

content of the file. For example when the analyse job analyses an EDI file it would try to 

determine some of (but not limited to) the following details: 

 File Encoding (ASCII, EBCIDIC, UNICODE, UTF8, etc.) 

 EDI Standard (Edifact, VDA, X12, etc.) 

 Sender and receiver EDI codes. 

 The message type, version and release of each message contained within the file. 

 Location codes from within an EDI file message. 

The details of the file are saved to the EPIC database and available for viewing by the user. The 

analysis details can be used by other jobs to make decisions on how a file should be processed. 

5.2.6.5 Batch Processing – Add To Batch 

The jobs will allow groups of related file to be associated using a batch name, suspended 

pending later processing and then processed together when released. 
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The Add to Batch job is used to suspend processing of a file and associate it with a named 

batch. 

 

5.2.6.6 Batch Processing – Process Batch 

The jobs will allow groups of related file to be associated using a batch name, suspended 

pending later processing and then processed together when released. 

The Process Batch job is used to validate and release suspended files on a named batch so they 

continue to be processed, optionally compressing them into a single ZIP archive. 

5.2.6.7 Call Network 

This job initiates an outgoing communications session with the network specified in the job 

parameters.  

5.2.6.8 Call Workflow 

Allows a secondary workflow to be executed either Synchronously or Asynchronously. 

5.2.6.9 Change Status 

Allows the Status of a Postbag File to be changed. Possible statuses are, 

 Current 

 Released 

 Taken 

5.2.6.10 Condition 

Evaluates a condition based on placeholders, and returns either ‘true’ (which continues 

workflow processing) or ‘false’ (which stops workflow processing). 

5.2.6.11 Construct 

An XLATE job used to create an EDI file from an in-house file.  

5.2.6.12 Convert File Encoding 

Converts the file encoding of the input file to a different encoding. The job can convert 

between any of the following file encoding types: 

 ASCII 

 Big Endian Unicode 

  EBCIDIC 

 Unicode 

 UTF7 

 UTF8 
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5.2.6.13 Copy 

Creates a copy of the job’s input file to a specified directory on the local disk or network. This 

job can be configured to create directories if they do not exist and replace or append existing 

files. 

5.2.6.14 Copy (with XML) 

Creates a copy of the job’s input file to a destination on the local disk or network, in addition 

create an XML file that may be used to import the copied file into one of Data Interchange Plc’s 

compatible products. 

5.2.6.15 Create Mailbag 

Envelopes a file with X.12 mailbag segments. 

5.2.6.16 Check File Exists 

This job checks if a file exists on a specified location. Timeout value can be specified to indicate 

how long we want to wait for a file to become available on the specified location. If a timeout 

value is more than zero and job is processing, then the current postbag file will be held on the 

workflow until a file arrives at the specified location or timeout will occurred. 

5.2.6.17 Delay Workflow 

Delays a workflow file for a given time period specified in seconds. 

5.2.6.18 DFS File Processor 

Processes received Distributed File System files. 

5.2.6.19 Edit Interchange 

This job is used to edit some sender and recipient codes in interchange segments. It matches 

segments in an input EDI file according to parameters in an XML configuration file and edits 

matching segments by inserting codes from that file. For instance, the job might be used to 

change the EDI codes in UNB segments. 

5.2.6.20 E-mail 

This job creates and sends an email to one or more specified email addresses. 

5.2.6.21 Find, replace text in a file 

This job finds or replaces a specified string pattern in a logical file. Regular expressions can be 

used to specify a string pattern to find in a file. 

5.2.6.22 Export 

Creates a copy of the job’s input file to a specified directory on the local disk or network. 

Changes the status of the workflow queue item’s associated postbag file to ‘Taken’. 
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5.2.6.23 Extract Data 

Extracts the specified bytes from the input file. After the job is processed, the file associated 

with the workflow queue item contains only the extracted bytes. 

5.2.6.24 Insert Data 

Copies bytes from one file into the input file at an index specified in the job parameters. After 

the job is processed, the file associated with the workflow queue item contains only the 

original and the inserted data. 

5.2.6.25 Make Postbag File Available 

Changes the status of the workflow queue item’ associated postbag file to ‘Released’ or ‘Held’ 

as specified by the job parameters. 

5.2.6.26 Map 

Converts a file from one format to another using the XE mapping engine. 

5.2.6.27 Match Relationship 

The Match Relationship job matches the current postbag file to a trading partner relationship 

based on a predefined set of criteria. These criteria are defined against each relationship and 

are as follows: 

 Postbag File Type 

 Data Source 

 Data Definition 

If any of these values are set then a postbag file on a workflow must match these criteria in 

order to be matched to the relationship. 

Relationships can be defined at a file level, a company level, or a global level, and matches 

are attempted in order of that priority. If more than one relationship exists at a particular 

level, their defined sequence order is used to determine a match. 

5.2.6.28 Match Workflow 

Creates a new workflow queue item and selects an appropriate workflow to execute using 

workflow selectors. 

5.2.6.29 Move Postbag File 

Moves the postbag file associated with the current workflow queue item from one postbag to 

another. 

5.2.6.30 Post To Recipient Postbag 

Creates a new postbag file in the recipient’s postbag and executes the recipient workflow 

associated with the postbag.  
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5.2.6.31 Print Report 

Prints a report generate by an XE map to a specified attached printer. 

5.2.6.32 Process AUTACK 

Processes a received AUTACK message (responses and detached signatures). 

5.2.6.33 Process Mailbag 

Removes X.12 mailbag segments from a received file and creates an acknowledgement. 

5.2.6.34 Reformat 

An XLATE job used to apply formatting to an EDI file. 

5.2.6.35 Run Application 

Executes a specified external application. 

5.2.6.36 SAP (Associate) 

Associates the input file with the SAP monitor. This causes statues records to be exported to 

SAP as the file is constructed and transmitted. 

5.2.6.37 SAP (Export) 

Queues an IDoc file to be exported to a SAP back office system. 

5.2.6.38 Schedule 

Prepares the input file to be transmitted to a specified trading partner during the next 

communications session. This job may be configured to schedule to a specific trading partner 

or automatically select the trading partner to send to based on the EDI codes contained within 

the file. 

5.2.6.39 Schedule ENGDAT Folder 

Schedule an entire ENGDAT folder for transmission to a trading partner. 

5.2.6.40 Schedule SFTP file 

Schedules a file for transmission using the EPIC SFTP server. 

5.2.6.41 Set Document Function 

Sets the document function field against the current postbag file. 

5.2.6.42 Sign EDI 

Applies a digital signature to the EDI interchanges and messages held within the input file.  
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5.2.6.43 Split 

Separates the input file into separate files for each interchange within the input file. The new 

separated files are created as child workflow queue items. 

5.2.6.44 Submit to Darwin 

Submits the current workflow file to Darwin for order processing. 

5.2.6.45 Translate 

An XLATE job to create an in-house file from an input EDI file.  

5.2.6.46 Update ENGDAT Folder 

Processes inbound ENGDAT files by adding them to a new or existing ENGDAT folder. 

5.2.6.47 Verify Signed EDI 

Verifies a digital signature applies to the EDI interchanges and messages of the input file. 

5.2.6.48 Wait For Acknowledgment 

Pauses the execution of the current workflow queue item until the recipient has acknowledged 

receipt of the file. 

5.2.6.49 Wait for ENGDAT folder 

Wait for a Transmission or Completion event to occur on an ENGDAT folder. 

5.2.6.50 Wait For Transmission 

Pauses the execution of the current workflow queue item until the file has been transmitted to 

the file recipient. 

5.2.6.51 Windows Application Log 

Writes a message to the Microsoft Windows application log. 

5.2.6.52 Write To File 

Writes a message specified in the job’s parameters to a file on the local disk or network. This 

job may append, create or overwrite the file path specified as appropriate. 

5.2.6.53 Write To Log 

Writes a message to the servers log file. 

5.2.6.54 Write To MQ Message Queue 

Writes a specified message or the input file to an MQ Back Office System message queue. 

5.2.6.55 XML Schema Validation 

Checks to see if an XML document conforms to a schema file. 
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5.2.6.56 ZIP Compression 

ZIP compression enables to compress a single file into the archive 

5.2.6.57 ZIP Decompression 

ZIP decompression job enables to decompress file(s) from the archive 

5.2.7 Return Code Actions 

This section details all of the different return code actions available in EPIC. 

5.2.7.1 Continue 

When the job completes, the workflow queue item will continue processing the workflow by 

moving onto the next job. 

5.2.7.2 Move To Error Workflow 

When the job completes, the queue item’s status will be changed to Error and the queue item 

will continue to be processed by the specified error workflow. 

5.2.7.3 Move To Job 

When the job completes, the queue item will be moved to a specific job in the workflow. 

5.2.7.4 Move To Workflow 

When the job completes, the queue item will be moved to a different specified workflow. 

5.2.7.5 Retry 

If a job ends in Error, it is possible to set a delay and retry the job later. A number of attempts 

can also be set before the file is completely marked as Error. 

5.2.7.6 Stop 

When the job completes, the queue item’s status will be change to Processed and execution of 

the current workflow will stop. 

5.2.7.7 Unhandled 

When the job completes, the queue item will be marked as being in error. If there is an error 

workflow specified for the current workflow or workflow selector then the appropriate error 

workflow will be executed. 

5.3 Data Sources 

5.3.1 Overview 

Data source’s provides two different sets of functionality within Workflows.  
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Their primary purpose is to provide a mechanism for importing data into an EPIC workflow. For 

example a Directory Data Source may be defined to import files from a directory on the local 

machine or network.  

Secondly data sources can be used to qualify the behaviour of a workflow. For example a 

workflow may be selected subject to the data on the workflow coming from a specified data 

source, or a specific job in a workflow may only be executed if the source file arrived through a 

specified data source. 

There are four different data source types in EPIC: 

 Directory Data Source 

 Command Data Source 

 Communications Data Source 

 MQ Data Source 

5.3.2 Directory Data Source 

A directory data source can be defined to import files from a monitored directory. A monitored 

directory is a directory on the local disk or network that is monitored for new files. When a 

new file is placed into the directory the monitor detects the file and imports the file into EPIC.  

A directory data source may monitor a directory using a file mask, this allows the monitor to 

only detect files with a specified name or file name extension. 

5.3.3 Command Data Source 

A command data source exists to allow users to use commands (maybe from a batch file, or via 

a GUI of some sort) to import a file or files into EPIC.    

The name of the command data source should be unique among the other command data 

sources but it can be set to whatever you wish it to be. The name is a unique identifier, 

enabling you to recognise it easily when you want to use this Data Source.  

5.3.4 Communications Data Source 

A communications data source is used to define how files are received over communications. 

The definition can include various different elements: 

 The networks and mailboxes over which files are received. 

 The protocol over which files are received. 

 The virtual filename of the files received. 

5.3.5 MQ Data Source 

WebSphereMQ (formerly MQ series) is a consistent mechanism to allow for the exchange of 

messages between applications running upon differing platforms. 

In order to import files from a WebSphereMQ system an MQ data source should be defined.  

For more details on using MQ please refer to section 11 of this guide. 
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5.4 Data Definitions 

Data definitions can be used to qualify the behaviour of workflows within EPIC in a similar way 

to Data Sources. A Data Definition can be used to control the selection of a workflow to 

perform or to control the execution of jobs within a workflow. 

There are three different types of Data Definitions that may be defined: 

 EDI Data Definition 

 Invalid EDI Data Definition 

 Non EDI Data Definition 

5.4.1 EDI Data Definition 

EPIC can process various types of files, but it is particularly adept at processing EDI files. The 

EDI Data Definition allows a definition to be created to qualify EDI data. The EDI definition can 

be constructed from a number of different elements. 

It should be noted that not all the elements have to be present. You could for instance define a 

data definition that represents all EDI files (regardless of encoding, message and trading 

partner). 

5.4.1.1 EDI Message 

A specific type of EDI message may be defined and added to an EDI Data Definition. An EDI 

message can be qualified in the usual manner by EDI syntax, message type, message version, 

message release etc. An illustration of the possible parameters is displayed in Figure 8. 

Figure 8 - EDI message definition 

5.4.1.2 EDI Message Groups 

A message definition group is a logical grouping of more than one message definitions, where 

a message definition is a definition of an EDI message, such as EDIFACT DELFOR D96A or VDA 

4905. 

For example, you might define a message definition group to represent all the invoices in the 

system, called “invoices”. It would contain a message definition for each type of invoice you 

expected to encounter – EDIFACT INVOIC, ODETTE INVOIC, VDA 4908, UNGTDI INVHDR, etc… 
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5.4.1.3 Trading Partners 

A trading partner is a set of logically related interchange level routing addresses (i.e. EDI 

codes). For example, you might define a ”Peugeot” trading partner containing all Peugeot’s EDI 

codes. 

5.4.2 Invalid EDI Data Definition 

This definition is used to qualify files that are EDI files but where the EDI cannot be analysed by 

EPIC due to errors in the files. There are no elements than can be specified for this data 

definition.  

5.4.3 Non EDI Data Definition 

This definition is used to qualify files that are not EDI files. This definition provides support for 

specifying the type of a SAP IDOC file. It also provides support for qualifying the encoding of an 

file. 

5.4.3.1 Custom Document Definition 

You may specify one or more custom document definitions for use with non-EDI data 

definitions. The custom document definition lets you specify information about your own file 

types that will allow the Analyse job to recognise your files. 

The file formats supported are: 

 Flat files with delimited records (ending in a carriage-return line-feed or other). 

 Flat fields with fixed length records. 

 Character-separated values. 

5.5 Workflow Selectors 

Workflow selectors are used by the ‘Match to Workflow’ job to move a postbag file from the 

current workflow to a new workflow indicted by a matching selector. Workflow selectors are 

best illustrated by an example. 

A simple scenario is one in which your company might have only one trading partner, from 

whom you receive one or more EDI message types e.g. DELFOR and INVOIC. You want to 

automate EPIC so that incoming messages are recognised by their type, and then placed in a 

holding directory according to its content (i.e. order or invoice), from where it can be picked up 

by another application and imported into your back office system. 

To achieve this in EPIC you would define the originators Workflow of the trading partner to 

post to the recipient’s workflow. The recipient workflow would be configured to run two jobs. 

The first job will perform an analysis of the input file and the second job will match to a 

workflow using workflow selectors. Two workflow selectors are defined. The first has a data 

definition for order messages which includes a message definition of a DELFOR message. This 

selector is set to run a workflow which copies the file to a specific directory for orders 

messages. The second workflow selector has a data definition for invoice messages which 

includes a message definition of the INVOIC message. This selector is set to run a workflow 

which copies the file to a specific directory for invoice messages. 
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Workflow selectors use different criteria to match the current workflow queue item to a 

workflow selector. Selectors can be any one or combinations of the following criteria to 

perform workflow selection. 

 Postbag file type – A workflow selector may be configured to match to Workflow queue 

items with a postbag file type of Originator or Recipient. 

 Data source – A workflow selector may be configured to match based on the data source 

of the workflow queue item. Examples include from a specified monitor directory or over a 

specified communications protocol. 

 Data definition – A workflow selector may be configured to match based on the type of 

data of the workflow queue item. Examples include matching on a group of message types 

or the EDI codes used within a message. 

 Company – A workflow selector may be linked to a specific company defined within EPIC. 

More details of how the criteria would be used can be found in section entitled Company 

Specific Workflows of this document. 

5.6 Company Specific Workflows 

Company specific workflows allow the linking of different workflow objects to a company 

defined within EPIC. The following workflow objects may be linked to a specific company: 

 Data Source 

 Data Definition 

 Workflow 

 Workflow Selector 

When a workflow object is linked to a company it is referred to as being company specific. 

When a workflow object is not linked to a company it is referred to as being global.  

There are two benefits from company specific workflows. Firstly it allows workflow objects to 

be grouped together. In a large system this makes the task of maintaining and configuring 

workflow related objects much easier. 

Secondly company specific workflows add another criterion on which workflow selection may 

take place. If a workflow selector is set to belong to a specific company then the workflow 

selector may use data sources, data definitions and workflows that belong to the company to 

which the workflow selector belongs. Global workflow objects may also be used by a company 

specific workflow.  

The match to workflow job which is used to match a postbag file to a workflow to execute has 

two parameters which specify the workflow selectors against which matching can occur. The 

first parameter allows users to specify if company specific workflow selectors should be 

included. When this is set to true workflow selectors specific to the company to which the 

current postbag file belongs will be used to match against. The second parameter allows a user 

to specify if global workflow selectors should be included. When this is set to true all global 

workflow selectors will be used to match the current postbag file to.  
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5.7 Mappings 

In EPIC it is possible to define a set of parameters for the Map once so they can be used in 

different scenarios.  These Xe Maps are known as ‘Mappings’  and can be accessed from in the 

Workflows section of the Administrator, under each Company or Globally. 

These Mappings can currently be used in two jobs;  the Match Relationship job will execute a 

Map if one is profiled against the Relationship that the file matches to and the Map job can 

select a Mapping to use as a set of parameters.  A typical use for this would be to define a 

Mapping from a DELFOR into an internal format once and then use it in several jobs.  If the 

Map parameters require changes, only the Mapping needs to be changed. 

5.8 Trading Partner Relationships 

Trading partner relationships act as validators for a particular trading partner or internal 

company. They specify restrictions on the type of data coming in (Data Definitions), how it 

entered the EPIC system (Data Source) and what direction the file was going (Originator or 

Recipient).  There are four kinds of trading partner relationships: 

 EDI Code – If a file has been analysed as an EDI file then it will be associated with EDI 

codes. The relationships associated with this particular code will be examined before 

looking at Company  and then Global relationships.  Any Location relationships will not be 

examined. 

 Location – If a file has been analysed as an Non-EDI file then it will be associated with 

company locations. The relationships associated with this particular code will be examined 

before looking at Company  and then Global relationships, it does not have EDI codes so 

these relationships will not be looked at. 

 Company – After files have not matched either the EDI code or Location relationships 

associated with them, they are matched against the relationships on their company. 

 Global – Finally, the Global relationships are considered.  These apply to the whole system 

and all unmatched relationships will be checked against these. 

Trading partner relationships match on three qualities of a file.  If all of these qualities are a 

match then the relationship action is performed.  This can be either Accept, where the file is 

associated with that relationship or Reject, where the file will be reject and not match with any 

more relationships in the system.  The three matching criteria are: 

 Postbag File Type – The direction of the file, either Originator, Recipient or Both. 

 Data Definition – The definition that matches the file, or any definition.  If it is an EDI Code 

relationship, Non-EDI data definitions are not permitted here and similarly, EDI data 

definitions are not permitted against Location relationships. 

 Data Source – The source of the file from EPIC, or any source. 

After file has been associated with a relationship it is possible for an Xe Map to be performed. 

This Xe Map must be profiled in Mappings. The user data against the relationship is also 

available as placeholders. 
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6 Postbags 

6.1 Postbag 

A Postbag belongs to a company and is a container for a collection of messages or files that 

have been received or delivered to an entity. Files are added to postbags at various different 

points within EPIC. The following list gives some examples: 

 When a file is received from a trading partner. 

 When a file is posted between postbags. 

 When a file is imported from a monitored directory. 

 When a file is manually submitted from an EPIC workstation application. 

6.2 Postbag File 

Each postbag file within EPIC is assigned a file status. This file status describes the state in 

which the postbag file is currently in. There are a number of different states which a postbag 

file may be in: 

 New – File has arrived into a postbag and is being processed by EPIC. 

 Held – File has been explicitly retained by EPIC during processing and is waiting to be 

released manually by a user. 

 Released – File has been released and is available to be retrieved from EPIC. 

 Taken – File has been collected or successfully sent to the user from EPIC. 

6.3 Postbag Workflows 

A postbag has two associated workflows, one of which is executed when a file is added to the 

postbag. These two workflows provide the most powerful feature of Postbags. They allow 

the workflow processing of postbag files to be separated according to the company from 

which the file originates (the originator) and the company for which the file is destined (the 

recipient).  

6.3.1 Originators Workflow 

The originators workflow is executed when a file is sent from the company to which the 

postbag belongs. 

6.3.2 Recipient Workflow 

The recipient workflow is executed when a file is received by the company to which the 

postbag belongs. 

6.4 Postbag Jobs 

There are a number of Postbag file jobs which are used to manage Postbag files within EPIC. 
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6.4.1 Post to Recipient Postbag 

The Post to Recipient Postbag job is used at the end of the originators to workflow to transfer 

the output of the workflow to the recipient workflow. The output is transferred as a new 

postbag file thus preserving the originators postbag file at the end of the workflow.  

The Post to Recipient Postbag job has different parameters that are used to determine which 

recipient postbag the file should be transferred to. The job parameters are described below: 

 Postbag – Can be used to select a specific postbag which the postbag file should be 

transferred to. This parameter can be set to auto-detect the postbag to transfer the file to. 

When set to auto-detect the file is analysed and the contents of the file are used to 

determine which postbag to which the file should be transferred – this is attempted using 

either EDI codes or Location codes from within the file. Options can also be selected to 

auto-detect specifically using either EDI codes or Location codes. 

 Routing Method – When set to ‘Routing Table’, the EPIC file routing table will be used to 

determine the postbag to which the file should be transferred.  Setting to ‘Alias Routing’, 

means that Mailbox aliases will give the associated external network’s Postbag to pass the 

file on to. When set to Auto, checks will be made in this order; Forward file automatic 

routing (i.e. was sent to an external mailbox), Mailbox Aliases and finally the Routing table. 

When set to None, no Routing Methods will be used. 

 Use Received Communications – When set to true the communications details of the 

received file will be used to determine the postbag to which the file should be transferred. 

This option is generally used when using EPIC to forward files between two different 

trading partners.  

 Submit to Workflow – This parameter is set to true by default, when set to false it allows 

files to be transferred to a postbag without the recipient workflow being executed. 

 Link Originator – This defaults to True and updates the details against the originators 

postbag file to indicate the recipient of this post. If the Post to Recipient job is being 

executed on a recipient workflow, for instance to make the file available to a third party, 

then this flag would typically be set to False. 

 Maintain Originator – When set, will update the details against the recipients postbag file 

so the originator is the very first company where the file initially originated. This should 

only be used if the job is being executed from a recipient workflow and you want the initial 

originator to be the originator of this recipient file. This defaults to False and should 

typically be set to True when used on a recipient workflow and the file is to be provided to 

a third party. 

6.4.2 Make Postbag File Available 

The Make Postbag File Available is one of the most important jobs for handling postbag files in 

EPIC. The main responsibility of this job is to change the status of the file to Held or Released. 

This can be configured from the job parameters.  

It is often the case that when changing the status of the postbag file to ‘Released’ that you 

wish to schedule the file for transmission to one of your trading partner networks. For this 
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reason the Make Postbag File Available job includes a parameter which allows the job to 

perform a schedule after changing the status of the postbag file. This job also includes all of 

the necessary parameters for scheduling a file for transmission. 

6.4.3 Move Postbag File 

The Move Postbag File job can be used to move a postbag file between two different postbags. 

This job may be useful when you wish to move files from the Unsorted Postbag to an 

originators postbag, or if you simply want to associate it with another trading partner. 

6.4.4 Change Status 

The Change Status job provides a mechanism for a user to change the status of a postbag file 

through the use of a workflow. This has no affect on the file’s processing, but is used to 

increase visibility to the user. The available statuses are, 

 Current – The file is still being processed 

 Released – The file is ready for transmission 

 Taken – The file has completed processing 

6.4.5 Export 

The Export job copies a postbag file to a directory or network drive and on after the file has 

been successfully copied the file is marked as taken. 
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7 Administrative Tasks 

7.1 EPIC Administrator  

The EPIC Administrator is a client application that allows users to configure the system, 

communications and workflows. The application should be executed by clicking the desktop 

icon or through the Windows start menu.  

To launch the Administrator from the desktop double click on the following icon: 

To launch the Administrator from the start menu navigate to the following: 

Start >> Data Interchange Plc >> EPIC >> Administrator 

The EPIC Administrator user interface is separated into two distinct sections that are 

referenced throughout this section of the manual. The left hand side of the Administrator is 

referred to as the Navigation Panel. The Navigation Panel is made up of two components, a 

selection of tabs at the bottom of the panel and a tree view at the top of the panel. The right 

hand side of the Administrator is referred to as the Information Panel. The content of the 

Information Panel of the administrator changes when different items are selected from the 

tree view of the Navigation Panel. 

Figure 9 - The Administrator 
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The Information Panel of the administrator uses tab pages to allow navigation across the 

various different configuration options. By default the first tab page is always shown but if you 

wish you may change the default tab page to be shown when an item is selected in the 

Navigation Panel. This can be achieved by clicking the Default check box at the top of the each 

Information Panel tab page as shown below: 

 

7.2 Communications Configuration 

7.2.1 Preliminaries 

This section explains in detail how to configure communications in EPIC. The Trading Partner 

Connections section above explains how EPIC uses definitions of companies, subsystems and 

networks and how they fit together to establish a communications session. 

The communications section of the Administrator is where you will configure EPIC so that it 

can communicate with your trading partners. Before beginning to do so, you need to make 

sure that you understand the protocols that you will use to communicate. The following table 

indicates the subsystem and network type to be created according to the communications and 

network protocols in use: 
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so need to make sure you have access to the addressing and network identification details 

required to establish a connection and send data. This information is protocol-specific and will 

be made clear in the following sections. 

Comms Protocol Network Protocol Subsystem Type Network Type 

OFTP TCP/IP TCP/IP OFTP 

OFTP ISDN CAPI2 OFTP 

OFTP X.25 XOT OFTP 

AS2 TCP/IP HTTP AS2 

FTP (client) TCP/IP TCP/IP FTP Client 

FTP (server) TCP/IP FTP Server FTP Server 

SFTP (server) TCP/IP SFTP Server SFTP Server 

X.400 TCP/IP X.400 X.400 
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For a given trading partner connection you will usually configure communications in this 

sequence: 

 Internal company – Typically you will configure a single internal company to represent your 

organisation. You may add more than one internal company, if required, to represent an 

internal division, for instance. 

 Trading partner company – An external company needs to be configured only once for 

each trading partner, regardless of the protocols used to communicate with it. As with 

internal companies, you may add further trading partner companies if required. 

 Subsystem – The subsystem required depends on the network and communications 

protocols to be used. If a suitable subsystem exists already it may be possible to reuse it. 

 Internal network – The internal network required depends on the communications 

protocol to be used. Often, the same internal network can be used to communicate with 

many trading partners using the same communications protocol. However, this will not be 

so if different trading partners require you to use different network identifiers, in which 

case more than one internal network will be required for the same protocol. 

 External network - The external network required depends on the communications 

protocol to be used. The external network is also trading partner-specific so you will need 

to define a new network for each combination of trading partner and protocol. 

7.2.2 Configuring Communications in the Administrator 

To configure communications please select the Connections tab from the navigation panel on 

the bottom left of the Administrator window. 
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Figure 10 - Configuring Communications 

The tree view that is shown in the navigation panel displays communications entities in a 

logical hierarchy. The items at the top level of the hierarchy are: 

 Internal Companies – Each internal company appears as a child of this node. Each internal 

network appears as a child of the company node with which it is associated. 

 Trading Partners – Each external company appears as a child of this node. Each external 

network appears as a child of the company node with which it is associated. 

 Clearing Centres/VANs – Each external network that is not associated with an external 

company appears as a child of this node. 

 ENGDAT Relationships – Each relationship with a Trading Partner for sending ENGDAT 

(Engineering Data) messages appears as a child of this node. 

 Subsystems – Each subsystem appears as a child of this node. 

The tree view is used to navigate the entities defined in EPIC. The following sections explain 

how the Administrator is used to view and manage the companies, subsystems and networks 

that EPIC uses. 
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7.2.3 Internal Companies 

When the Internal Companies node is selected in the navigation panel, the information panel 

shows either the actions view or a list of internal companies. The actions view is shown below. 

Figure 11 - Internal Companies (Actions) 

From this view you can: 

 Click the New button to add a new internal company or to add a network to an existing 

company 

 Click the View button to show the list of internal companies 

The companies list is shown below: 
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Figure 12 - Internal Companies (List) 

From this view you can: 

 Use the Add, Edit and Delete buttons to manage the collection of companies. The Add 

button also allows you to add networks. 

 Use the drop-down list near the top of the view to change what is shown in the main list 

(you can select companies, networks, mailboxes or EDI codes). 

 Double click on an item to show details in the information panel. 

From either view you can: 

 Right-click the Internal Companies node in the navigation panel to show a menu that 

includes options to add an internal company or a network. 

 Right click the node for any company in the navigation panel to show a menu that includes 

options to add a network. 

 Left-click the node for any company in the navigation panel to show details of that 

company in the information panel. 

When viewing an internal company in EPIC, the following pages are available: 

 Overview 

 Networks 

 EDI codes 

 Locations (for details see: Locations and Contacts) 
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 Contacts (for details see: Locations and Contacts) 

 User data (for details see: User Data) 

 Postbag 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and in many cases can be 

left with their default values. The mandatory information required to define an internal 

company is: 

 Name 

 Address (first line) 

 Originator workflow (to be associated with postbag) 

 Recipient workflow (to be associated with postbag) 

When a new internal company is created the name and address details supplied are used to 

add a new ‘Head Office’ location. 

7.2.3.1 Overview Page 

The overview page for internal companies is shown below. 

Figure 13 - Internal Company (Overview) 

This page is mainly used for entering name and address details for your company. The address 

details entered here are those for the company’s default location (initially called ‘Head Office’ 

when the company is created). For information about locations, see: Locations and Contacts. 

The optional Local Code property is used to reference the company when automating EPIC 

operations using either the batch interface or the .NET API (for more details consult the 

Programmer’s Guide manual). If it is supplied, then it must be unique within EPIC. 
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The Parent Company field allows this company to become a dependent of the specified parent. 

7.2.3.2 Networks Page 

The networks page for internal companies is shown below. 

Figure 14 - Internal Company (Networks) 

The internal networks associated with the company are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list.  

7.2.3.3 EDI Codes Page 

The EDI codes page for internal companies is shown below. 
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Figure 15 - Internal Company (EDI Codes) 

The EDI codes associated with the internal company are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. EDI codes must also be 

associated with an internal network and, depending on the protocol, a mailbox, and these are 

also shown in the list. For more details about adding and editing EDI codes see: EDI Codes. 

7.2.3.4 Postbag Page 

The postbag page for internal companies is shown below. 
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Figure 16 - Internal Company (Postbag) 

Each company in EPIC has a postbag associated with it. The postbag represents a collection of 

files associated with the company. When a file is associated with a postbag it is submitted for 

processing by a workflow associated with the postbag (for more information about workflows 

see: Workflows). 

This page is used to associate workflows with the postbag for the selected company. For 

internal companies the meaning of the workflows is as follows: 

 Originator Workflow – This is the workflow used to process files sent from the company. 

Files submitted to EPIC for sending can be associated with the postbag of an internal 

company, which will cause them to be processed by this workflow. 

 Recipient Workflow – This is the workflow used to process files received by the company. 

Typically, files received by EPIC will be associated with the postbag of an external company 

which will carry out some processing. The file is then posted to the recipient workflow of 

an internal company for further processing. 

You must associate each company you create with originator and recipient workflows before it 

can be saved. If you want to create a new workflow rather than using an existing one then 

select the ‘Create New’ option in the drop down list. 

7.2.3.5 OFTP2 Certificates 

The OFTP2 certificates page for internal companies is shown below. 
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Figure 17 – Internal Company (Certificates) 

All the certificates associated with the internal company are listed here, which is a filtered view 

into the EPIC certificate store. You should use this view to add all of your internal certificates 

for use in OFTP2 communications. 

For a discussion of the EPIC certificate store, and its role in OFTP2 communications, please 

refer to the section entitled ‘EPIC Certificate Store’. 

7.2.4 Trading Partner Companies 

When the Trading Partner Companies node is selected in the navigation panel, the information 

panel shows either the actions view or a list of external companies. The actions view is shown 

below. 
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Figure 18 - Trading Partner Companies (Actions) 

From this view you can: 

 Click the New button to add a new trading company or to add a network to an existing 

company 

 Click the View button to show the list of trading partner companies 

The companies list is shown below: 
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Figure 19 - Trading Partner Companies (List) 

From this view you can: 

 Use the Add, Edit and Delete buttons to manage the collection of companies. The Add 

button also allows you to add networks. 

 Use the drop-down list near the top of the view to change what is shown in the main list 

(you can select companies, networks, mailboxes or EDI codes). 

 Double click on an item to show details in the information panel. 

From either view you can: 

 Right-click the Trading Partner Companies node in the navigation panel to show a menu 

that includes options to add an external company or a network. 

 Right click the node for any company in the navigation panel to show a menu that includes 

options to add a network. 

 Left-click the node for any company in the navigation panel to show details of that 

company in the information panel. 

When viewing an external company in EPIC, the following pages are available: 

 Overview 

 Networks 

 EDI codes 

 Locations (for details see: Locations and Contacts) 

 Contacts (for details see: Locations and Contacts) 

 User data (for details see: User Data) 
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 Postbag 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and in many cases can be 

left with their default values. The mandatory information required to define an external 

company is: 

 Name 

 Address (first line) 

 Originator workflow (to be associated with postbag) 

 Recipient workflow (to be associated with postbag) 

When a new external company is created the name and address details supplied are used to 

add a new ‘Head Office’ location. 

7.2.4.1 Overview Page 

The overview page for external companies is shown below. 

Figure 20 - Trading Partner Company (Overview) 

This page is mainly used for entering name and address details for your trading partner. The 

address details entered here are those for the company’s default location (initially called ‘Head 

Office’ when the company is created). For information about locations, see: Locations and 

Contacts. 

The optional Local Code property is used to reference the company when automating EPIC 

operations using either the batch interface or the .NET API (for more details consult the 

Programmer’s Guide manual). If it is supplied, then it must be unique within EPIC. 
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7.2.4.2 Networks Page 

The networks page for internal companies is shown below. 

Figure 21 - Trading Partner Company (Networks) 

The internal networks associated with the company are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. 

7.2.4.3 EDI Codes Page 

The EDI codes page for external companies is shown below. 
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Figure 22 - Trading Partner Company (EDI Codes) 

The EDI codes associated with the external company are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. EDI codes must also be 

associated with an external network and, depending on the protocol, a mailbox, and these are 

also shown in the list. For more details about adding and editing EDI codes see: EDI Codes. 

7.2.4.4 Postbag Page 

The postbag page for external companies is shown below. 

Figure 23 - Trading Partner Company (Postbag) 

Each company in EPIC has a postbag associated with it. The postbag represents a collection of 

files associated with the company. When a file is associated with a postbag it is submitted for 

processing by a workflow associated with the postbag (for more information about workflows 

see: Workflows). 

This page is used to associate workflows with the postbag for the selected company. For 

external companies the meaning of the workflows is as follows: 

 Originator Workflow – This is the workflow used to process filed received from the 

company. Files received by EPIC are typically associated with the postbag of an external 

company which will carry out some processing. The file is then posted to the to the 

recipient workflow of an internal company for further processing. 
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 Recipient Workflow – This is the workflow used to process files sent to the company. Files 

submitted to EPIC for sending are typically associated with the postbag of an internal 

company which will carry out some processing. The file is then posted to the recipient 

workflow of an external company, which will cause them to be processed by this workflow. 

You must associate each company you create with originator and recipient workflows before it 

can be saved. If you want to create a new workflow rather than using an existing one then 

select the ‘Create New’ option in the drop down list. 

7.2.4.5 OFTP2 Certificates 

The OFTP2 certificates page for trading partners is shown below. 

Figure 24 – Trading Partner Company (Certificates) 

All the certificates associated with the trading partner are listed here, which is a filtered view 

into the EPIC certificate store. You should use this view to add all of the trading partner’s 

certificates for use in OFTP2 communications. 

For a discussion of the EPIC certificate store, and its role in OFTP2 communications, please 

refer to the section entitled ‘EPIC Certificate Store’. 

7.2.5 Locations and Contacts 

The locations and contacts pages are common to internal and external companies. A default 

location is created for each internal or external company and you can add further locations 
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when your company is located across multiple sites. The company locations page is shown 

below. 

Figure 25 - Locations 

The locations associated with the selected company are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list, though you may not delete the 

default location. The mandatory information required to define a new location is: 

 Name 

 Address (first line) 

 Location code (external companies only) 

Select an entry for editing in the locations list view, and the location will be displayed in a 

dialog. These pages are available: 

 Overview 

 Contacts 

 Supplier codes (internal companies only) 

The information required to complete these pages is described more fully in the following 

sections. 

7.2.5.1 Overview 

The overview page of the location dialog is shown below. 
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Figure 26 – Location (Overview) 

This page is mainly used for entering name and address details for the location. There are two 

properties that are shown only for locations associated with external companies: 

 Location Code – This is the code that your trading partner uses to identify the location. 

 EDI Code - It is possible to link and EDI code to a location. This is used when converting 

location codes to EDI codes when translating non-EDI files through data mapping. 

Additional EDI codes may be conditionally profiled from the EDI Codes’ tab. 
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7.2.5.2 Communications 

Figure 27 - Location (Communications) 

The Communications tab allows the location to be associated with an internal mailbox in the 

EPIC system. This option is used to define the internal network and mailbox that should be 

used when scheduling in-house or Non-EDI files from an EPIC workflow using the ‘Make 

postbag file available’ job.  

Show all internal networks – When checked this allows the location to be linked to mailboxes 

profiled against internal companies other than those linked to the company to which the 

current location belongs. This option would be used when scheduling from a different internal 

network to which the location belongs. 

7.2.5.3 Contacts 

The contacts page of the location dialog is shown below. 
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Figure 28 – Location (Contacts) 

The contacts associated with the selected company are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. 

The Default button below the list can be used to set a contact as the default contact for this 

location. This will set the default contact in blue, and allow its details (Name, E-mail, 

Telephone number, etc.) to be used as placeholders during workflow processing. 

When adding or editing a contact the following dialog is shown. 
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Figure 29 – Location (Contact) 

The mandatory information required to define a new contact is: 

 First name 

 Surname 

 E-mail address 

 Contacts added here will be available when setting up ENGDAT relationships. 

A user can be linked to a contact by ticking the ‘Contact may logon’ checkbox. This will create 

an associated user with the same Name and E-mail details as the contact, and allows this 

contact to logon to various clients. For more information regarding users, see section 9. 

7.2.5.4 Location codes 

The location codes page for locations is shown below. 
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Figure 30 – Location (Location Codes) 

This page is used to manage codes by which locations are identified. These codes are used to 

identify yourself and your trading partner in electronic messages. Each location code has a 

corresponding code agency. A code agency indicates the issuer of the code. Location codes 

may have an internal agency indicating the code was assigned by the user of the system.  

The codes associated with the selected company are listed here and can be managed from this 

view using the Add, Edit and Delete buttons below the list. 

When adding or editing a supplier code the following dialog is shown. 

Figure 31 – Location (Supplier Code) 

All of the properties shown are mandatory when defining a supplier code. 
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7.2.5.5 Contacts 

The contacts page for locations is shown below. 

Figure 32 - Companies (Contacts) 

The contacts associated with the selected company are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. The Default button below the 

list can be used to set a contact as the default contact for this company. This will set the 

default contact in blue, and allow its details (Name, E-mail, Telephone number, etc.) to be used 

as placeholders during workflow processing. 

When adding or editing a contact the following dialog is shown. 
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Figure 33 - Companies (Edit Contact) 

The mandatory information required to define a new contact is: 

 First name 

 Surname 

 E-mail 

Contacts added here will be available when setting up ENGDAT relationships. 

A user can be linked to a contact by ticking the ‘Contact may logon’ checkbox. This will create 

an associated user with the same Name and E-mail details as the contact, and allows this 

contact to logon to various clients. For more information regarding users, see section 9. 

7.2.6 Subsystems 

The subsystem required to connect to a trading partner depends on the network and 

communication protocols in use. Before configuring a new connection to a trading partner you 

should ensure that you know which protocols are to be used and therefore which subsystem is 

required (for more information consult the table in the section: Preliminaries). You should also 

review any subsystems already defined to determine whether an existing one might be 

suitable, before adding a new one. 
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When the Subsystems node is selected in the navigation panel, the information panel shows 

either the actions view or a list of subsystems. The actions view is shown below. 

Figure 34 - Subsystems (Actions) 

From this view you can: 

 Click the New button to add a new subsystem. 

 Click the View button to show the list of subsystems. 

The subsystems list is shown below: 
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Figure 35 - Subsystems (List) 

From this view you can: 

 Use the Add, Edit and Delete buttons to manage the collection of subsystems. 

 Double click on an item to show details in the information panel. 

 Use the Enable and Disable buttons to enable or disable a subsystem selected in the list. 

From either view you can: 

 Right-click the Subsystems node in the navigation panel to show a menu that includes 

options to add a new subsystem. 

 Left-click the node for any subsystem in the navigation panel to show details of that 

subsystem in the information panel. 

The types of subsystem supported in EPIC are: 

 TCP/IP 

 HTTP 

 FTP Server 

 SFTP Server 

 Local CAPI2 

 Remote CAPI2 

 XOT 

 X.400 

The following sections describe these subsystems in more depth. 
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7.2.6.1 TCP/IP Subsystem 

The TCP/IP subsystem is used with OFTP and FTP (client) networks. The subsystem definition 

encapsulates information required to make outgoing calls and receive incoming calls. When 

viewing a TCP/IP subsystem, the following pages are available: 

 Overview 

 Advanced Listeners 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and/or may be left with 

their default values. The mandatory information you require to define a TCP/IP subsystem is: 

 Name. 

 The local TCP/IP address to use. 

 A port number for incoming calls. 

A TCP/IP subsystem is created when EPIC is installed. It has a listener that uses port 3305, 

which is the default port for incoming OFTP calls. 

7.2.6.1.1 Overview 

The overview page for the TCP/IP subsystem is shown below. 
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Figure 36- TCP/IP Subsystem (Overview) 

The main features of the subsystem shown on this view are: 

 The subsystem can be disabled temporarily using a check box. When a subsystem is 

disabled it does not listen for incoming calls and cannot be used to make outgoing calls. 

The subsystem remains disabled until you return to this view and uncheck the box. 

 Your local TCP/IP addresses are shown in a drop-down list (in most cases you will have only 

one). Select a specific address to have EPIC listen on that address for incoming calls or 

choose the ‘All local hosts’ option not to bind to a local address. 

 Session restrictions may be set to limit the number of concurrent sessions supported by 

the subsystem. You may also limit the number of inbound and outbound sessions 

individually. The default values are 100 in each case. 

 Details of the default listener appear on this page and may be edited. It is possible to add, 

edit and delete further listeners from the advanced listeners page. The listener status is 

shown in this section. The number in parentheses indicates how many instances of the 

listener were found (this value reflects the number of comms tasks running in your server 

installation – three comms tasks means three instances of the listener). There are buttons 

for starting and stopping the listener. 
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 You may indicate that the default listener is to handle secure calls by checking the ‘Use 

SSL’ check box. If you do so you will need to specify a digital certificate for which you have 

a private key, to be used as the server certificate. If the listener is expecting secure calls 

then normal incoming calls will fail. Separate listeners are needed for secure and non-

secure calls. 

7.2.6.1.2 Advanced listeners 

The advanced listeners page for the TCP/IP subsystem is shown below. 

Figure 37 - TCP/IP Subsystem (Listeners) 

The listeners associated with the subsystem are listed here and can be managed from this 

view, using the Add, Edit and Delete buttons below the list. Individual listeners can also be 

started and stopped using the buttons below the list. The mandatory information you require 

to define a TCP/IP listener is: 

 Name. 

 The port number for incoming calls. 

When adding or editing a listener, the following dialog is shown. 
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Figure 38 - TCP/IP Subsystem (Listener) 

The main features of the listener shown on the dialog are: 

 The listener port must be specified. You will only add more than one listener to a 

subsystem if you want to listen on a different port or ports in addition to the primary one. 

It is important that you add only one listener for a given port across the whole of EPIC. This 

is because your computer cannot listen on the same port more than once. 

 You may indicate that the listener is to handle secure calls by checking the ‘Use SSL’ check 

box. If you do so you will need to specify a digital certificate for which you have a private 

key, to be used as the server certificate. Remember that a listener that is expecting secure 

calls cannot handle non-secure calls as well. 

 Logging options may be specified for the listener; these affect the type of log messages 

written for incoming connections that use it. For more information about logging options 

see: Communications Logging. 

7.2.6.2 HTTP Subsystem 

The HTTP subsystem is used with AS2 networks only. The subsystem definition encapsulates 

information required to make outgoing calls and receive incoming calls. In the background it 

combines the HTTP and TCP/IP logic required for AS2 sessions and does not require a separate 

web server. When viewing a HTTP subsystem, the following pages are available: 

 Overview 

 Advanced 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and/or may be left with 

their default values. The mandatory information you require to define a HTTP subsystem is: 

 Name. 
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 The local IP address to use. 

 A port number for incoming calls. 

An HTTP subsystem must be created before you add any AS2 external networks. As each HTTP 

subsystem has one, and only one, listener associated with it, there is no separate page for 

listeners. Instead, listener details are included in the view with other properties of the 

subsystem. 

7.2.6.2.1 Overview 

The overview page for the HTTP subsystem is shown below. 

Figure 39 - HTTP Subsystem (Overview) 

The main features of the subsystem shown on this view are: 

 The subsystem can be disabled temporarily using a check box. When a subsystem is 

disabled it does not listen for incoming calls and cannot be used to make outgoing calls. 

The subsystem remains disabled until you return to this view and uncheck the box. 

 Your local IP addresses are shown in a drop-down list. In most cases you will have only 

one, which will be selected by default, but if there are multiple addresses you must select 

the one to use for incoming calls. 
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 A port number is specified upon which EPIC will listen for incoming calls. This defaults to 

port 80, which is the standard port for a HTTP server, but it may be changed if required. 

 You may indicate that the listener is to handle secure calls by checking the ‘Use SSL’ check 

box. If you do so you will need to specify a digital certificate for which you have a private 

key, to be used as the server certificate. You may specify that the client trading partner) is 

required to provide a certificate as well. If the listener is expecting secure calls then normal 

incoming calls will fail. Separate subsystems are needed for secure and non-secure calls. 

 The connection timeout property specifies the length of time before an apparently inactive 

session is timed out. It may be necessary to increase this value if you experience timeouts 

when sending very large files. 

 Once you have entered sufficient information (local IP address, listen port and, optionally, 

SSL details) a property called ‘Your URL’ is displayed. This value is your AS2 ‘address’ and 

should be given to trading partners. The value is updated automatically when you change 

any associated value. 

7.2.6.2.2 Advanced 

The advanced page for the HTTP subsystem is shown below. 

Figure 40 - HTTP Subsystem (Advanced) 

 



    

Administrative Tasks 97 

The main features of the subsystem shown on this view are: 

 Proxy configuration. If you access the internet using a proxy server then EPIC needs to 

know about this in order to route outgoing calls accordingly. 

 The return address option allows you to specify a default return address for asynchronous 

AS2 acknowledgments (MDNs). If you request asynchronous  MDNs then you may specify 

the return address against the trading partner network. If not specified against the 

network then EPIC will include the address specified here as the return address in the MDN 

request. If no value is specified here either then the return address is the URL of the 

subsystem. You will typically need to enter a value here only if using a proxy, in which case 

the address of the proxy is entered. 

 Session restrictions may be set to limit the number of concurrent sessions supported by 

the subsystem. You may also limit the number of inbound and outbound sessions 

individually. The default values are 100 in each case. 

 Logging options may be specified for the subsystem; these affect the type of log messages 

written for connections that use it. For more information about logging options see: 

Communications Logging. 

7.2.6.3 FTP Server Subsystem 

The FTP subsystem is used with FTP (server) networks only. The subsystem definition 

encapsulates information required to receive incoming FTP calls. In the background it 

combines the FTP and TCP/IP logic required for FTP sessions. When viewing an FTP subsystem, 

the following pages are available: 

 Overview 

 Advanced 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and/or may be left with 

their default values. The mandatory information you require to define an FTP subsystem is: 

 Name. 

 The local IP address to use. 

 A port number for incoming calls. 

An FTP subsystem must be created before you add any FTP (server) external networks. Only 

one FTP subsystem can be added to an instance of EPIC and, as the subsystem has one, and 

only one, listener associated with it, there is no separate page for listeners. Instead, listener 

details are included in the view with other properties of the subsystem. 

7.2.6.3.1 Overview 

The overview page for the FTP subsystem is shown below. 
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Figure 41 - FTP Server Subsystem (Overview) 

The main features of the subsystem shown on this view are: 

 The subsystem can be disabled temporarily using a check box. When a subsystem is 

disabled it does not listen for incoming calls and cannot be used to make outgoing calls. 

The subsystem remains disabled until you return to this view and uncheck the box. 

 Your local TCP/IP addresses are shown in a drop-down list (in most cases you will have only 

one). Select a specific address to have EPIC listen on that address for incoming calls or 

choose the ‘All local hosts’ option not to bind to a local address. 

 A port number is specified upon which EPIC will listen for incoming calls. This defaults to 

port 21, which is the standard port for an FTP server, but it may be changed if required. 

7.2.6.3.2 Advanced 

The advanced page for the FTP subsystem is shown below. 
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Figure 42 - FTP Server Subsystem (Advanced) 

The main features of the subsystem shown on this view are: 

 A greeting can be specified which will be shown when a user connects to the server. By 

default, this message prompts the user to enter a user name and password. 

 You can specify that the connection is closed if the logon fails. The alternative is that the 

connection is maintained and the ’user’ command can be entered to retry the logon. 

 There are configurable options for the server ‘passive’ mode. This is where the server 

provides the client with an IP address and port on which to establish the data connection 

(for more information on passive and active modes consult the Communications Reference 

manual). Passive mode can be enabled or disabled using the check box. If enabled, you 

may specify the range of ports that EPIC will choose from for incoming data connections 

from clients. You may also specify the IP address that is sent to clients for data 

connections, though it will not normally be necessary to do so. 

 Session restrictions may be set to limit the number of concurrent sessions supported by 

the subsystem. The default value is 100. If passive mode is enabled, the port range should 

be sufficiently wide to support the maximum number of sessions (each concurrent session 

requires a separate data port). 

7.2.6.4 SFTP Server Subsystem 

The SFTP server subsystem encapsulates the definition of an SFTP server hosted by EPIC. It is 

only used with SFTP server networks. In the background, it layers an SFTP processing layer over 

SSH over TCP/IP transport.  
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When viewing an SFTP subsystem, the following pages are available: 

 Overview 

 Security 

 Directories 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and/or may be left with 

their default values. The mandatory information you require to define an FTP subsystem is: 

 Name. 

 The local IP address to use. 

 A port number for incoming calls. 

 A public certificate for identifying the server to clients 

An SFTP server subsystem must be created before you add any SFTP server external networks. 

You may add more than one subsystem to expose a different listener port and directory 

structure to clients, but you must choose which of these to use for each defined network.  

7.2.6.4.1 Overview 

The overview page for the SFTP subsystem is shown below. 

Figure 43 - SFTP Server Subsystem (Overview) 

The main features of the subsystem shown on this view are: 

 The subsystem can be disabled temporarily using a check box. When disabled, it does not 

listen for incoming calls. The subsystem remains disabled until you return to this view and 

uncheck the box. 

 



    

Administrative Tasks 101 

 Your local TCP/IP addresses are shown in a drop-down list (in most cases you will have only 

one). Select a specific address to have EPIC listen on that address for incoming calls or 

choose the ‘All local hosts’ option not to bind to a local address. 

 A port number is specified upon which EPIC will listen for incoming calls. This defaults to 

port 22, which is the standard port for an SFTP server, but it may be changed if required. 

 Session restrictions may be set to limit the number of concurrent sessions supported by 

the subsystem. The default value is 100. Once this number is reached, new connections 

with the EPIC SFTP server will be denied until a session ends. Although there is no 

theoretical limit to the possible number of concurrent sessions, this number should be 

considered according to the available machine resources; too many sessions could 

overload the machine 

7.2.6.4.2 Security 

The security page for the SFTP subsystem is shown below. 

Figure 44 - SFTP Server Subsystem (Security) 

The main features of the subsystem shown on this view are: 

 A certificate must be set to identify the SFTP server to clients. From this certificate, a host-

key will be generated, which clients will be asked to trust as confirming the identity of the 

server. 

 A greeting can be specified which will be shown when a user connects to the server. This 

text can be seen by anyone who is on the network the SFTP server is listening on. If the 
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SFTP server is listening on an IP address connected to the Internet then anyone connected 

to the Internet could connect to the EPIC SFTP server and get this message. They would be 

unable to progress further however unless they had a correct username and password. 

 The allowed algorithms can be restricted for securing an SFTP session. Note though, that 

clients will only support certain algorithms and may not be able to connect if the server 

does not allow such algorithms to be used. 

7.2.6.4.3 Directories 

The directories page for the SFTP subsystem is shown below. 

Figure 45 - SFTP Server Subsystem (Directories) 

This is where the directory structure for the SFTP server is configured.  

The first node is the file system root, which must always be present. This is a client’s 

starting/home directory when they successfully connect to the server. From here, they 

navigate into the child folders, which you may add and delete using the buttons. 

Each directory needs configuring with a name and permissions.  

If the directory will be used to deliver files to a client (download), you need to give the 

directory read permission and configure the download actions. The download indicator 

dictates what a client must do to a file for it to be considered downloaded/taken. If you select 

‘Rename’, then you must input the extension that the file must be renamed to for it to be 

considered as downloaded/taken, and the directory needs rename permission. In such a 
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situation, the SFTP server may then give the file new permissions and an event written to the 

associated postbag file. 

If the directory will be used to received files from a client (upload), you need to give the 

directory write permission and configure the upload actions. You can choose for an uploaded 

file to be given new permissions by the SFTP server and specify an additional extension that 

will be post-fixed to the filename after upload. The Delete field can be used to specify the 

extension of files that should be disregarded by the SFTP server, deleted from the directories 

at the end of session. Finally, you can choose whether uploaded files should be submitted to 

the Originator workflow of the client’s postbag and whether files should be considered 

uploaded as they are created in session or evaluated at the end of session. 

7.2.6.5 CAPI2 Subsystem 

CAPI2 subsystems are used with OFTP networks only. CAPI2 subsystems come in two types, 

depending on the ISDN hardware in use: 

 Local CAPI subsystems are those that communicate using ISDN cards installed in the server 

machines. 

 Remote CAPI subsystems communicate using a separate ISDN device that exists 

somewhere on your local network. 

The subsystem definition encapsulates information required to make outgoing calls and 

receive incoming calls using CAPI2.  When viewing a CAPI2 subsystem, the following pages are 

available:  

 Overview 

 Advanced Listeners 

 Advanced 

 Controllers 

 Device Details 

The information required to complete these pages is described more fully in the following 

sections. Only the overview page differs according to the subsystem type (local or remote), so 

the two overview pages are shown in separate sections. Some of the properties shown on 

these pages are optional and/or may be left with their default values. The mandatory 

information you require to define a local CAPI2 subsystem is: 

 Name. 

 CAPI2 library (the Windows DLL used to communicate with your ISDN card). 

The mandatory information you require to define a remote CAPI2 subsystem is: 

 Name. 

 IP Address on your network of the ISDN hardware. 

 Port number to connect to this device. 

7.2.6.5.1 Overview (Local CAPI2) 

The overview page for the local CAPI2 subsystem is shown below. 
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Figure 46 - CAPI2 Subsystem (Local - Overview) 

The main features of the subsystem shown on this view are: 

 The subsystem can be disabled temporarily using a check box. When a subsystem is 

disabled it does not listen for incoming calls and cannot be used to make outgoing calls. 

The subsystem remains disabled until you return to this view and uncheck the box. 

 EPIC communicates with your ISDN card using a Windows Dynamic Link Library (DLL) 

containing standard functions. This is supplied by the manufacturer of the card and 

installed with the card’s driver software. You must specify the DLL name when defining the 

subsystem. The full path needs to be supplied only if the DLL is not installed to a Windows 

system location. The default value of ‘CAPI2032.DLL’ is the most commonly used library 

name. 

 Session restrictions may be set to limit the number of concurrent sessions supported by 

the subsystem. You may also limit the number of inbound and outbound sessions 

individually. The default values are 2 in each case. If you change these values you should 

take into account the capabilities of your hardware. 

7.2.6.5.2 Overview (Remote CAPI2) 

The overview page for the remote CAPI2 subsystem is shown below. 
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Figure 47 - CAPI2 Subsystem (Remote - Overview) 

The main features of the subsystem shown on this view are: 

 The subsystem can be disabled temporarily using a check box. When a subsystem is 

disabled it does not listen for incoming calls and cannot be used to make outgoing calls. 

The subsystem remains disabled until you return to this view and uncheck the box. 

 EPIC connects to the remote ISDN hardware using TCP/IP. Before creating the subsystem 

you must be connected to a network to which the ISDN router is also connected. When 

creating the subsystem you must specify the IP address of the router. The port has the 

default value of 2662 which should be changed only if your router is using another (non-

standard) port.  

 Session restrictions may be set to limit the number of concurrent sessions supported by 

the subsystem. You may also limit the number of inbound and outbound sessions 

individually. The default values are 2 in each case. If you change these values you should 

take into account the capabilities of your hardware. 

7.2.6.5.3 Advanced Listeners 

The Advanced Listeners page for the CAPI2 subsystem is shown below. 
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Figure 48 - CAPI2 Subsystem (Listeners) 

The listeners associated with the subsystem are listed here and can be managed from this view 

using the Add, Edit and Delete buttons below the list. Individual listeners can also be started 

and stopped using the buttons below the list. The mandatory information you require to 

define a CAPI2 listener is: 

 Name. 

 Which CAPI2 controller to use. 

When adding or editing a listener, the following dialog is shown. 
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Figure 49 - CAPI2 Subsystem (Listener) 

The main features of the listener shown on the dialog are: 

 The drop-down list shows the controllers associated with the subsystem. A controller 

represents an ISDN line. A listener must be associated with a single controller (that is, a 

single line). 

 You can specify that the listener is for X.31 calls (X.31 is available in some countries as a 

form of dial-up X.25). 

 You can specify restrictions on the calls that this listener accepts based on the remote 

and/or local ISDN number. If these fields are left blank then all calls are accepted. If you 

want to accept incoming from more than one specified number, or if you want to filter 

calls based on different combinations of local and remote number, then you will need to 

set up multiple listeners. 

 Logging options may be specified for the listener; these affect the type of log messages 

written for incoming connections that use it. For more information about logging options 

see: Communications Logging. 

7.2.6.5.4 Advanced 

The Advanced page for the CAPI2 subsystem is shown below. 
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Figure 50 - CAPI2 Subsystem (Advanced) 

The main features of the subsystem shown on this view are: 

 The local ISDN number is the number of your ISDN line to be used in communications with 

your trading partners. 

 The local ISDN sub-number is relevant only if you are using multiple devices on a local ISDN 

line. If applicable, type in the sub-address for this ISDN number. 

 The local X.25 NUA field is for the Network User Address to be called once the ISDN 

connection has been established and the X.25 layer is ready. 

 The X.25 packet size should normally be 128, as laid down in the OFTP specifications. Other 

values may be requested but this is not recommended. Use the check box to indicate 

whether the X.25 packet size should be included in the call request packet. The default 

setting is to include the value; however some trading partners will reject call requests 

containing the X.25 packet size. You may suppress the value by unchecking the checkbox 

here or by altering the setting for an individual trading partner against the network 

connection settings (see: CAPI2 Connection). 

 The X25 window size is the number of X.25 packets that the transmitting system will send 

before stopping to wait for a response from the remote. OFTP standards state that this 

value must be set to 7. Use the check box to indicate whether the X.25 window size should 

be included in the call request packet. The default setting is to include the value; however 

some trading partners will reject call requests containing the X.25 window size. You may 

suppress the value by unchecking the checkbox here or by altering the setting for an 

 



    

Administrative Tasks 109 

individual trading partner against the network connection settings (see: CAPI2 

Connection). 

 Two-way virtual circuits can be used for sessions that are not open all the time, but may be 

switched on and off to different users like dialling a phone number. The Low TVC value 

should be the minimum number of TVCs in your system. The High TVC value should be the 

maximum number of TVCs in your system. 

 TEI stands for Terminal Endpoint Identifier. If the override checkbox is not checked, this 

specifies that the subsystem should use the default TEI value. If the box is checked, then 

the value for the TEI must be specified in the TEI value field. 

7.2.6.5.5 Controllers 

The Controllers page for the CAPI2 subsystem is shown below. 

Figure 51 - CAPI2 Subsystem (Controllers) 

This page allows you to set session restrictions for a single controller. To use controller-specific 

restrictions, select the controller from the drop-down list. This will enable the session 

restrictions section of the page and allow you to specify values for the selected controller. 

7.2.6.5.6 Device Details 

The device details page for the CAPI2 subsystem is shown below. 
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Figure 52 - CAPI2 Subsystem (Device Details) 

This page shows some read-only information about the CAPI2 device associated with the 

subsystem. This includes the device name, number of controllers and some status information. 

7.2.6.6 XOT Subsystem 

The XOT subsystem is used with OFTP networks only. The subsystem definition encapsulates 

information required to make outgoing calls and receive incoming calls. In the background it 

combines the X.25 and TCP/IP logic required for XOT sessions. When viewing an XOT 

subsystem, the following pages are available: 

 Overview 

 Advanced 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and/or may be left with 

their default values. The mandatory information you require to define an XOT subsystem is: 

 Name. 

 The IP address of the XOT router. 

 The local IP address to use. 

As the XOT subsystem has one, and only one, listener associated with it, there is no separate 

page for listeners. Instead, listener details are included in the view with other properties of the 

subsystem. 

The XOT subsystem defaults to a window size of 2 and a packet size of 128. These values can 

be overridden against individual network connections. 

7.2.6.6.1 Overview 

The overview page for the XOT subsystem is shown below. 
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Figure 53 - XOT Subsystem (Overview) 

The main features of the subsystem shown on this view are: 

 The subsystem can be disabled temporarily using a check box. When a subsystem is 

disabled it does not listen for incoming calls and cannot be used to make outgoing calls. 

The subsystem remains disabled until you return to this view and uncheck the box. 

 EPIC connects to the remote XOT hardware using TCP/IP. Before creating the subsystem 

you should be connected to a network to which the XOT router is also connected. When 

creating the subsystem you must specify the IP address of the router. 

 Your local IP addresses are shown in a drop-down list and you can choose one to use when 

listening for incoming calls. EPIC listens on the standard port for XOT connections (port 

1998) and this cannot be changed). 

7.2.6.6.2 Advanced 

The advanced page for the XOT subsystem is shown below. 
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Figure 54 - XOT Subsystem (Advanced) 

The main features of the subsystem shown on this view are: 

 The X.25 Network User Address (NUA) of the local machine may be specified. This is not 

usually needed as it is provided by the X.25 network. 

 Session restrictions may be set to limit the number of concurrent sessions supported by 

the subsystem. You may also limit the number of inbound and outbound sessions 

individually. The default values are 100 in each case. 

 Logging options may be specified for the subsystem; these affect the type of log messages 

written for connections that use it. For more information about logging options see: 

Communications Logging. 

7.2.6.7 X.400 Subsystem 

The X.400 subsystem is used with X.400 networks only. The subsystem definition encapsulates 

information required to make outgoing calls and receive incoming calls.  

X.400 is not implemented as such in EPIC, but is instead controlled by a bespoke X.400 MTA 

server application running in the UNIX environment. This application can run in Windows’ UNIX 

Subsystem, and is connected into EPIC through TCP/IP. The X.400 MTA listens on an internal 

port for connections from EPIC, then EPIC connects to this port to stream control commands. 

The MTA acts on the commands it receives from EPIC in order to communicate in X.400 with 

external MTAs.  

Our X.400 MTA application can only handle one session at any one time, so therefore we use 

multiple instances for each concurrent session we require. When configuring the subsystem 

you are, in part, configuring how EPIC manages and associates with instances of the X.400 

application. 
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Before beginning configuration of the subsystem, you need to prepare the X.400 MTA 

application. ‘UNIX services for Windows’ needs to be installed on the Windows machine where 

the EPIC comms task runs. You then need get a copy of the X.400 MTA application from your 

software supplier and copy it to the root of the C drive so that you have structure like 

‘C:\x400\intf’. The X400 subsystem is configured to point to this environment. 

When viewing an X.400 subsystem, the following pages are available: 

 Overview 

 Advanced 

 Listeners 

 MTA servers 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and/or may be left with 

their default values. The mandatory information you require to define an X.400 subsystem is: 

 Name. 

 The Windows path to the directory on your local hard drive where the X.400 MTA 

application may be found. 

 The filename of the X.400 MTA server UNIX executable that may be found within the X.400 

directory. 

 The filename of the pptailor configuration template for the X.400 MTA servers that may be 

found within the X.400 directory. 

7.2.6.7.1 Overview 

The overview page for the X.400 subsystem is shown below. 
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Figure 55 - X.400 Subsystem (Overview) 

The main features of the subsystem shown on this view are: 

 The subsystem can be disabled temporarily using a check box. When a subsystem is 

disabled it does not listen for incoming calls and cannot be used to make outgoing calls. 

The subsystem remains disabled until you return to this view and uncheck the box. 

 You must specify where EPIC can find the files required to manage instances of X.400 MTA 

servers running in the UNIX subsystem.  

 You must specify the name of the process that will appear in the Windows process model 

that represents a X.400 MTA server running in the UNIX environment. This name is visible 

in the process list in the Windows Task Manager.  

 Every X.400 MTA server instance created needs to listen on a single port for TCP/IP 

connections from EPIC. You must specify the range of ports that can be used for such 

listeners. You must have at least as many ports as server instances, but a bigger range is 

recommended for fall-over purposes.  

 You must specify the number of X.400 MTA server instances to create for use by outbound 

X.400 connections. You should have at least as many instances as the maximum amount of 

simultaneous outbound sessions you wish to support. If more outbound sessions are 

attempted, they will be blocked until a server becomes available. Add a couple extra for 

fall-over purposes. 
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 You must specify the number of X.400 MTA server instances to create for use by X.400 

inbound listeners. You should have at least as many instances as the amount listeners you 

are expecting to configure for this subsystem, plus a couple extra for fall-over purposes. 

7.2.6.7.2 Listeners 

The listeners page for the X.400 subsystem is shown below. 

Figure 56 - X.400 Subsystem (Listeners) 

The listeners associated with the subsystem are listed here and can be managed from this view 

using the Add, Edit and Delete buttons below the list. Listeners can also be started and 

stopped using the buttons below the list. 

An X.400 listener represents an X.400 MTA server listening on an external port for incoming 

X.400 connections, which ultimately lead to incoming X.400 sessions. One listener can only 

accept one incoming session at any one time, so ensure you have enough listeners on different 

ports to cope with demand. The mandatory information you require to define an X.400 listener 

is: 

 The internal X.400 network to be associated with the listener. 

 The external port that an X.400 MTA server should listen on for incoming connections. 

When adding or editing a listener, the following dialog is shown. 
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Figure 57 - X.400 Subsystem (Listener) 

The main features of the listener shown on the dialog are: 

 The drop-down list shows the internal X.400 networks defined in EPIC. You should choose 

the internal network for which the listener is being created. All incoming calls will be 

routed to this network. 

 You must specify the external port that an X.400 MTA server should listen on for incoming 

connections. 

 Logging options may be specified for the listener; these affect the type of log messages 

written for incoming connections that use it. For more information about logging options 

see: Communications Logging. 

7.2.7 Internal Networks 

The internal network required to set up a connection to a trading partner depends on the 

communication protocol that you will use. Before configuring a new connection to a trading 

partner you should ensure that you know which protocols are to be used and therefore which 

internal network and subsystem are required (for more information consult the table in the 

section: Preliminaries). 

When the tree node for an internal company is expanded in the navigation panel the internal 

networks configured for the company are shown as child nodes. When a company node is 

selected in the navigation panel and the Networks tab is clicked in the information panel, the 

list of internal networks is shown there. 
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Figure 58 - Internal Networks 

From this view you can: 

 Use the Add, Edit and Delete buttons to manage the collection of networks. 

 Double click on a network in the list in the information panel, or click on a network node in 

the navigation panel, to show details in the information panel. 

 Right-click the Internal Companies node, or a single internal company node, in the 

navigation panel to show a menu that includes options to add a new network. 

 Left-click the node for any network in the navigation panel to show details of that network 

in the information panel. 

The types of internal network supported in EPIC are: 

 OFTP 

 AS2 

 FTP Client 

 FTP Server 

 SFTP Server 

 X.400 

The following sections describe these networks in more depth. 

7.2.7.1 OFTP Internal Network 

The OFTP internal network represents your end of an OFTP session and can be used with 

TCP/IP, CAPI2 or XOT subsystems. When viewing an OFTP internal network, the following 

pages are available: 

 Overview 
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 File Security 

 Mailboxes 

 EDI Codes 

 User Data (for details see: User Data) 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and/or may be left with 

their default values. The mandatory information you require to define a OFTP internal network 

is: 

 Name. 

 Your SSID. 

 The authorisation code for the SSID. 

In addition, as OFTP uses a second level of addressing, represented by the mailbox, you must 

have at least one mailbox defined in order to use the network to communicate. When the 

network is created one mailbox is added for you, but you may edit or remove this if required. 

7.2.7.1.1 Overview 

The overview page for the OFTP internal network is shown below. 

Figure 59 - OFTP Internal Network (Overview) 

The main features of the network shown on this view are: 
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 The name can be anything you choose as it is used only to identify the network easily in 

EPIC applications. The SSID, however, is used in OFTP sessions so it is important that it 

matches what your trading partner expects (for details of how to select an SSID consult the 

Planning Guide). 

 The optional local code property is used to reference the network when automating EPIC 

operations using either the batch interface or the .NET API (for more details consult the 

Programmer’s Guide manual). If it is supplied, then it must be unique within EPIC. 

 The authorisation key is a value unique to your SSID that must be entered in order to 

unlock the network for use. If you have not already been supplied with a key then you can 

click the ‘Get from Web’ button to connect to the Data Interchange PLC website where you 

can obtain one. If you want to use more than one internal OFTP network then you will 

need to contact your software supplier for additional codes. 

7.2.7.1.2 File Security 

The file security page for the OFTP internal network is shown below. 

Figure 60 - OFTP Internal Network (Security) 

OFTP version 2 includes support for file (data) and session security. You can use this page to 

set default file security settings for an internal network. 

 If you are using data signing with OFTP then you can specify the default certificate to be 

used for signing data that you send. This certificate or any other appropriate certificate 

associated with the internal company will be used for decryption.  
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These options can be overridden on the external network. The certificates you specify here 

must be ones for which you have a private key, because the operations of decryption and 

signing both require the private key. Certificates for encrypting data you send and verifying 

signed data you receive are specified against the external network only, because these are 

certificates owned by your trading partners (and you only need the public key). 

When specifying any security details in EPIC, be aware that most will affect the data sent to 

your trading partners, and the way that received data is handled, in fundamental ways. This 

means that your security configuration against networks (and other entities in EPIC) should 

precisely reflect what you have agreed with your trading partner. For example, once 

communicated to trading partners, your decryption and/or signing certificates should not be 

changed without notifying them in advance. 

7.2.7.1.3 Mailboxes 

The mailboxes page for the OFTP internal network is shown below. 

Figure 61 - OFTP Internal Network (Mailboxes) 

The mailboxes associated with the selected network are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. The mandatory information 

required to define a new mailbox is: 

 Name 

 SFID 

The mailbox added for you when the network is created has the same SFID as the SSID of the 

network. 

The mailboxes defined against a network are shown in the tree view in the navigation page: 
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Figure 62 - OFTP Internal Mailboxes 

Click on a mailbox in the tree view, or select an entry for editing in the mailboxes list view, and 

the mailbox will be displayed in the information panel. These pages are available: 

 Overview 

 Advanced 

 Security 

 User Data (for details see: User Data) 

The information required to complete these pages is described more fully in the following 

sections. 

7.2.7.1.3.1 Overview 

The overview page for the OFTP internal mailbox is shown below. 
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Figure 63 - OFTP Internal Mailbox (Overview) 

The main features of the mailbox shown on this view are: 

 The name can be anything you choose as it is used only to identify the mailbox easily in 

EPIC applications. The SFID, however, is used in OFTP sessions so it is important that it 

matches what your trading partner expects. If you are not using multiple internal 

mailboxes for this network it makes sense to give the mailbox SFID the same value as the 

network SSID. 

 The optional local code property is used to reference the mailbox when automating EPIC 

operations using either the batch interface or the .NET API (for more details consult the 

Programmer’s Guide manual). If it is supplied, then it must be unique within EPIC. 

7.2.7.1.3.2 Advanced 

The advanced page for the OFTP internal mailbox is shown below. 

Figure 64 - OFTP Internal Mailbox (Advanced) 

The main features of the mailbox shown on this view are: 
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 You may specify a mask that EPIC will use to validate Virtual Filenames (VFNs). The OFTP 

protocol specifies the characters that are allowed to appear in a VFN, but you can use this 

mask to further limit the acceptable VFNs. If the VFN of a received file for this mailbox 

does not match the mask, the file will be rejected. The mask format supports the asterisk 

character (*) to indicate one or more unspecified characters and the question mark 

character (?) to indicate one unspecified character. For example, the mask ‘ABC.345*’ 

matches the VFNs ‘ABC.3456’, ‘ABC.34567’, ‘ABC.345ZZZ’ and so forth; while the mask 

‘ABC.3??6’ matches VFNs including ‘ABC.3456’ and ‘ABC.3366’ but not ‘ABC.336’. 

 You can specify that this mailbox is the default for the network. The default mailbox is 

used to receive incoming data where the SFID does not match any other mailbox in the 

system. 

 If you select the option to use the routing table then, when forwarding files received to 

this mailbox, the routing table will be used to determine the destination. 

 Normally a received file with the same Virtual Filename and Virtual Datetime as one 

already in the system will be rejected. You can choose to accept duplicate files for this 

mailbox. 

7.2.7.1.3.3 Security 

The security page for the OFTP internal mailbox is shown below. 

Figure 65 - OFTP Internal Mailbox (Security) 
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This view allows you to specify some default security settings for the internal mailbox, when 

using the security features of OFTP version 2. The main features of the mailbox shown on this 

view are: 

 If you are using data signing with OFTP then you can specify the default certificate to be 

used for signing data that you send. This certificate or any other associated with the 

internal company will be used for decrypting data that you receive. 

These options can be overridden on the external network. As with the file security page for the 

internal network, the certificates you specify here must be ones for which you have a private 

key, because the operations of decryption and signing both require the private key. 

Also, remember that your security configuration against mailboxes (and other entities in EPIC) 

should precisely reflect what you have agreed with your trading partners. The certificates you 

use should not be changed without first notifying them. 

7.2.7.1.4 EDI Codes 

The EDI codes page for the OFTP internal network is shown below. 

Figure 66 - OFTP Internal Network (EDI Codes) 

The EDI codes associated with the internal network are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. EDI codes must also be 

associated with an internal mailbox, and this is also shown in the list. For more details about 

adding and editing EDI codes see: EDI Codes. 

7.2.7.2 AS2 Internal Network 

The AS2 internal network represents your end of an AS2 session and must be used with a HTTP 

subsystem. When viewing an AS2 internal network, the following pages are available: 
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 Overview 

 EDI Codes 

 Security Settings 

 User Data (for details see: User Data) 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and/or may be left with 

their default values. The mandatory information you require to define a AS2 internal network 

is: 

 Name. 

 Your AS2 identifier. 

 The authorisation code for the AS2 identifier. 

As AS2 does not use mailboxes, none are shown on this view. In fact, a mailbox is created for 

each AS2 network you define, but this is hidden and there are no settings for it that you can 

change. 

7.2.7.2.1 Overview 

The overview page for the AS2 internal network is shown below. 

Figure 67 - AS2 Internal Network (Overview) 

The main features of the network shown on this view are: 
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 The name can be anything you choose as it is used only to identify the network easily in 

EPIC applications. The AS2 identifier, however, is used in AS2 sessions so it is important 

that it matches what your trading partner expects (for details of how to select an AS2 

identifier consult the Planning Guide). 

 The optional local code property is used to reference the network when automating EPIC 

operations using either the batch interface or the .NET API (for more details consult the 

Programmer’s Guide manual). If it is supplied, then it must be unique within EPIC. 

 The authorisation key is a value unique to your AS2 identifier that must be entered in 

order to unlock the network for use. If you have not already been supplied with a key then 

you can click the ‘Get from Web’ button to connect to the Data Interchange PLC website 

where you can obtain one. If you want to use more than one internal AS2 network then 

you will need to contact your software supplier for additional codes. 

7.2.7.2.2 EDI Codes 

The EDI codes page for the AS2 internal network is shown below. 

Figure 68 - AS2 Internal Network (EDI Codes) 

The EDI codes associated with the internal network are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. For more details about adding 

and editing EDI codes see: EDI Codes. 

7.2.7.2.3 Security Settings 

The security settings page for the AS2 internal network is shown below. 
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Figure 69 - AS2 Internal Network (Security) 

AS2 includes support for file (data) and session security. You can use this page to set default 

security settings for an internal network. The main features of the network shown on this view 

are: 

 If you are using data encryption then you can specify the default certificate to be used for 

decrypting data sent to you. 

 If you are using data signing then you can specify the default certificate to be used for 

signing data that you send. 

These options can be overridden on the external network. The certificates you specify here 

must be ones for which you have a private key, because the operations of decryption and 

signing both require the private key. Certificates for encrypting data you send and verifying 

signed data you receive are specified against the external network only, because these are 

certificates owned by your trading partners (and you only need the public key). 

When specifying any security details in EPIC, be aware that most will affect the data sent to 

your trading partners, and the way that received data is handled, in fundamental ways. This 

means that your security configuration against networks should precisely reflect what you 

have agreed with your trading partner. For example, once communicated to trading partners, 

your decryption and/or signing certificates should not be changed without notifying them in 

advance. 

7.2.7.3 FTP Client Internal Network 

The FTP client internal network represents your end of an FTP session when connecting to an 

FTP server. It must be used with a TCP/IP subsystem. When viewing an FTP client internal 

network, the following pages are available: 
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 Overview 

 Mailboxes 

 EDI Codes 

 User Data (for details see: User Data) 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and/or may be left with 

their default values. The mandatory information you require to define an FTP client internal 

network is: 

 Name. 

 Local code. 

 The authorisation code for the local code. 

The FTP protocol does not provide for mailboxes, but the EPIC implementation for client 

networks does. Files, received using an FTP client network, are always saved against an 

internal mailbox (the mechanism for configuring this is against the external FTP client 

network). Consequently, you must have at least one mailbox defined in order to use the 

network to communicate. When the network is created one mailbox is added for you, but you 

may edit or remove this if required. 

7.2.7.3.1 Overview 

The overview page for the FTP internal client network is shown below. 
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Figure 70 - FTP Client Internal Network (Overview) 

The main features of the network shown on this view are: 

 The name can be anything you choose as it is used only to identify the network easily in 

EPIC applications. 

 The local code property, like local codes for other entities in EPIC, is used to reference the 

network when automating EPIC operations using either the batch interface or the .NET API 

(for more details consult the Programmer’s Guide manual). However, it is mandatory for 

this network type as it is required for licensing the network. 

 The authorisation key is a value unique to your local code that must be entered in order to 

unlock the network for use. If you have not already been supplied with a key then you can 

click the ‘Get from Web’ button to connect to the Data Interchange PLC website where you 

can obtain one. If you want to use more than one internal FTP network then you will need 

to contact your software supplier for additional codes. 

7.2.7.3.2 Mailboxes 

The mailboxes page for the FTP internal client network is shown below. 

Figure 71 - FTP Client Internal Network (Mailboxes) 

The mailboxes associated with the selected network are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. The mandatory information 

required to define a new mailbox is: 

 Name 

The mailboxes defined against a network are shown in the tree view in the navigation page: 
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Figure 72- FTP Client Internal Mailboxes 

Click on a mailbox in the tree view, or select an entry for editing from the mailboxes list view, 

and the mailbox will be displayed in the information panel. These pages are available: 

 Overview 

 User Data (for details see: User Data) 

The information required to complete these pages is described more fully in the following 

sections. 

7.2.7.3.2.1 Overview 

The overview page for the FTP internal client mailbox is shown below. 

 

Figure 73 - FTP Client Internal Mailbox (Overview) 

The name can be anything you choose as it is used only to identify the mailbox easily in EPIC 

applications. In particular, you will select the internal mailbox to use for received files when 
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configuring external mailboxes. The name is not exposed to your trading partner in any way or 

used in the FTP protocol. 

7.2.7.3.3 EDI Codes 

The EDI codes page for the FTP internal client network is shown below. 

Figure 74 - FTP Client Internal Network (EDI Codes) 

The EDI codes associated with the internal network are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. EDI codes must also be 

associated with an internal mailbox, and this is also shown in the list. For more details about 

adding and editing EDI codes see: EDI Codes. 

7.2.7.4 FTP Server Internal Network 

The FTP server internal network represents your end of an FTP session when a trading partner 

connects to the EPIC FTP server. It must be used with an FTP Server subsystem. When viewing 

an FTP server internal network, the following pages are available: 

 Overview 

 EDI Codes 

 User Data (for details see: User Data) 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and/or may be left with 

their default values. The mandatory information you require to define an FTP server internal 

network is: 

 Name. 

 Local code. 

 The authorisation code for the local code. 
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In most circumstances you will only define one FTP server internal network. All of the data that 

conditions how users connect to the FTP server are specified in the external networks that 

represent them. 

The FTP Server in EPIC does not use mailboxes as such. However, EPIC uses mailboxes in the 

background for AS2 communications and files exchanged in FTP sessions will appear to have 

been sent to and from mailboxes with the same names as the FTP Server internal and external 

networks 

7.2.7.4.1 Overview 

The overview page for the FTP internal server network is shown below. 

Figure 75 - FTP Server Internal Network (Overview) 

The main features of the network shown on this view are: 

 The name can be anything you choose as it is used only to identify the network easily in 

EPIC applications. 

 The local code property, like local codes for other entities in EPIC, is used to reference the 

network when automating EPIC operations using either the batch interface or the .NET API 

(for more details consult the Programmer’s Guide manual). However, it is mandatory for 

this network type as it is required for licensing the network. 

 The authorisation key is a value unique to your local code that must be entered in order to 

unlock the network for use. If you have not already been supplied with a key then you can 
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click the ‘Get from Web’ button to connect to the Data Interchange PLC website where you 

can obtain one. If you want to use more than one internal FTP network then you will need 

to contact your software supplier for additional codes. 

7.2.7.4.2 EDI Codes 

The EDI codes page for the FTP internal server network is shown below. 

Figure 76 - FTP Server Internal Network (EDI Codes) 

The EDI codes associated with the internal network are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. For more details about adding 

and editing EDI codes see: EDI Codes. 

7.2.7.5 SFTP Server Internal Network 

The SFTP server internal network represents your end of an SFTP session when a trading 

partner connects to the EPIC SFTP server. It must be used with an SFTP Server subsystem. 

When viewing an SFTP server internal network, the following pages are available: 

 Overview 

 EDI Codes 

 User Data (for details see: User Data) 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and/or may be left with 

their default values. The mandatory information you require to define an FTP server internal 

network is: 

 Name. 

 Local code. 

 The authorisation code for the local code. 
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In most circumstances you will only define one SFTP server internal network. All of the data 

that conditions how users connect to the SFTP server are specified in the external networks 

that represent them. 

The SFTP Server in EPIC does not use mailboxes as such. However, EPIC uses mailboxes in the 

background and files exchanged in FTP sessions will appear to have been sent to and from 

mailboxes with the same names as the FTP Server internal and external networks 

7.2.7.5.1 Overview 

The overview page for the SFTP internal server network is shown below. 

Figure 77 - SFTP Server Internal Network (Overview) 

The main features of the network shown on this view are: 

 The name can be anything you choose as it is used only to identify the network easily in 

EPIC applications. 

 The local code property, like local codes for other entities in EPIC, is used to reference the 

network when automating EPIC operations using either the batch interface or the .NET API 

(for more details consult the Programmer’s Guide manual). However, it is mandatory for 

this network type as it is required for licensing the network. 

 The authorisation key is a value unique to your local code that must be entered in order to 

unlock the network for use. If you have not already been supplied with a key then you can 

click the ‘Get from Web’ button to connect to the Data Interchange PLC website where you 
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can obtain one. If you want to use more than one internal SFTP server network then you 

will need to contact your software supplier for additional codes. 

7.2.7.5.2 EDI Codes 

The EDI codes page for the SFTP internal server network is shown below. 

Figure 78 - SFTP Server Internal Network (EDI Codes) 

The EDI codes associated with the internal network are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. For more details about adding 

and editing EDI codes see: EDI Codes. 

7.2.7.6 X.400 Internal Network 

The X.400 internal network represents your end of an X.400 session. It must be used with an 

X.400 subsystem. When viewing an X.400 internal network, the following pages are available: 

 Overview 

 Mailboxes 

 EDI Codes 

 Advanced X.400 

 User Data (for details see: User Data) 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and/or may be left with 

their default values. The mandatory information you require to define an X.400 internal 

network is: 

 Name. 

 Message Transfer Agent (MTA) name. 

 MTA password. 

 Transmission Service Access Point (TSAP). 

 The authorisation code for the MTA. 
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The mailbox against an X.400 network in EPIC corresponds to an X.400 User Agent. Multiple 

mailboxes are supported and you must have at least one mailbox defined in order to use the 

network to communicate. When the network is created one mailbox is added for you, but you 

may edit or remove this if required. 

7.2.7.6.1 Overview 

The overview page for the X.400 internal network is shown below. 

Figure 79 - X.400 Internal Network (Overview) 

The main features of the network shown on this view are: 

 The name can be anything you choose as it is used only to identify the network easily in 

EPIC applications. 

 The optional local code property is used to reference the network when automating EPIC 

operations using either the batch interface or the .NET API (for more details consult the 

Programmer’s Guide manual). If it is supplied, then it must be unique within EPIC. 

 The X.400 details section allows you to configure Message Transfer Agent (MTA) 

properties. In EPIC your internal X.400 network represents the MTA. The MTA name and 
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password are used in X.400 sessions to identify you to your trading partner. It is important 

that it matches what your trading partner expects. 

 The authorisation key is a value unique to your MTA name and password combination that 

must be entered in order to unlock the network for use. If you have not already been 

supplied with a key then you can click the ‘Get from Web’ button to connect to the Data 

Interchange PLC website where you can obtain one. If you want to use more than one 

internal X.400 network then you will need to contact your software supplier for additional 

codes. 

7.2.7.6.2 Mailboxes 

The mailboxes page for the X.400 internal network is shown below. 

Figure 80 - X.400 Internal Network (Mailboxes) 

The mailboxes associated with the selected network are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. The mandatory information 

required to define a new mailbox is: 

 Name 

 Originator Recipient (OR) address. 

The mailboxes defined against a network are shown in the tree view in the navigation page: 
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Figure 81 - X.400 Internal Mailboxes 

Click on a mailbox in the tree view, or select an entry for editing in the mailboxes list view, and 

the mailbox will be displayed in the information panel. These pages are available: 

 Overview 

 User Data (for details see: User Data) 

The information required to complete these pages is described more fully in the following 

sections. 

7.2.7.6.2.1 Overview 

The overview page for the X.400 internal mailbox is shown below. 

 



    

Administrative Tasks 139 

Figure 82 - X.400 Internal Mailbox (Overview) 

The main features of the mailbox shown on this view are: 

 The name can be anything you choose as it is used only to identify the mailbox easily in 

EPIC applications. 

 The Originator Recipient (OR) address consists of a number of fields making up the address 

of the User Agent represented by the mailbox. The fields in the OR address are edited 

using a separate dialog that is shown by clicking the edit button. 

 The advanced section of the page allows you to specify the level of delivery report and 

receipt report required for this network. 

The dialog for editing OR addresses is shown below: 
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Figure 83 - X.400 Internal Mailbox (OR Address) 

The mandatory fields are Country name (C) and Administrative Domain (ADMD). Enter your 

address details and click the Save to update the address in the mailbox. 

7.2.7.6.3 EDI codes 

The EDI codes page for the X.400 internal network is shown below. 

Figure 84 - X.400 Internal Network (EDI Codes) 

The EDI codes associated with the internal network are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. EDI codes must also be 

associated with an internal mailbox, and this is also shown in the list. For more details about 

adding and editing EDI codes see: EDI Codes. 
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7.2.7.6.4 Advanced X.400 

The Advanced page for the X.400 internal network is shown below. 

Figure 85 - X.400 Internal Network (Advanced) 

The main features of the mailbox shown on this view are: 

 If you use session and presentation layer routing then the access point details can be 

entered here. 

 The protocol version can be selected. EPIC implements three versions identified as 1984, 

1988 and 1988 (X.410). 

7.2.8 External Networks 

The external network required to set up a connection to a trading partner depends on the 

network and communication protocols that you will use. Before configuring a new connection 

to a trading partner you should ensure that you know which protocols are to be used and 

therefore which internal network and subsystem are required (for more information consult 

the table in the section: Preliminaries). 

External networks come in two categories: Trading Partner Networks and Clearing Centres. 

This difference is that trading partner networks are associated with external companies and 

clearing centres are not. This is because you may send data to the same clearing centre for 

many trading partners and the clearing centre is responsible for routing the data to its 

destination. The network views in the Administrator are the same for trading partner and 

clearing centre networks of the same protocol, except that trading partner networks show the 

associated external company. 

When the tree node for a Trading Partner Company is expanded in the navigation panel the 

external networks configured for the company are shown as child nodes. When a company 
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node is selected in the navigation panel and the Networks tab is clicked in the information 

panel, the list of internal networks is shown there. 

Figure 86 - External Networks 

From this view you can: 

 Use the Add, Edit and Delete buttons to manage the collection of networks. 

 Double click on a network in the list in the information panel, or click on a network node in 

the navigation panel, to show details in the information panel. 

 Right-click the Trading Partner Companies node, or a single company node, in the 

navigation panel to show a menu that includes options to add a new network. 

 Left-click the node for any network in the navigation panel to show details of that network 

in the information panel. 

When the Clearing Centre Networks node is selected in the navigation panel, the information 

panel shows either the actions view or a list of networks. The actions view is shown below. 
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Figure 87 - Clearing Centre Networks (Actions) 

From this view you can: 

 Click the New button to add a new Clearing Centre Network. 

 Click the View button to show the list of Clearing Centre Networks. 

The networks list is shown below: 
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Figure 88 - Clearing Centre Networks (List) 

From this view you can: 

 Use the Add, Edit and Delete buttons to manage the collection of Clearing Centre 

Networks. 

 Double click on an item to show details in the information panel. 

 Use the Reset button to reset the status of the network. 

From either view you can: 

 Right-click the Clearing Centre Networks node in the navigation panel to show a menu that 

includes options to add a new network. 

 Left-click the node for any network in the navigation panel to show details of that network 

in the information panel. 

The types of external network supported in EPIC are: 

 OFTP 

 AS2 

 FTP Client 

 FTP Server 

 SFTP Server 

 X.400 

These network types are described in more depth in subsequent sections. There are some 

features of the external network views in the Administrator that are common to all networks 

and these are described in later sections: 
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 Status 

 Daily Call 

 Connections 

7.2.8.1 OFTP External Network 

The OFTP external network represents the remote end of an OFTP session and can be used 

with TCP/IP, CAPI2 or XOT subsystems. When viewing an OFTP external network, the following 

pages are available: 

 Overview 

 Status (for details see: Status) 

 Security 

 Inbound 

 Outbound 

 Mailboxes 

 EDI Codes 

 Daily Call (for details see: Daily Call) 

 Connections (for details see: Connections) 

 Advanced 

 Advanced OFTP 

 User Data (for details see: User Data) 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and/or may be left with 

their default values. The mandatory information you require to define an OFTP external 

network is: 

 Name. 

 The SSID of your trading partner or the clearing centre. 

 The external company name (trading partner networks only). 

 The internal network to use. 

 Primary connection details of remote: IP Address (for TCP/IP), ISDN number (for CAPI2) or 

X.25 NUA (for XOT). 

In addition, as OFTP uses a second level of addressing, represented by the mailbox, you must 

have at least one mailbox defined in order to use the network to communicate. When the 

network is created one mailbox is added for you, but you may edit or remove this if required. 

7.2.8.1.1 Overview 

The overview page for the OFTP external network is shown below. 
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Figure 89 - OFTP External Network (Overview) 

The main features of the network shown on this view are: 

 The name can be anything you choose as it is used only to identify the network easily in 

EPIC applications. The SSID, however, is used in OFTP sessions so it is important that it 

matches what your trading partner or clearing centre provider has told you. 

 The optional local code property is used to reference the network when automating EPIC 

operations using either the batch interface or the .NET API (for more details consult the 

Programmer’s Guide manual). If it is supplied, then it must be unique within EPIC. 

 For trading partner networks (but not clearing centre networks) a list of your trading 

partners is shown. You should choose one to associate with the network. 

 The OFTP release is used to specify the version of OFTP that you are using with this trading 

partner. Your internal OFTP network handles any version of the protocol, but your trading 

partner may not. The version chosen for the trading partner network is the maximum 

version of the protocol to use, but it may be negotiated down automatically during the 

session (subject to the requirement that both sides must support version 2 if OFTP security 

is to be used). 

 If OFTP passwords have been agreed between you and your trading partner (or specified 

by your clearing centre provider) then they are entered on this screen and will be used 

when establishing a session. 
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 It is possible to specify more than one connection for an external network (the second and 

subsequent connections are used only if the primary one fails – for details see: 

Connections), but in many cases only a primary connection is used and that can be 

configured on the overview page. OFTP networks support TCP/IP, CAPI2 and XOT 

connections. The primary connection details for each supported connection type are 

discussed below. 

7.2.8.1.1.1 TCP/IP Connection Details 

The primary connection details section for TCP/IP connections is shown below: 

Figure 90 - OFTP External Network (TCP/IP Connection) 

The main features of the connection are: 

 The subsystem to use can be selected from a list. Changing to a subsystem of a different 

type changes the primary connection type and therefore the connection details that are 

displayed. 

 The remote IP host address of your trading partner or clearing centre is entered here. 

 You can choose how to establish the connection from the drop-down list. In many cases 

you will connect to the internet over your Local Area Network (LAN), but you can use any 

other connection that has been defined in Windows (a dial-up or VPN connection, for 

instance). 

 If you selected OFTP version 2 then you can choose to use SSL, which means that the 

TCP/IP connection itself will be secure. However, you should only choose this option if 

agreed with your trading partner or clearing centre provider in advance. 

To add further connections or edit other properties of the primary connection you need to use 

the OFTP external network Connections page. 

7.2.8.1.1.2 CAPI2 Connection Details 

The primary connection details section for CAPI2 connections is shown below: 
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Figure 91 - OFTP External Network (CAPI2 Connection) 

The main features of the connection are: 

 The subsystem to use can be selected from a list. Changing to a subsystem of a different 

type changes the primary connection type and therefore the connection details that are 

displayed. 

 The remote ISDN number to call can be entered here. 

To add further connections or edit other properties of the primary connection you need to use 

the OFTP external network Connections page. 

7.2.8.1.1.3 XOT Connection Details 

The primary connection details section for XOT connections is shown below: 

Figure 92 - OFTP External Network (XOT Connection) 

The main features of the connection are: 

 The subsystem to use can be selected from a list. Changing to a subsystem of a different 

type changes the primary connection type and therefore the connection details that are 

displayed. 

 The remote X.25 NUA (Network User Address) to call can be entered here. 

To add further connections or edit other properties of the primary connection you need to use 

the OFTP external network Connections page. 

7.2.8.1.2 Security 

The security page for the OFTP external network is shown below. 
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Figure 93 - OFTP External Network (Security) 

This view is enabled only if protocol version 2 is selected on the overview page. This is because 

earlier versions of the protocol do not support these security features. The external network 

security options allow you to specify the digital certificates to be used in connection with 

signed and/or encrypted data. Remember, your own certificates (which have private keys 

associated with them) are used for signing data that you send and decrypting data that you 

receive. Your trading partner’s certificates (for which there are only public keys) are used for 

verifying data sent to you and encrypting data that you send. The main features of the network 

shown on this view are: 

 You can choose to turn off security for the network, in which case you don’t need to 

specify any certificates. 

 If you choose the middle option then you pick a single trading partner certificate that will 

be used both for encrypting data and verifying signatures. The certificate that will be used 

for decrypting and signing is the default one set against your internal network. 

 The last option allows you to specify the certificates to use in more detail by displaying 

separate Inbound and Outbound security pages. 

 You can specify that session authentication is used. This means that as part of the 

handshake process used at the start of a session to establish the identity of the remote 

and coordinate protocol options, encrypted data will be exchanged to confirm the identity 

of the remote (for more details consult the Communications Reference manual). 
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 You can request that the acknowledgement sent in response to a transmitted file (the 

EERP) is signed. 

 You can specify that you would like to use advanced overrides for the authentication and 

EERP signing certificates, which by default use encryption and signing certificates 

respectively. 

7.2.8.1.3 Inbound 

The inbound security options page for the OFTP external network is shown below. 

Figure 94 - OFTP External Network (Inbound) 

This page is shown only if the option to use specific inbound and outbound security settings is 

selected in the security options page. The main features shown on this view are: 

 Encryption options allow you to specify whether the incoming data may or must be 

encrypted, and which certificate to use for decryption.. 

 Signature options allow you to specify whether the incoming data may or must be signed, 

and which certificate to use for verification. 

7.2.8.1.4 Outbound 

The outbound security options page for the OFTP external network is shown below.  
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Figure 95 - OFTP External Network (Outbound) 

This page is shown only if the option to use specific inbound and outbound security settings is 

selected in the security options page. The main features shown on this view are: 

 Encryption options allow you to specify either that encryption is not to be used, or to 

choose the trading partner certificate to use for encrypting outbound data. 

 Signature options allow you to specify either that signing is not to be used, or to choose 

the certificate to use for signing outbound data. Alternatively you can specify that the 

default options on the internal network (whether to sign data and which certificate to use) 

should apply instead. 

7.2.8.1.5 Overrides 

The overrides security options page for the OFTP external network is shown below.  
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Figure 96 - OFTP External Network (Overrides) 

This page is shown only if the option to use advanced overrides is selected in the security 

options page. You can use this page to override the inbound and outbound certificates to be 

used for session authentication (normally uses encryption certificates) and EERP signing 

(normally uses file signing certificates). 

7.2.8.1.6 Mailboxes 

The mailboxes page for the OFTP external network is shown below. 
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Figure 97 - OFTP External Network (Mailboxes) 

The mailboxes associated with the selected network are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. The mandatory information 

required to define a new mailbox is: 

 Name 

 SFID 

The mailbox added for you when the network is created has the same SFID as the SSID of the 

network. 

The mailboxes defined against a network are shown in the tree view in the navigation page: 
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Figure 98 - OFTP External Mailboxes 

Click on a mailbox in the tree view, or select an entry for editing in the mailboxes list view, and 

the mailbox will be displayed in the information panel. These pages are available: 

 Overview 

 Advanced 

 Inbound 

 Outbound 

 User Data (for details see: User Data) 

The information required to complete these pages is described more fully in the following 

sections. 

7.2.8.1.6.1 Overview 

The overview page for the OFTP external mailbox is shown below. 

Figure 99 - OFTP External Mailbox (Overview) 

The main features of the mailbox shown on this view are: 

 The name can be anything you choose as it is used only to identify the mailbox easily in 

EPIC applications. The SFID, however, is used in OFTP sessions so it is important that it 

matches what your trading partner or clearing centre provider has told you. 

 The optional local code property is used to reference the mailbox when automating EPIC 

operations using either the batch interface or the .NET API (for more details consult the 

Programmer’s Guide manual). If it is supplied, then it must be unique within EPIC. 

7.2.8.1.6.2 Advanced 

The advanced options page for the OFTP external mailbox is shown below. 
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Figure 100 - OFTP External Mailbox (Advanced) 

The main features of the mailbox shown on this view are: 

 You may specify a mask that EPIC will use to validate Virtual Filenames (VFNs). The OFTP 

protocol specifies the characters that are allowed to appear in a VFN, but you can use this 

mask to further limit the acceptable VFNs. If the VFN of a received file for this mailbox 

does not match the mask, the file will be rejected. The mask format supports the asterisk 

character (*) to indicate one or more unspecified characters and the question mark 

character (?) to indicate one unspecified character. For example, the mask ‘ABC.345*’ 

matches the VFNs ‘ABC.3456’, ‘ABC.34567’, ‘ABC.345ZZZ’ and so forth; while the mask 

‘ABC.3??6’ matches VFNs including ‘ABC.3456’ and ‘ABC.3366’ but not ‘ABC.336’. If you 

specify a mask for this mailbox it will be used in preference to any mask specified for the 

external network. 

 The SFID user data field allows you to specify additional data to be sent to your trading 

partner that is specific to this mailbox. Enter the value that your trading partner has asked 

you to send.  

 The file format and length fields allow you to specify how files are to be sent when 

scheduled from this mailbox. The options supported in OFTP are: fixed record length, 

variable record length, text and unformatted. The length is specified only for fixed and 

variable record length formats (for the variable record length format, the value specified is 

taken to be the maximum record length). 
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 You can specify that this mailbox is the default for the network. The default mailbox is 

used when receiving incoming data where the SFID does not match any other mailbox in 

the system. 

 If you select the option to use the routing table then, when forwarding files received into 

this mailbox, the routing table will be used to determine the destination. 

 Normally a received file with the same Virtual Filename and Virtual Datetime as one 

already in the system will be rejected. You can choose to accept duplicate files from this 

mailbox. 

 You can choose the cipher suite for use in OFTP2 communications. This affects the 

algorithm used for encrypting outbound files, either TripleDES or AES. 

 The encoding options allow you to specify that any files sent to the mailbox will 

automatically be converted to the target encoding. To have the encoding converted 

automatically, select a target encoding from the list. You may optionally specify the source 

encoding, or have the encoding automatically detected. An alternative method of 

converting the encoding is to specify a map file instead of a source and target encoding. A 

map file is a text file containing a mapping between each character in the source encoding 

and the target encoding. To use a map file, specify the name of the map file on the server 

machine. By default the value ‘unspecified’ is selected for the target encoding and the map 

file field is empty. This leaves the file encoding unchanged. 

 OFTP advanced compression attempts to reduce the amount of data transmitted, 

potentially reducing call times and costs. By default, the setting specified against the 

external network will be used. To override the default choose one of the other options to 

apply to files sent to this mailbox only. 

 If you require OFTP2 files originating from this mailbox and being forwarded to another 

external OFTP2 mailbox not to be decrypted, then select the option for Forward Files 

Security. The file will remain untouched on inbound, and only additional security 

processing applied on outbound if the file does not already meet the configured security 

level for outbound security. 

7.2.8.1.6.3 Inbound 

The inbound security options page for the OFTP external mailbox is shown below. 
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Figure 101 - OFTP External Mailbox (Inbound) 

This page is shown only if the option to use specific inbound and outbound security settings is 

selected in the OFTP network external security options page. The options selected here can be 

used to override the settings against the external network for this mailbox only. The main 

features shown on this view are: 

 Encryption options allow you to specify whether the incoming data may or must be 

encrypted, and which certificate to use for decryption. 

 Signature options allow you to specify whether the incoming data may or must be signed, 

and which certificate to use for verification. 

The default value for both encryption and signature settings is to use external network 

settings. If this option is not changed then the settings against the external network that owns 

the mailbox will not be overridden. 

7.2.8.1.6.4 Outbound 

The outbound security options page for the OFTP external mailbox is shown below. 
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Figure 102 - OFTP External Mailbox (Outbound) 

This page is shown only if the option to use specific inbound and outbound security settings is 

selected in the OFTP network external security options page. The options selected here can be 

used to override the settings against the external network for this mailbox only. The main 

features shown on this view are: 

 Encryption options allow you to specify either that encryption is not to be used, or to 

choose the trading partner certificate to use for encrypting outbound data. 

 Signature options allow you to specify either that signing is not to be used, or to choose 

the certificate to use for signing outbound data. You can select a certificate to use, or use 

the one defined against the internal network. 

 EERP options allow you to specify whether to request a signed or unsigned 

acknowledgement for files sent from this mailbox. 

The default value for encryption, signature and acknowledgement settings is to use external 

network settings. If this option is not changed then the settings against the external network 

that owns the mailbox will not be overridden. 

7.2.8.1.6.5 Overrides 

The overrides security options page for the OFTP external mailbox is shown below. 
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Figure 103 - OFTP External Mailbox (Overrides) 

This page is shown only if the option to use specific inbound and outbound security settings is 

selected in the OFTP network external security options page. You can use this page to override 

the inbound and outbound certificates to be used for EERP signing (normally uses file signing 

certificates).  

7.2.8.1.7 EDI codes 

The EDI codes page for the OFTP external network is shown below. 
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Figure 104 - OFTP External Network (EDI Codes) 

The EDI codes associated with the external network are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. EDI codes must also be 

associated with an external mailbox, and this is also shown in the list. For more details about 

adding and editing EDI codes see: EDI Codes. 

7.2.8.1.8 Advanced 

The advanced options page for the OFTP external network is shown below. 
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Figure 105 - OFTP External Network (Advanced) 

The main features of the network shown on this view are: 

 You can choose an internal network to associate with this external network. If you have 

more than one internal OFTP network then it is important to ensure that your external 

networks are associated with the correct internal networks as communication sessions 

with the former will use settings from the latter (such as SSID, mailboxes, security 

settings). 

 You can specify permissions for this network including whether it can be used for receiving 

and/or initiating calls, and whether it can send and/or receive files in each case. For 

instance, you may specify that the network can make and receive calls, but that it should 

not receive files when it makes outgoing calls, and that it should not send files when it 

receives incoming calls. 

 The priority threshold is used to specify the priority of a scheduled file that will cause EPIC 

to make a call when a file is scheduled. The default priority when scheduling a file is 5, and 

the default threshold against an external network is 5, meaning that a call will be made 

when a file is scheduled unless the priority of the file is lowered or the threshold of the 

network is raised. 

 The maximum number of attempts to send a file indicates how many times EPIC will try to 

transmit a file to this network before marking it as failed. 

 There is a flag indicating whether to make a call to this network when an 

acknowledgement (EERP) is scheduled to it. 

 By default, received files are submitted for processing on by workflows, but a flag can be 

set to suppress this. 

 Received (EDI) files are analysed, but only the first interchange and message are looked at. 

To carry out full analysis on received files and save the details, set the ‘Fully analyse 

received files’ flag. 

 Logging options may be specified for the network; these affect the type of log messages 

written for sessions that use it. For more information about logging options see: 

Communications Logging. 

7.2.8.1.9 Advanced OFTP 

The advanced OFTP options page for the OFTP external network is shown below. 
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Figure 106 - OFTP External Network (Advanced OFTP) 

Many of the features that you can configure here concern the fine detail of how the OFTP 

protocol works. These settings should only be changed if you are sure that the change is 

required, either because your trading partner has indicated so, or because you are familiar 

with the OFTP protocol yourself. For more details of how the protocol works consult the 

Communications Reference guide. The main features of the network shown on this view are: 

 The buffer size property specifies how much data is contained in each ‘chunk’ transmitted 

to the remote network. 

 The credits property indicates how many buffers should be sent before expecting a signal 

from the remote. 

 If the ‘allow restart’ flag is set then an interrupted session can be resumed next time a 

connection is made to the remote. That is, the transmission of a file that was part-way 

through being sent or received will be resumed. 

 If the ‘End ESID with CR’ flag is set then the ESID (End Session IDentification) protocol 

message will be terminated with a carriage return. The default option is to send the 

carriage return, but the property is included to support communication with non-standard 

implementations of OFTP that do not expect the carriage return. 

 The SSID user data field allows you to specify additional data to be sent to your trading 

partner when the session starts. Enter the value that your trading partner has asked you to 

send.  

 If the ’EERP on file receipt’ flag is set then EPIC schedules and acknowledgement to be sent 

as soon as a valid file is received. In the normal course of things, the acknowledgement will 

be sent in the same session that the file was received. 

 You may specify a mask that EPIC will use to validate Virtual Filenames (VFNs). The OFTP 

protocol specifies the characters that are allowed to appear in a VFN, but you can use this 
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mask to further limit the acceptable VFNs. If the VFN of a received file for this mailbox 

does not match the mask, the file will be rejected. The mask format supports the asterisk 

character (*) to indicate one or more unspecified characters and the question mark 

character (?) to indicate one unspecified character. For example, the mask ‘ABC.345*’ 

matches the VFNs ‘ABC.3456’, ‘ABC.34567’, ‘ABC.345ZZZ’ and so forth; while the mask 

‘ABC.3??6’ matches VFNs including ‘ABC.3456’ and ‘ABC.3366’ but not ‘ABC.336’. Any 

mask specified here will be used as the default for the network, but can be overridden by a 

mask specified against a mailbox. 

 The ‘EERP forwarded files option’ specifies when a forwarded file is to be acknowledged. 

When using EPIC as a clearing centre files can be received from one remote network and 

forwarded to another. This option lets you specify whether to acknowledge the received 

file when forwarded, or when the forwarded file is acknowledged (or never). 

 If the ‘Use compression’ flag is set then EPIC will use the simple compression mechanism 

built into OFTP to reduce the amount of data transmitted. If you are using protocol version 

2 then you can choose to use advanced compression, which potentially reduces the 

amount of data transmitted by a much greater proportion. 

 If the ‘Accept special logic’ flag is set then EPIC will support a version of the buffers sent 

from the remote that contain checksums to guarantee data validity. 

7.2.8.2 AS2 External Network 

The AS2 external network represents the remote end of an AS2 session and must be used with 

an instance of the HTTP subsystem. When viewing an AS2 external network, the following 

pages are available: 

 Overview 

 Status (for details see: Status) 

 EDI Codes 

 Daily Call (for details see: Daily Call) 

 Inbound 

 Outbound 

 MDN Receipts 

 Connections (for details see: Connections) 

 Advanced 

 User Data (for details see: User Data) 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and/or may be left with 

their default values. The mandatory information you require to define an AS2 external network 

is: 

 Name. 

 The AS2 identifier of your trading partner. 

 The external company name (trading partner networks only). 

 The internal network to use. 

 Primary connection details of remote: the AS2 URL of your trading partner. 
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AS2 does not use a second level of addressing, so there are no mailboxes to configure. In fact, 

EPIC uses mailboxes in the background for AS2 communications, but these are not exposed to 

you. 

7.2.8.2.1 Overview 

The overview page for the AS2 external network is shown below. 

Figure 107 – AS2 External Network (Overview) 

The main features of the network shown on this view are: 

 The name can be anything you choose as it is used only to identify the network easily in 

EPIC applications. The AS2 identifier, however, is used in AS2 sessions so it is important 

that it matches what your trading partner or clearing centre provider has told you. 

 The optional local code property is used to reference the network when automating EPIC 

operations using either the batch interface or the .NET API (for more details consult the 

Programmer’s Guide manual). If it is supplied, then it must be unique within EPIC. 

 For trading partner networks (but not clearing centre networks) a list of your trading 

partners is shown. You should choose one to associate with the network. 

 It is possible to specify more than one connection for an external network (the second and 

subsequent connections are used only if the primary one fails), but in many cases only a 

primary connection is used and that can be configured on the overview page. AS2 

networks support only HTTP connections so you will be offered only HTTP subsystems in 

the subsystem list. You must specify the AS2 URL of your trading partner and you may 

choose how to establish the connection from the drop-down list. In many cases you will 
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connect to the internet over your Local Area Network (LAN), but you can use any other 

connection that has been defined in Windows (a dial-up or VPN connection, for instance). 

To add further connections or edit other properties of the primary connection you need to use 

the AS2 external network Connections page. 

7.2.8.2.2 EDI Codes 

The EDI codes page for the AS2 external network is shown below. 

Figure 108 – AS2 External Network (EDI Codes) 

The EDI codes associated with the external network are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. For more details about adding 

and editing EDI codes see: EDI Codes. 

7.2.8.2.3 Inbound 

The inbound security settings page for the AS2 external network is shown below. 
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Figure 109 – AS2 External Network (Inbound) 

This page allows you to select security settings for data received from this network. 

Remember, your own certificates (which have private keys associated with them) are used for 

decrypting data that you receive. Your trading partner’s certificates (for which there are only 

public keys)  are used for verifying data sent to you. The main features of the network shown 

on this view are: 

 Encryption options allow you to specify whether the incoming data may or must be 

encrypted, and which certificate to use for decryption. 

 Signature options allow you to specify whether the incoming data may or must be signed, 

and which certificate to use for verification. 

7.2.8.2.4 Outbound 

The outbound security settings page for the AS2 external network is shown below. 
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Figure 110 – AS2 External Network (Outbound) 

This page allows you to select security and other formatting settings for data sent to this 

network. Remember, your own certificates (which have private keys associated with them) are 

used for signing data that you send. Your trading partner’s certificates (for which there are 

only public keys) are used encrypting data that you send. The main features of the network 

shown on this view are: 

 Encryption options allow you to specify whether the data to be sent should be encrypted, 

and if so which certificate to use. 

 Signature options allow you to specify whether the data to be sent should be signed, and if 

so which certificate to use. You can specify a certificate here or indicate that the default 

certificate configured against the internal network should be used. 

 If the compression flag is set then outbound data will be sent in a compressed format, 

which in many cases significantly reduces the size of the file to be transmitted. 

 You can choose to specify a content type for files to be sent to this network. If specified, 

the content type is included in the data sent to the remote. 

7.2.8.2.5 MDN Receipts 

The MDN settings page for the AS2 external network is shown below. 
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Figure 111 – AS2 External Network (MDN Receipts) 

In the AS2 protocol, the acknowledgement sent in response to a received file is called an MDN 

(Message Disposition Notification). Some options about how the MDN is sent and its format 

depend on values included in the original message. This page allows you to select MDN 

request options for sending to your trading partner in AS2 messages: 

 First you need to specify whether to request an MDN at all. If this option is not selected 

then the rest of the page is not relevant. Then you choose whether to receive a 

synchronous or asynchronous MDN. A synchronous MDN is sent in the same session as the 

message it is acknowledging (in fact it is sent as the HTTP response). An asynchronous 

MDN is sent in a different session at a later time, and you can choose to request the MDN 

is sent to the URL of your internal network (from which the message is sent) or some other 

URL. By default, EPIC will request a synchronous MDN. 

 You can also specify whether the MDN is to be signed. If an MDN is signed you can be sure 

it came from the owner of the certificate that signed it.  

7.2.8.2.6 Advanced 

The advanced settings page for the AS2 external network is shown below. 
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Figure 112 – AS2 External Network (Advanced) 

The main features of the network shown on this view are: 

 You can choose an internal network to associate with this external network. If you have 

more than one internal AS2 network then it is important to ensure that your external 

networks are associated with the correct internal networks as communication sessions 

with the former will use settings from the latter (such as AS2 identifier and security 

settings). 

 The priority threshold is used to specify the priority of a scheduled file that will cause EPIC 

to make a call when a file is scheduled. The default priority when scheduling a file is 5, and 

the default threshold against an external network is 5, meaning that a call will be made 

when a file is scheduled unless the priority of the file is lowered or the threshold of the 

network is raised. 

 You can specify permitted call directions against the network; that is, whether it is 

permitted to receive incoming call and/or make outgoing calls. 

 The maximum number of attempts to send a file indicates how many times EPIC will try to 

transmit a file to this network before marking it as failed. 

 There is a flag indicating whether to schedule an asynchronous MDN on file receipt (if an 

asynchronous MDN was requested by the message sender). 

 There is a flag indicating whether to make a call to this network when an 

acknowledgement (MDN) is scheduled to it. 
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 By default, received files are submitted for processing on by workflows, but a flag can be 

set to suppress this. 

 Received (EDI) files are analysed, but only the first interchange and message are looked at. 

To carry out full analysis on received files and save the details, set the ‘Fully analyse 

received files’ flag. 

 If you select the option to use the routing table then, when forwarding files received from 

this network, the routing table will be used to determine the destination. 

 Logging options may be specified for the network; these affect the type of log messages 

written for sessions that use it. For more information about logging options see: 

Communications Logging. 

7.2.8.3 FTP Client External Network 

The FTP client external network represents the remote end of a session with an FTP server and 

must be used with an instance of the TCP/IP subsystem. When viewing an FTP client external 

network, the following pages are available: 

 Overview 

 Status (for details see: Status) 

 Mailboxes 

 EDI Codes 

 Daily Call (for details see: Daily Call) 

 Connections (for details see: Connections) 

 Advanced 

 User Data (for details see: User Data) 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and/or may be left with 

their default values. The mandatory information you require to define an FTP client external 

network is: 

 Name. 

 The username and password assigned to you for the FTP server. 

 The external company name (trading partner networks only). 

 The internal network to use. 

 Primary connection details of remote: IP Address of the FTP server. 

The FTP protocol does not support mailboxes as a second level of addressing. However, EPIC 

does use mailboxes with FTP, so that the process of sending and receiving files can be handled 

automatically. Mailboxes against the FTP client external network are used to define directories 

on the server that EPIC will access during a session, and to associate actions (Get Files and/or 

Put Files) with them. You must have at least one mailbox defined in order to exchange files 

during a session. When the network is created one mailbox is added for you, but you must 

specify some actions against it before using the network to communicate. 
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7.2.8.3.1 Overview 

The overview page for the FTP client external network is shown below. 

Figure 113 - FTP CLient External Network (Overview) 

The main features of the network shown on this view are: 

 The name can be anything you choose as it is used only to identify the network easily in 

EPIC applications. 

 The local code property is used to reference the network when automating EPIC 

operations using either the batch interface or the .NET API (for more details consult the 

Programmer’s Guide manual). If it is supplied, then it must be unique within EPIC. 

 For trading partner networks (but not clearing centre networks) a list of your trading 

partners is shown. You should choose one to associate with the network. 

 The ‘Use SFTP’ checkbox allows you to specify that the network is used to connect to an 

SFTP server. SFTP is a secure version of FTP, but the two protocols are not cross-

compatible, so you must be sure that the server you are connecting to is SFTP before 

selecting this option. 

 SFTP can be configured to use either Password authentication or Public Key 

authentication. You will need to enter the relevant details depending on the type of 

validation to be negotiated when establishing an SFTP session. 
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 By default, the network is configured to use FTP passive mode, but you can change this by 

unchecking passive mode the check box. For more information on FTP modes consult the 

Communications Reference manual. 

 The login details (user name, password and/or private key) will have been supplied to you 

by the trading partner or clearing centre provider to whose FTP server you are connecting. 

These values must be entered precisely as they are used by EPIC to log you on to the 

remote server automatically when starting an FTP session. 

 It is possible to specify more than one connection for an external network (the second and 

subsequent connections are used only if the primary one fails), but in many cases only a 

primary connection is used and that can be configured on the overview page. FTP client 

networks support only TCP/IP connections so you will be offered only TCP/IP subsystems in 

the subsystem list. You must specify the IP address of your trading partner and you may 

choose how to establish the connection from the drop-down list. In many cases you will 

connect to the internet over your Local Area Network (LAN), but you can use any other 

connection that has been defined in Windows (a dial-up or VPN connection, for instance). 

To add further connections or edit other properties of the primary connection you need to 

use the FTP client external network Connections page. 

7.2.8.3.2 Mailboxes 

The mailboxes page for the FTP client external network is shown below. 

Figure 114 - FTP Client External Network (Mailboxes) 

The mailboxes associated with the selected network are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. The mandatory information 

required to define a new mailbox is: 

 Name 

 The remote path on the FTP server of the files to get and/or put during as session. 

The mailboxes defined against a network are shown in the tree view in the navigation page: 
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Figure 115 - FTP Client External Mailboxes 

Click on a mailbox in the tree view, or select an entry for editing in the mailboxes list view, and 

the mailbox will be displayed in the information panel. These pages are available: 

 Overview 

 Advanced 

 User Data (for details see: User Data) 

The information required to complete these pages is described more fully in the following 

sections. 

7.2.8.3.2.1 Overview 

The overview page for the FTP client external mailbox is shown below. 
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Figure 116 - FTP Client External Mailbox (Overview) 

The main features of the mailbox shown on this view are: 

 The name can be anything you choose as it is used only to identify the mailbox easily in 

EPIC applications. 

 The file type can be selected from the drop-down list. PCs and Unix machines use ASCII for 

plain text files while AS/400s and IBM mainframes use EBCDIC. In Binary mode there is no 

format conversion and files will be received exactly the same as they are on the FTP server. 

In ASCII mode the FTP server will convert files to ASCII as they are received, but will also 

expect files sent to it to be sent in ASCII. Select ASCII if you exchange plain text files and 

want them to be converted. If your files are not plain text or you specifically don’t want 

them converted, select Binary. 

 The optional local code property is used to reference the mailbox when automating EPIC 

operations using either the batch interface or the .NET API (for more details consult the 

Programmer’s Guide manual). If it is supplied, then it must be unique within EPIC. 

 The ‘Get Files’ section is used when you want to retrieve files from a location on the FTP 

server during a session. Specify a remote path where EPIC should look for files and choose 

whether to fetch all files in that location, or only those that match a custom mask. The 

mask is composed of specific characters to match along with the ‘?’ to match any single 

character and ‘*’ character to match zero or more characters. If you select the option to 

delete files after download then they will be removed from the remote location once 
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successfully received. If you do not select this option then they will remain in place and 

may be fetched again in the next session. 

 The ‘Put Files’ section is used when you want to send scheduled files to a location on the 

FTP server during a session. Specify a remote path where EPIC should place new files and 

choose a rule for naming those files in that location. You can specify that the original 

filename (of the file that was scheduled), the system filename (the filename internal to 

EPIC which is guaranteed to be unique) or a custom mask (composed of specific characters 

to use along with placeholders representing properties of the file) is used. 

7.2.8.3.2.2 Advanced 

The advanced options page for the FTP client external mailbox is shown below. 

Figure 117 - FTP Client External Mailbox (Advanced) 

The main features of the mailbox shown on this view are: 

 You can choose the recipient mailbox with which received files will be associated. The list 

of recipient mailboxes includes all internal mailboxes configured against the FTP client 

internal network associated with the currently selected external network. 

 The download sort order can be chosen to specify the order in which files are retrieved 

from the remote path when the ‘Get Files’ action is performed. It defaults to retrieving the 

oldest files first. 
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 The ‘Get new files only’ flag may be set if it is not possible to delete files from the remote 

FTP server after they have been retrieved (the preferred option for indicating that a file 

has been taken). Setting this flag ensures that files are not missed, but only retrieved once. 

If the option is chosen the EPIC check the files in the remote directory and fetches only 

those files with a timestamp after the last file retrieved from that location. 

 You can choose to rename files sent to your trading partner after upload and specify a 

custom mask for those filenames. You can use this option to ensure unique filenames in 

the target location instead of the naming options in the ‘Put Files’ action. 

 The ‘Use routing table’ flag indicates whether EPIC should use the information in the 

routing table when forwarding files received from this mailbox. 

7.2.8.3.3 EDI codes 

The EDI codes page for the FTP client external network is shown below. 

 

Figure 118 - FTP Client External Network (EDI Codes) 

The EDI codes associated with the external network are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. EDI codes must also be 

associated with an external mailbox, and this is also shown in the list. For more details about 

adding and editing EDI codes see: EDI Codes. 

7.2.8.3.4 Advanced 

The advanced settings page for the FTP client external network is shown below. 
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Figure 119 - FTP Client External Network (Advanced) 

The main features of the network shown on this view are: 

 You can choose an internal network to associate with this external network. When the 

external network is created, the default internal network is selected. 

 The priority threshold is used to specify the priority of a scheduled file that will cause EPIC 

to make a call when a file is scheduled. The default priority when scheduling a file is 5, and 

the default threshold against an external network is 5, meaning that a call will be made 

when a file is scheduled unless the priority of the file is lowered or the threshold of the 

network is raised. 

 The maximum number of attempts to send a file indicates how many times EPIC will try to 

transmit a file to this network before marking it as failed. 

 By default, received files are submitted for processing on by workflows, but a flag can be 

set to suppress this. 

 Received (EDI) files are analysed, but only the first interchange and message are looked at. 

To carry out full analysis on received files and save the details, set the ‘Fully analyse 

received files’ flag. 

 Logging options may be specified for the network; these affect the type of log messages 

written for sessions that use it. For more information about logging options see: 

Communications Logging. 
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 The FTP user startup commands section allows you to enter commands that are sent to the 

server at the beginning of an FTP session. They might include commands to navigate to a 

different home directory, to change settings that effect behaviour, or anything else 

required by a non-standard FTP server. 

7.2.8.4 FTP Server External Network 

The FTP server external network represents the remote end of a session with the EPIC FTP 

server (that is, a user of the EPIC FTP service) and must be used with an instance of the FTP 

Server subsystem. When viewing an FTP client external network, the following pages are 

available: 

 Overview 

 Status (for details see: Status) 

 EDI Codes 

 Directory Options 

 Advanced 

 Advanced FTP  

 User Data (for details see: User Data) 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and/or may be left with 

their default values. The mandatory information you require to define an FTP server external 

network is: 

 Name. 

 The username and password you want to assign to the user. 

 The external company name (trading partner networks only). 

 The internal network to use. 

The FTP Server in EPIC does not use mailboxes as such. However, EPIC uses mailboxes in the 

background for AS2 communications and files exchanged in FTP sessions will appear to have 

been sent to and from mailboxes with the same names as the FTP Server internal and external 

networks. 

7.2.8.4.1 Overview 

The overview page for the FTP server external network is shown below. 
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Figure 120 - FTP Server External Network (Overview) 

The main features of the network shown on this view are: 

 The name can be anything you choose as it is used only to identify the network easily in 

EPIC applications. 

 The optional local code property is used to reference the network when automating EPIC 

operations using either the batch interface or the .NET API (for more details consult the 

Programmer’s Guide manual). If it is supplied, then it must be unique within EPIC. 

 For trading partner networks (but not clearing centre networks) a list of your trading 

partners is shown. You should choose one to associate with the network. 

 You need to choose login details (user name and password) for the user you are creating. 

These values must be entered precisely as they are used by EPIC to validate an incoming 

connection to the FTP server. 

7.2.8.4.2 EDI Codes 

The EDI codes page for the FTP server external network is shown below. 
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Figure 121 - FTP Server External Network (EDI Codes) 

The EDI codes associated with the external network are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. For more details about adding 

and editing EDI codes see: EDI Codes. 

7.2.8.4.3 Directory Options 

The directory options page for the FTP server external network is shown below. 

Figure 122 - FTP Server External Network (Directory Options) 

An FTP server exposes a tree-like directory structure to a user, who copies files to and from 

directories in the tree. The EPIC FTP server exposes to a user only a limited directory tree 

consisting of a root directory, with sub-directories called “In” and “Out” (representing the 

user’s inbox and outbox) and archive directories called “InArchive” and “OutArchive”. This 

view is used to enable or disable these directories. In addition, a ‘Confirmed’ directory may be 

shown for received files, which depends on settings in the advanced FTP options page. 
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 In the ‘Outbox options’ section, use the checkboxes to enable or disable the ‘Out’ directory 

and the ‘OutArchive’ directory. 

 You can also choose which filenames are exposed to the user in the ‘Out’ directory. By 

default the original filename (of the file that was scheduled) is shown. You can also choose 

either the system filename (the filename internal to EPIC which is guaranteed to be 

unique) or a custom mask (composed of specific characters to use along with placeholders 

representing properties of the file). 

 In the ‘Inbox options’ section, use the checkboxes to enable or disable the ‘In’ directory 

and the ‘InArchive’ directory. 

When files are scheduled to an FTP Server external network they appear in the ‘Out’ directory 

for the user to pick up. When files are sent to the server they are uploaded by the client to the 

‘In’ director and appear as received files in the Workstation clients. 

7.2.8.4.4 Advanced 

The advanced settings page for the FTP server external network is shown below. 

Figure 123 - FTP Server External Network (Advanced) 

The main features of the network shown on this view are: 

 You can choose an internal network to associate with this external network. When the 

external network is created, the default internal network is selected. 

 The priority threshold is used to specify the priority of a scheduled file that will cause EPIC 

to make a call when a file is scheduled. The default priority when scheduling a file is 5, and 

the default threshold against an external network is 5, meaning that a call will be made 

when a file is scheduled unless the priority of the file is lowered or the threshold of the 

network is raised. 
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 By default, received files are submitted for processing on by workflows, but a flag can be 

set to suppress this. 

 Received (EDI) files are analysed, but only the first interchange and message are looked at. 

To carry out full analysis on received files and save the details, set the ‘Fully analyse 

received files’ flag. 

 Logging options may be specified for the network; these affect the type of log messages 

written for sessions that use it. For more information about logging options see: 

Communications Logging. 

7.2.8.4.5 Advanced FTP 

The advanced FTP settings page for the FTP server external network is shown below. 

Figure 124 - FTP Server External Network (Advanced FTP) 

The main features of the network shown on this view are: 

 You can specify the text displayed to the user after a successful login (the text shown when 

a user first connects, prompting the login, is specified against the FTP Server subsystem). 

 By default the connection to a remote client will be closed after 50 seconds of inactivity, 

but you can change this value if required. 

 The ‘Files sent’ option defines the way in which EPIC handles files scheduled to be sent to 

the user. The default option is ‘Deleted by client’, which indicates that the client must 

delete a file once it has received it successfully in order to indicate to EPIC that it has been 

received. The alternative is ‘Deleted by EPIC, which indicates that the file will be removed 

from the ‘Out’ directory and marked as sent and acknowledged once the FTP Server thinks 

the client has successfully received it. 
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 The ‘Files received’ option defines the way EPIC handles received files uploaded by the 

user. The default option is ‘Uploaded to in directory’ which indicates that EPIC will process 

a file as soon as it is received into the ‘In’ directory (it is possible that an unexpected loss of 

network connection during transmission could result in EPIC determining that a file is 

received event if only part was transmitted). The alternative is ‘Uploaded to In and moved 

to Confirmed’, which indicates that EPIC will not treat a file as received until it is moved 

from the ‘In’ directory (to which it was received) into the ‘Confirmed’ directory. The user 

can move files with the FTP ‘rename’ command. If this option is selected then files not 

confirmed by moving will be disregarded and deleted at the end of a session. The 

‘Confirmed’ directory is exposed to the user only if this option is selected. 

7.2.8.5 SFTP Server External Network 

The SFTP server external network represents the remote end of a session with the EPIC SFTP 

server (that is, a user of the EPIC SFTP server) and must be used with an instance of the SFTP 

Server subsystem. When viewing an SFTP server external network, the following pages are 

available: 

 Overview 

 Status (for details see: Status) 

 EDI Codes 

 Advanced  

 User Data (for details see: User Data) 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and/or may be left with 

their default values. The mandatory information you require to define an SFTP server external 

network is: 

 Name. 

 The username and password you want to assign to the user. 

 The external company name (trading partner networks only). 

 The internal network to use. 

The SFTP Server in EPIC does not use mailboxes as such. However, EPIC uses mailboxes in the 

background for SFTP communications and files exchanged in SFTP sessions will appear to have 

been sent to and from mailboxes with the same names as the SFTP Server internal and 

external networks. 

7.2.8.5.1 Overview 

The overview page for the SFTP server external network is shown below. 
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Figure 125 - SFTP Server External Network (Overview) 

The main features of the network shown on this view are: 

 The name can be anything you choose as it is used only to identify the network easily in 

EPIC applications. 

 The optional local code property is used to programmatically select the network in other 

areas of the product and will never be seen by your trading partners. 

 For trading partner networks (but not clearing centre networks) a list of your trading 

partners is shown. You should choose one to associate with the network. 

 You need to choose an SFTP subsystem to use for calls into this network. The subsystem 

dictates the connection port, host certificate, and directory structure visible to the client. 

 You need to choose login details (user name and password) for the user you are creating. 

You can have one or both of these values randomly generated by clicking the New button. 

 You can enter an IP address to validate against the client. The client will only be allowed to 

connect from this address. 

7.2.8.5.2 EDI Codes 

The EDI codes page for the SFTP server external network is shown below. 
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Figure 126 - SFTP Server External Network (EDI Codes) 

The EDI codes associated with the external network are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. For more details about adding 

and editing EDI codes see: EDI Codes. 

7.2.8.5.3 Advanced 

The advanced settings page for the FTP server external network is shown below. 

Figure 127 - SFTP Server External Network (Advanced) 

The main features of the network shown on this view are: 

 You can choose an internal network to associate with this external network. When the 

external network is created, the default internal network is selected. 

 By default, received files are submitted for processing on by workflows, but a flag can be 

set to suppress this. 
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 Received (EDI) files are analysed, but only the first interchange and message are looked at. 

To carry out full analysis on received files and save the details, set the ‘Fully analyse 

received files’ flag. 

Logging options may be specified for the network; these affect the type of log messages 

written for sessions that use it. For more information about logging options see: 

Communications Logging. 

7.2.8.6 X.400 External Network 

The X.400 external network represents the remote end of an X.400 session and must be used 

with an instance of the X.400 subsystem. When viewing an X.400 external network, the 

following pages are available: 

 Overview 

 Status (for details see: Status) 

 Mailboxes 

 EDI Codes 

 Connections (for details see: Connections) 

 Advanced 

 Advanced X.400 

 User Data (for details see: User Data) 

The information required to complete these pages is described more fully in the following 

sections. Some of the properties shown on these pages are optional and/or may be left with 

their default values. The mandatory information you require to define an X.400 external 

network is: 

 Name. 

 Details of remote Message Transfer Agent (MTA)(name, password and TSAP) 

 The external company name (trading partner networks only). 

 Primary connection details of remote: IP Address and port of the X.400 MTA. 

 The internal network to use. 

The mailbox against an X.400 network in EPIC corresponds to an X.400 User Agent. Multiple 

mailboxes are supported and you must have at least one mailbox defined in order to use the 

network to communicate. When the network is created one mailbox is added for you, but you 

may edit or remove this if required. 

7.2.8.6.1 Overview 

The overview page for the X.400 server external network is shown below. 
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Figure 128 - X.400 External Network (Overview) 

The main features of the network shown on this view are: 

 The name can be anything you choose as it is used only to identify the network easily in 

EPIC applications. 

 The optional local code property is used to reference the network when automating EPIC 

operations using either the batch interface or the .NET API (for more details consult the 

Programmer’s Guide manual). If it is supplied, then it must be unique within EPIC. 

 For trading partner networks (but not clearing centre networks) a list of your trading 

partners is shown. You should choose one to associate with the network. 

 The X.400 details section allows you to configure Message Transfer Agent (MTA) 

properties. In EPIC your external X.400 network represents your trading partner’s MTA. 

The MTA name and password are used in X.400 sessions to identify your trading partner. It 

is important that the MTA details entered here match what your trading partner tells you 

to use. 

 It is possible to specify more than one connection for an external network (the second and 

subsequent connections are used only if the primary one fails), but in many cases only a 

primary connection is used and that can be configured on the overview page. When 

configuring the connection against an X.400 networks you will be offered only X.400 

subsystems in the subsystem list. You must specify the IP address and port of your trading 
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partner. To add further connections or edit other properties of the primary connection you 

need to use the X.400 external network Connections page. 

7.2.8.6.2 Mailboxes 

The mailboxes page for the X.400 external network is shown below. 

Figure 129 - X.400 External Network (Mailboxes) 

The mailboxes associated with the selected network are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. The mandatory information 

required to define a new mailbox is: 

 Name 

 Originator Recipient (OR) address. 

The mailbox added for you when the network is created has an OR address that includes only 

an administrative domain and will need editing before the mailbox can be used. 

The mailboxes defined against a network are shown in the tree view in the navigation page: 
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Figure 130 - X.400 External Mailboxes 

Click on a mailbox in the tree view, or select an entry for editing in the mailboxes list view, and 

the mailbox will be displayed in the information panel. These pages are available: 

 Overview 

 User Data (for details see: User Data) 

The information required to complete these pages is described more fully in the following 

sections. 

7.2.8.6.2.1 Overview 

The overview page for the X.400 external mailbox is shown below. 
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Figure 131 - X.400 External Mailbox (Overview) 

The main features of the mailbox shown on this view are: 

 The name can be anything you choose as it is used only to identify the mailbox easily in 

EPIC applications. 

 The optional local code property is used to reference the mailbox when automating EPIC 

operations using either the batch interface or the .NET API (for more details consult the 

Programmer’s Guide manual). If it is supplied, then it must be unique within EPIC. 

 The Originator Recipient (OR) address consists of a number of fields making up the address 

of the User Agent represented by the mailbox. The fields in the OR address are edited 

using a separate dialog that is shown by clicking the edit button. The mandatory fields are 

Country name (C) and Administrative Domain (ADMD). 

 The advanced section of the page allows you to specify the level of delivery report and 

receipt report required for this network. 

The dialog for editing OR addresses is shown below: 
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Figure 132 - X.400 External Mailbox (OR Address) 

The mandatory fields are Country name (C) and Administrative Domain (ADMD). Enter your 

address details and click the Save to update the address in the mailbox. 

7.2.8.6.3 EDI Codes 

The EDI codes page for the X.400 external network is shown below. 

Figure 133 - X.400 External Network (EDI Codes) 

The EDI codes associated with the external network are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. EDI codes must also be 

associated with an external mailbox, and this is also shown in the list. For more details about 

adding and editing EDI codes see: EDI Codes. 
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7.2.8.6.4 Advanced 

The advanced options page for the X.400 external network is shown below. 

Figure 134 - X.400 External Network (Advanced) 

The main features of the network shown on this view are: 

 You can choose an internal network to associate with this external network. If you have 

more than one internal X.400 network then it is important to ensure that your external 

networks are associated with the correct internal networks as communication sessions 

with the former will use settings from the latter (such as MTA details). 

 The priority threshold is used to specify the priority of a scheduled file that will cause EPIC 

to make a call when a file is scheduled. The default priority when scheduling a file is 5, and 

the default threshold against an external network is 5, meaning that a call will be made 

when a file is scheduled unless the priority of the file is lowered or the threshold of the 

network is raised. 

 You can specify call permissions for this network; that is, whether it can be used for 

receiving and/or initiating calls. 

 The maximum number of attempts to send a file indicates how many times EPIC will try to 

transmit a file to this network before marking it as failed. 

 There is a flag indicating whether to make a call to this network when a receipt is 

scheduled to it. 

 By default, received files are submitted for processing on by workflows, but a flag can be 

set to suppress this. 
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 Received (EDI) files are analysed, but only the first interchange and message are looked at. 

To carry out full analysis on received files and save the details, set the ‘Fully analyse 

received files’ flag. 

 Logging options may be specified for the network; these affect the type of log messages 

written for sessions that use it. For more information about logging options see: 

Communications Logging. 

7.2.8.6.5 Advanced X.400 

The Advanced X.400 options page for the X.400 external network is shown below. 

Figure 135 - X.400 External Network (Advanced X.400) 

The main features of the mailbox shown on this view are: 

 If your trading partner uses session and presentation layer routing then the access point 

details can be entered here. 

 The protocol version can be selected. EPIC implements three versions identified as 1984, 

1988 and 1988 (X.410). 

 The file type can be specified here. The values supported in EPIC are ‘Text’, ‘Bilaterally 

defined’ (which can be any agreed file type) and the option to use ‘Text’ if the file is ASCII 

encoded, and ‘Bilaterally defined’ in all other cases. The latter option is the default. 

 The server timeout specified the period of inactivity after which the server connection will 

be considered lost. 
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7.2.8.7 Common Features of External Networks 

The views used for defining external networks share some common pages, which are discussed 

in the following sections. 

7.2.8.7.1 Status 

The status page for external networks is shown below. 

Figure 136 - External Network (Status) 

The main features of the network shown on this view are: 

 Current status of the network including an information message and buttons to reset the 

status, make a call or make a test call. The difference between making a call and making a 

test call is that test calls do no exchange files. 

 Details of the last call, including session ID, start and end time, files exchanged and the 

result. Click the refresh button to update these details with results from the latest call. 

7.2.8.7.2 Daily Call 

The daily call page for external networks is shown below. 
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Figure 137 - External Network (Daily Call) 

This page is used to set up an automated daily call to an external network. For instance, you 

may want to call a trading partner at the same time every weekday morning to retrieve files. 

You can set the time to call and the days of the week when the automated call will be made. If 

you want to make other automatic calls then you can use any number of schedules to call at 

other times. 

7.2.8.7.3 Connections 

The connections page for external networks is shown below. 
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Figure 138 - External Network (Connections) 

This page lists the connections configured against the network. Basic primary connection 

details are configured on the overview page for each network. This page can be used to access 

more details of the connection and to add secondary and subsequent connections to be used 

in the event that the primary connection fails. 

Use the Add, Edit and Delete buttons to manipulate the connections accordingly. Use the up 

and down arrows to change the order of connections in the list. When there is more than one 

connection in the list, the one at the top is the primary connection. 

Connections are always associated with subsystems, so the connection types that you can add 

depend on the both the communications protocol of the network and the subsystems you 

have defined (for more information on the compatibility of networks and subsystems see: 

Preliminaries). 

When adding and editing connections a dialog is displayed which has a number of tabs. 

 Overview 

 SSL/Security (for TCP/IP and HTTP networks only) 

 Processes (not X.400) 

 Advanced (not X.400) 

 Logging 

The overview and advanced tabs are specific to the connection type (subsystem). The other 

pages are common across connection types. Connection configuration is discussed in the 

following sections. 
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7.2.8.7.3.1 TCP/IP Connection 

The overview page for the TCP/IP connection is shown below. 

Figure 139 - TCP/IP Connection (Overview) 

The main features of the connection shown on this page are: 

 The connection name can be anything you choose as it is used only to identify the 

connection in EPIC applications. 

 You can specify the number of attempts to be made to establish a session using the 

connection, and the length of time to wait between attempts. By default, EPIC will make 

seven attempts to connect before it marks the connection as failed (and goes on to try 

other connections, if there are any). Once a connection is marked as failed, EPIC will not 

try and call out using it until you have reset its status, either by making a manual call, or by 

using the reset button on the status page. 

 The IP address and port number to connect must be specified. If this is the primary 

connection then the details entered here are reflected in the overview page for the 

network, and vice versa. 

 You can choose how to establish the connection from a drop-down list. The most common 

method is to the internet over your Local Area Network (LAN), but you can use any other 

connection that has been defined in Windows (a dial-up or VPN connection, for instance). 
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If you need to provide credentials in order to make a connection then enter the user name 

and password too. 

 The ‘bind to IP address’ allows you to indicate that a specific internal IP address is to be 

used as the local end-point for a session. Use this option only if you need to overcome a 

connection problem that occurs without it. 

 You can specify a timeout interval specific to the connection. This is the period after which 

a connection will be closed if there is no activity. 

 If appropriate (if the network is OFTP version 2) you can choose to use a secure connection 

by selecting the SSL option. 

The advanced page for the TCP/IP connection is shown below. 

 
Figure 140 - TCP/IP Connection (Advanced) 

This page allows you to specify processes that should be run before or after a dial-up 

connection is initiated. In each case, specify the full path of the executable to be run. There are 

options to specify a period to wait before running the process (in seconds), whether to wait for 

the process to complete, and if so, how long to wait (in seconds) before the process is 

considered timed out. 

7.2.8.7.3.2 HTTP Connection 

The overview page for the HTTP connection is shown below. 
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Figure 141 - HTTP Connection (Overview) 

The main features of the connection shown on this page are: 

 The connection name can be anything you choose as it is used only to identify the 

connection in EPIC applications. 

 The URL to call must be specified. If this is the primary connection then the details entered 

here are reflected in the overview page for the network, and vice versa. 

 You can specify the number of attempts to be made to establish a session using the 

connection, and the length of time to wait between attempts. By default, EPIC will make 

seven attempts to connect before it marks the connection as failed (and goes on to try 

other connections, if there are any). Once a connection is marked as failed, EPIC will not 

try and call out using it until you have reset its status, either by making a manual call, or by 

using the reset button on the status page. 

 You can choose how to establish the connection from a drop-down list. The most common 

method is to the internet over your Local Area Network (LAN), but you can use any other 

connection that has been defined in Windows (a dial-up or VPN connection, for instance). 

If you need to provide credentials in order to make a connection then enter the user name 

and password too. 

 You can specify a timeout interval specific to the connection. This is the period after which 

a connection will be closed if there is no activity. 
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The advanced page for the HTTP connection is shown below. 

Figure 142 - HTTP Connection (Advanced) 

This page allows you to specify processes that should be run before or after a dial-up 

connection is initiated. In each case, specify the full path of the executable to be run. There are 

options to specify a period to wait before running the process (in seconds), whether to wait for 

the process to complete, and if so, how long to wait (in seconds) before the process is 

considered timed out. 

7.2.8.7.3.3 CAPI2 Connection 

The overview page for the CAPI2 connection is shown below. 
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Figure 143 - CAPI2 Connection (Overview) 

The main features of the connection shown on this page are: 

 The connection name can be anything you choose as it is used only to identify the 

connection in EPIC applications. 

 You can specify the number of attempts to be made to establish a session using the 

connection, and the length of time to wait between attempts. By default, EPIC will make 

seven attempts to connect before it marks the connection as failed (and goes on to try 

other connections, if there are any). Once a connection is marked as failed, EPIC will not 

try and call out using it until you have reset its status, either by making a manual call, or by 

using the reset button on the status page. 

 The ISDN number to call must be specified. If this is the primary connection then the 

details entered here are reflected in the overview page for the network, and vice versa. 

You may optionally specify further connection details including the ISDN sub-number and 

X.25 Network User Address (NUA) of the remote. 

The advanced page for the CAPI2 connection is shown below. 
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Figure 144 - CAPI2 Connection (Advanced) 

This page is used to override the CAPI2 settings in the chosen subsystem, if required. 

 The controls on this page are enabled only if the ‘Override subsystem’ option is set to ‘Yes’. 

 The local ISDN number is the number of your ISDN line to be used in communications with 

your trading partners. 

 The local ISDN sub-number is relevant only if you are using multiple devices on a local ISDN 

line. If applicable, type in the sub-address for this ISDN number. 

 The local X.25 NUA field is for the Network User Address to be called once the ISDN 

connection has been established and the X.25 layer is ready. 

 The X25 window size is the number of X.25 packets that the transmitting system will send 

before stopping to wait for a response from the remote. OFTP standards state that this 

value must be set to 7. Use the drop-down to indicate whether the X.25 window size 

should be included in the call request packet. The default setting is to include the value; 

however some trading partners will reject call requests containing the X.25 window size. 

You may suppress the value by selecting ‘No’ in the drop-down. 

 The X.25 packet size should normally be 128, as laid down in the OFTP specifications. Other 

values may be requested but this is not recommended. Use the drop-down to indicate 

whether the X.25 packet size should be included in the call request packet. The default 

setting is to include the value; however some trading partners will reject call requests 
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containing the X.25 packet size. You may suppress the value by selecting ‘No’ in the drop-

down. 

 Two-way virtual circuits can be used for sessions that are not open all the time, but may be 

switched on and off to different users like dialling a phone number. The Low TVC value 

should be the minimum number of TVCs in your system. The High TVC value should be the 

maximum number of TVCs in your system. 

 TEI stands for Terminal Endpoint Identifier. If the override option is not selected, this 

specifies that the subsystem should use the default TEI value. If override is selected then 

the value for the TEI must be specified in the TEI value field. 

7.2.8.7.3.4 XOT Connection 

The overview page for the XOT connection is shown below. 

Figure 145 - XOT Connection (Overview) 

The main features of the connection shown on this page are: 

 The connection name can be anything you choose as it is used only to identify the 

connection in EPIC applications. 

 You can specify the number of attempts to be made to establish a session using the 

connection, and the length of time to wait between attempts. By default, EPIC will make 

 



204 Administrative Tasks 

seven attempts to connect before it marks the connection as failed (and goes on to try 

other connections, if there are any). Once a connection is marked as failed, EPIC will not 

try and call out using it until you have reset its status, either by making a manual call, or by 

using the reset button on the status page. 

 The remote X.25 Network User Address (NUA) must be specified. If this is the primary 

connection then the details entered here are reflected in the overview page for the 

network, and vice versa. You may optionally specify further connection details including 

the Network User ID (NUI) and user call data. 

The advanced page for the XOT connection is shown below. 

Figure 146 - XOT Connection (Advanced) 

This page is used to override the XOT settings in the chosen subsystem, if required. You can 

change window size, packet size and the local X.25 Network User Address (NUA). 

7.2.8.7.3.5 X.400 Connection 

The overview page for the X.400 connection is shown below. 
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Figure 147 - X.400 Connection (Overview) 

The main features of the connection shown on this page are: 

 The connection name can be anything you choose as it is used only to identify the 

connection in EPIC applications. 

 You can specify the number of attempts to be made to establish a session using the 

connection, and the length of time to wait between attempts. By default, EPIC will make 

seven attempts to connect before it marks the connection as failed (and goes on to try 

other connections, if there are any). Once a connection is marked as failed, EPIC will not 

try and call out using it until you have reset its status, either by making a manual call, or by 

using the reset button on the status page. 

 The IP address and port number of the X.400 server must be specified. If this is the primary 

connection then the details entered here are reflected in the overview page for the 

network, and vice versa. 

7.2.8.7.3.6 SSL/Security 

The SSL/Security page of the connection dialog is shown below. 
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Figure 148 - Connection (Security) 

This page is used to select a certificate option for the remote server when making an SSL 

connection. Usually you will want the remote server to use a trusted certificate, though there 

may be circumstances (during testing, for instance) where this is not important. For added 

security you might want to specify that a specific certificate should be used. 

7.2.8.7.3.7 Processes  

The processes page of the connection dialog is shown below. 
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Figure 149 - Connection (Processes) 

This page allows you to specify processes that should be run before or after a session. In each 

case, specify the full path of the executable to be run. There are options to specify a period to 

wait before running the process (in seconds), whether to wait for the process to complete, and 

if so, how long to wait (in seconds) before the process is considered timed out. 

7.2.8.7.3.8 Logging 

The logging page of the connection dialog is shown below. 
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Figure 150 - Connection (Logging) 

This screen is used to set logging options for sessions established using the connection. These 

options affect the type of log messages written during a session. For more information about 

logging options see: Communications Logging. 

7.2.9 EDI Codes 

EDI codes are used within EDI messages to identify companies. Although their use is 

mandatory within EDI messages (of any syntax), you may find it is sufficient to identify your 

trading partners using routing information specific to a communications protocol (for example, 

the OFTP SSID or the AS2 identifier) and never need to profile EDI codes in EPIC. 

However, if you are using EPIC to send and receive EDI messages then there are some 

circumstances when you will find it advantageous or necessary to define EDI codes: 

 When scheduling a file to be sent, either manually or using a workflow job, you can choose 

to auto-detect the sender and recipient mailboxes. If the file is an EDI file then the EDI 

codes in the file will be matched to the EDI codes associated with mailboxes defined in 

EPIC (this applies to the Schedule job and the Make Postbag File Available job). 

 When processing a file using the ‘Post To Recipient Postbag’ workflow job, you can choose 

to auto-detect the recipient postbag. If the file is an EDI file then the EDI codes in the file 

will be matched to those defined in EPIC in the same way as for the Schedule job. 
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 EDI codes can be specified when specifying EDI Data Definitions for use with workflows. 

Data Definitions can be used when selecting a workflow to process a file, or to determine 

whether a file should be processed by a workflow job. If you want workflow processing to 

be conditioned by sender and/or recipient EDI codes then they must be defined against 

communication entities and referenced in Data Definitions. 

 If you are using EPIC to forward messages using the Routing Table, you have the option to 

use sender and/or recipient EDI codes as criteria for filtering routing table entries. 

EDI codes can be viewed and edited in EPIC against a number of different entities; companies, 

networks and mailboxes. They can be added against internal or external entities. 

EDI codes are added and edited using the EDI code dialog. The first page of the dialog is shown 

below. The dialog has other pages used for specifying EDI security settings which are discussed 

in later sections. 

Figure 151 - EDI Code 

This variant of the dialog is shown when viewing an EDI code definition against a company, 

where it is associated with an OFTP network. When viewing against a network, the network 
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selection option is not shown. When viewing against a mailbox neither the network nor 

mailbox options are shown. When viewing against a network where the protocol does not 

support mailboxes, mailboxes are not shown. 

The dialog lets you specify the following information to be matched against the interchange 

segment of an EDI message: 

 EDI code 

 EDI code qualifier 

 Routing (or reverse routing address) 

 Test indictor 

 Application reference 

Not all of these fields have meaning for all EDI syntaxes. For instance, the ANSI X.12 ISA 

segment supports only two levels of sender and recipient EDI code (code and qualifier). You 

must take care to enter only those values that you need to. 

7.2.9.1 EDIFACT Security 

The most recent version of the EDIFACT syntax definition supports built-in security. EPIC 

includes support for signing EDIFACT data and sending and receiving secure 

acknowledgements (AUTACK messages). For more detail see the section: EDIFACT Security. 

The workflow jobs used for creating and processing secure messages and acknowledgements 

can be configured with a number of parameters. You can override these parameters for 

specific EDI codes using the EDI code dialog. The options are different depending on whether it 

is an internal or external code. 

7.2.9.2 Contacts 

The contacts page of the EDI Code dialog is shown below. 
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Figure 152 – EDI Codes (Contacts) 

The contacts associated with the selected EDI Code are listed here and can be managed from 

this view using the Add, Edit and Delete buttons below the list. 

The Default button below the list can be used to set a contact as the default contact for this 

EDI Code. This will set the default contact in blue, and allow its details (Name, E-mail, 

Telephone number, etc.) to be used as placeholders during workflow processing. 

When adding or editing a contact the following dialog is shown. 
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Figure 153 – Location (Contact) 

The mandatory information required to define a new contact is: 

 First name 

 Surname 

 E-mail address 

 Contacts added here will be available when setting up ENGDAT relationships. 

A user can be linked to a contact by ticking the ‘Contact may logon’ checkbox. This will create 

an associated user with the same Name and E-mail details as the contact, and allows this 

contact to logon to various clients. For more information regarding users, see section 9. 

 

7.2.9.2.1 Internal EDI Codes 

The EDI code dialog tab for security (for internal EDI codes) is shown below: 
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Figure 154 - EDIFACT Security (Internal Node) 

The page can be used to set options for data sent from the given EDI code. Specifically, there is 

an option to override the certificate defined on the workflow job for signing outgoing data sent 

from this EDI code. In addition, you can specify different certificates based on the recipient’s 

EDI code, by adding entries to a list of overrides. 

7.2.9.2.2 External EDI Codes 

The EDI code dialog tab for security (for external EDI codes) is shown below: 
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Figure 155 - EDIFACT Security (External Node) 

The page can be used to set options for data sent to the given EDI code. If you check the 

option to select a certificate then you will be able to specify a particular certificate to be used 

for verifying data received from the external EDI code. 

The other two check boxes indicate that you want to specify signing and verification options 

for data sent to the external EDI code. Checking the signing options check box causes EPIC to 

display the Signing Options tab of the dialog. Checking the verify options check box causes EPIC 

to display the Verify Options tab of the dialog. 

7.2.9.2.3 Signing Options 

The EDI code dialog tab for signing options is shown below: 
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Figure 156 - EDIFACT Security (Signing Options) 

The options available are described below. 

 The signing level indicates whether EPIC should sign the EDI message or the interchange. 

 The signing specification indicates the standard that will be used when signing data and 

affects the precise format of the security segments that are added to the EDI file. 

 There is a flag to indicate whether you want to sign data that is not in EDIFACT version 4 

syntax (that is, version 3 or lower). 

 There is a flag to indicate whether to include a response request (that is, a request for an 

AUTACK message) in the security segments. 

 You can choose to include the signing certificate (public key) in the EDI file to send as an 

EDIFACT package. 

 You can choose to sign the message in the Workstation client, in which case the signing job 

will hold files to be signed until you manually sign them. 

 You can choose to send an attached or detached signature. Attached signatures are 

contained in security segments added to the original EDI data. Detached signatures are 
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sent in separate AUTACK messages and leave the original data unchanged. If sending a 

detached signature you can choose whether to sign the AUTACK, and whether to include 

the AUTACK in the original file or send it in a separate one. 

 Finally, signature formatting options can be used to condition how the signature is created 

and saved to the message. It is important that the options you set here match what your 

trading partner is expecting. 

7.2.9.2.4 Verify Options 

The EDI code dialog tab for verify options is shown below: 

Figure 157 - EDIFACT Security (Verify Options) 

The options available are described below. 

 The verification options indicate whether to expect an attached or detached signature. 

Attached signatures are contained in security segments added to the original EDI data. 

Detached signatures are sent in separate AUTACK messages and leave the original data 

unchanged. You can choose to strip security segments from a signed message during 

verification. You can also choose to install to the local machine any signing certificate that 

is packaged with the EDI data. 
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 The remaining options relate to the response AUTACK message which may be sent as an 

acknowledgement of received signed data. You can choose automatically to send a 

response AUTACK if one is requested, and if so whether it should be signed. 

 If both of these options are selected then you can also choose signing options for the 

AUTACK response. These signing options have the same meaning as the corresponding 

ones in the signing options tab of the dialog. It is important that the options you set here 

match what your trading partner is expecting. 

7.2.10 User Data 

You can specify user data against any company, network or mailbox in EPIC. The user data 

page is shown below. 

Figure 158 - User Data 

Any user data values entered here can be referenced using placeholders elsewhere in EPIC. For 

example, a parameter in a workflow job can reference originator network user data using the 

placeholder %ORIG_NET_USR_DEF%. This returns the first value specified against the network 

and is the same as writing %ORIG_NET_USR_DEF[1]%. Use a one-based index to access other 

values. For instance, the third value is returned by %ORIG_NET_USR_DEF[3]%. 

7.2.11 Communications Logging 

In normal operation only a small amount of logging is required and the default settings are to 

log a minimal number of activity messages, along with some more detailed information in the 

event of an error. This is because, with all logging switched on, there exists the potential for a 

very large number of log messages to be written in a very short period. However, in order to 

facilitate the diagnostic use of logging in specific circumstances without overwhelming the log 
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files, the required logging of communication activity in EPIC can be specified at a number of 

different levels. 

The log types available are as follows: 

 General - basic (default) level of logging. 

 Trace/Protocol - more detailed logging of system activity (including comms protocol 

logging). 

 Debug – very detailed logging of system activity. 

 Buffer – logging of the contents of communications buffers 

 SQL – logging of each SQL statement executed against the EPIC database. 

The levels at which log types can be specified are: 

 Global. All log messages of the log types specified as global, no matter what the source or 

subject, are written to the log. Global log types are specified in the system settings section 

of the Administrator. 

 By task. Log messages of the types specified for a given task are written to the log. Task-

specific log types are specified in the system settings section of the Administrator. 

 By communications protocol. Log messages of the types specified for a given protocol are 

written to the log. Protocol-specific log types are specified in the system settings section of 

the Administrator. 

 By network. Log messages of the types specified for a given network are written to the log. 

Network-specific log types are specified against each network in the communications 

section of the Administrator. 

 By network connection. Log messages of the types specified for a given connection (used 

to establish an outgoing call) are written to the log. Connection-specific log types are 

specified against each connection, for each network, in the communications section of the 

Administrator. 

 By listener. Log messages of the types specified for a given listener (used to establish an 

incoming call) are written to the log. Listener-specific log types are specified against each 

listener (or subsystem) in the communications section of the Administrator. 

7.3 Workflow Configuration 

7.3.1 Preliminaries 

Before beginning to configure workflows it is important to perform some preliminary analysis. 

The following questions may be help during the preliminary analysis. 

What tasks do you wish to perform? 

When do you wish to perform the tasks? 

Do you wish to perform different tasks based on the content of the file? If Yes, which tasks 

need to be performed on which file types? 
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7.3.2 Configuring Workflows in the Administrator 

To configure workflow please select the Workflow tab from the navigation panel on the 

bottom left of the Administrator window, just above the status bar. 

Figure 159 - The workflow tab 

Workflows are grouped into two main categories,  

 Company Specific Workflows – groups workflow entities (data sources, data definitions, 

workflows and workflow selectors) relating to a single company. 

 Global Workflows – groups all the workflow entities that are global to the system and not 

specific to a single company. 

The Workflow TreeView reflects this categorisation as illustrated by Figure 160. 

Figure 160 - Workflow tree view 

The Company Specific Workflows node lists all the internal companies, trading partners and 

clearing centres profiled in the system. Each company node has separate sub nodes for the 

Data Sources, Data Definitions, Workflow Selectors and Workflows as illustrated by Figure 161. 
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Figure 161 - Workflow tree view expanded 

7.3.3 Creating a Workflow 

There are numerous areas of the EPIC Administrator that allow you to create a new workflow. 

Both the Company Specific Workflows and Global Workflows root nodes display an actions tab 

page that allows you to create a new workflow. Simply select one of the main root workflow 

nodes and click on the New button as illustrated by Figure 162. 

Figure 162 - Creating a new workflow 

If you wish to add a company specific workflow directly, then select the company you wish to 

add the workflow against, navigate to the Workflows tab page and click add as illustrated by 

Figure 163. 
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Figure 163 - Creating a company specific workflow 

Any of these methods will change the information panel of the Administrator to a view for a 

new Workflow as illustrated by Figure 164. 

Figure 164 - Define a new workflow 
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This section of the Administrator contains two tab pages, the Overview tab that is used to 

configure the Workflow itself and the Jobs tab that allows the jobs for this Workflow to be 

added and configured. 

The Name text box should be completed with a name that allows you to identify this Workflow 

throughout the system. A description may be entered but is not mandatory.  

If you wish this workflow to be specific to a company, select the corresponding item in the 

drop down. If you wish this workflow to be global to the system, then leave this as ‘Any’. Note 

that if you are adding a company specific workflow directly, then the Company drop down will 

be disabled and the workflow will be created against the designated company. 

In the case of an error in the Workflow an Error Workflow may be selected that should be 

executed when an error occurs within a job and is not handled by the Return Code of the job. 

For example the Error Workflow may be configured to email a member of the support 

department when an error occurs. 

Service Classes can be used to group or categorise the execution of workflows. For more 

information please refer to section 5.1.4 of this document. If you wish to use a specific Service 

Class for this workflow then it should be selected here. Please be aware that this Service Class 

may be overridden against a Postbag or Data Source.  

Once this has been completed the Jobs of the Workflow may be configured, click on the Jobs 

tab at the top of the information panel. This will change the content of the information panel 

to the screen illustrated by Figure 165.  

Figure 165 - Adding jobs to a workflow 
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This tab is separated into two different sections. The Jobs group box at the top of the 

information panel allows you to add and remove Jobs and change the order in which Jobs are 

executed. The group of tabs at the bottom of the information panel allow the configuration of 

each Job to be modified.  

For details on how to edit the jobs on a workflow, please refer to the section entitled ‘Adding a 

Workflow Job’. 

Once the configuration of the Workflow has been completed the Save button should be clicked 

to save the Workflow to the EPIC database.  

7.3.4 Copying a Workflow 

A new Workflow can also be created based on one that already exists in the system. All details 

including Jobs, Parameters, Return Code Actions, etc. will be copied across into the new 

Workflow and you will be able to change all aspects of the new Workflow prior to saving. 

To copy a Workflow, simply select the one you wish to copy from the list of Workflows and 

click the Copy button, 

Figure 166 - Selecting a Workflow to Copy 

The details of the selected workflow will be copied and appear in the editing state, allowing 

you to change any details before saving. The Name of the Workflow will be the same as the 

one copied, but appended with a trailing “– Copy”. 
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7.3.5 Editing a Workflow 

Since the workflows are divided into Global and Company-Specific, there are two ways of 

viewing each type, from the tree view and in the Workflows list view. 

7.3.5.1 Editing using the tree views 

You can view Global Workflows from the tree view by pressing the plus icon next to the Global 

Workflows folder when viewing the Workflow tab in the navigation panel. This will expand the 

tree view to display all of the configured Global Workflows.  

Figure 167 - Editing a global workflow 

You can view the Company-Specific Workflows from the tree view by pressing the plus icon 

next to the Company Specific Workflows folder when viewing the Workflow tab in the 

navigation panel. This will expand the tree view to display a list of companies configured in the 

system. Find the name of the company the workflow relates to and click the plus sign. This will 

expand the tree view to show all the workflows relating to that company. 

Figure 168 - Editing a company specific workflow 

Once you can see the workflows in the tree view, find the one you wish to edit and select it. 

This will alter the information panel to show the details of the workflow where it may be 

edited. 

7.3.5.2 Editing using the list views 

Workflows may also be viewed and edited from the Workflow List page in the information 

panel. Depending on the type of workflow you wish to edit determines which list view you 

need to use. 
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The list of Global Workflows can be displayed by clicking on the Global Workflows folder of the 

tree view in the navigation panel, then select the Workflow List tab to view all of the global 

workflows. 

Figure 169 - Global workflow list 

The list of Company Specific Workflows can be displayed by clicking on the Company Specific 

Workflows folder of the tree view in the navigation panel, then selecting the Workflow List tab. 

From here, ‘Workflows’ should be selected in the mode drop down to display the list of 

company specific workflows in the system. 
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Figure 170 - Company specific workflow list 

You can edit a Workflow from these list views by highlighting the workflow you wish to edit 

and pressing the edit button, alternatively you may double click on the Workflow you wish to 

edit. Both of these methods will display the details of the workflow in the information panel. 

Once the Workflow you wish to edit is displayed, you will need to press the Edit button to 

make any alterations to the Workflow’s configuration. When the Edit button is pressed EPIC 

blocks access to the Workflow to any new Workflow Queue Items. It will finish processing any 

files that are already being handled by this Workflow, and will not allow you to save any 

changes that you have made until all these Workflow Queue Items have been processed. If you 

do attempt to save the changes before this, you will see a message telling you how many 

Workflow Queue Items remain to be processed before you can save your changes. 

7.3.6 Adding a Workflow Job  

To add a new Workflow Job, click the Add button from the Jobs tab on the Workflow to which 

you wish to add a Job. This will display the Select Job dialog that lists the jobs available with a 

short description of each Job. For a full description of each Job please refer to the EPIC System 

Reference manual.  

To add a Job highlight the row of the Job you wish to add and press the OK button. (To select 

more than one Job at once, hold down the Ctrl key while selecting each Job with your left 

mouse button). 

Once you have pressed the OK button on the Select Job dialog this will return you back to the 

EPIC Administrator, you will notice that the content of the information panel has changed – 

the Job(s) has been added to the list of Jobs in the top half of the information panel. When this 

job is highlighted the parameters of the Job are now displayed in the first tab of the bottom 

section of the information panel.  
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Figure 171 - Workflow jobs 

7.3.7 Disabling a Workflow Job 

It is possible to disable individual jobs configured on a workflow. Any files processed by this 

workflow will skip over the disabled jobs. To disable a job, simply select it in the list and click 

the ‘Disable’ button. Disabled jobs will remain in the list, however the text will be greyed out 

to indicate the jobs that are disabled as shown below, 
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Figure 172 - Disabled jobs on a Workflow 

Here the Map and E-mail jobs are disabled. Files processed by this workflow will only be 

Copied and Made Available. 

The ‘Disable’ button dynamically changes to read ‘Enable’ depending on the state of the job 

that is selected. To enable a job, simply select one that is disabled and click ‘Enable’. 

7.3.8 Setting Job Parameters 

A Job Parameter is a setting that changes the behaviour of a Job when it is executed as part of 

a workflow. For more information please read section 5.2.1 of this manual. 

From the Jobs tab of the Workflow you are editing, select the appropriate Job. You can 

highlight each parameter shown in the Parameters tab in the bottom half of the view. This will 

provide a description of that Parameter's purpose in the grey box below.  

To edit the value of any Parameter, double click on the Parameter you want to edit. For a 

Parameter whose value is ‘True’ or ‘False’, double-clicking will toggle between the two values. 

For all other Parameters, double-clicking will bring up the appropriate Edit Parameter dialog, 

one of which is illustrated by Figure 173. 
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Figure 173 – Edit parameter dialog 

The blue highlighting of the text box in the dialog indicates that this Parameter is a mandatory 

Parameter.  

In the example of a copy job the first parameter is the Output Filename, when editing this 

Parameter the dialog illustrated above is shown. For this parameter you may wish to manually 

enter a value such as ‘C:\Users\Fred\Documents\output.txt’.  

You can also you Placeholders for this Parameter. Placeholders allow the value of the 

Parameter to be created during the execution of the Workflow. With Placeholders the 

Parameter value can be specific to the Workflow that is currently being executed. For example 

you may wish to save the output file to a specific directory depending on the recipient of the 

file. This would be done by clicking the Insert button and navigating to Workflow File >> 

Destination Trading Partner. This inserts the text %DTP% into the value text box. You would 

then enter a value appropriate to build the Output Filename such as 

‘C:\Users\Fred\Documents\%DTP%\output.txt’.  

Once you have entered or selected an appropriate Parameter value press the OK button, this 

will then return back to the EPIC Administrator. You may notice that the Parameter value you 

have entered is now displayed in the list of Parameters.  

Figure 174 - Job parameters 

7.3.9 Setting a Job Input File 

Some Workflow Jobs require a disk file to process. By default, Jobs which require an input file 

will use the output from the previous Job in the Workflow. However, it is possible to select to 

use the input file of an earlier job of the workflow. For a Job to use the input file from an 
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earlier Job the sequence number of the earlier Job input you wish to use should be entered in 

the Job number selection box of the Input File tab as illustrated by Figure 175.  

Figure 175 - Job input file 

The Input File tab allows the input file of a given Job to be removed from disk at the end of the 

Workflow execution. This provides a way of removing any files you no longer wish to keep at 

the end of the Workflow. This option will only be applied if the file is not the input or end 

result of the Workflow execution. 

7.3.10 Setting Job Return Code Actions 

From the Jobs tab of the Workflow you are editing, select the appropriate Job. Then click on 

the Return Code Actions tab at the bottom of the view. It is worth noting that for most 

Workflow jobs the default Return Code Actions will be sufficient.  

Figure 176 - Job return code actions 

The Return Code Actions tab page is then displayed; the illustration above shows the default 

configuration for the Copy Job.  

Some jobs create child Workflow Queue Items, it is possible to specify the Return Code Actions 

for child Queue Items separately using the Child File Return Code Actions tab when it is 

displayed. 

For most Jobs, there are no more return codes available to be added than the default values. 

However, for some Jobs you will be able to add further return codes. Clicking the Add button 

will allow any additional Return Code Actions to be defined. 

If you wish to edit the Action of an exiting Return Code the Edit button should be clicked to 

display the dialog illustrated in Figure 177. 
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Figure 177 - Edit return code dialog 

From this dialog the Action drop down list can be changed to select a different action. In some 

cases the action selected may require a further selection to be made. Further selection is 

displayed in the Details group box. An example of which is the Move To Workflow Action 

requires the user to select a Workflow that should be run when the Job returns with the 

specified Return Code as illustrated by Figure 178. 

Figure 178 - Edit return code dialog with action details 

For a complete list of the possible Return Codes for each Job and the possible Return Code 

Actions please refer to the EPIC System Reference manual.  

7.3.11 Setting Job Data Definitions 

Job Data Definition Conditions allow you to qualify when to run a Workflow Job based on the 

Postbag file currently being processed by the Workflow. For example you may configure a 

Workflow to have two copy jobs. Each copy job could copy a file to a different location based 

on the EDI message type of the Postbag file. 

From the Jobs tab of the Workflow you are editing, select the appropriate Job. Then click on 

the Data Definition Conditions tab at the bottom of the view as illustrated by Figure 179. 
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Figure 179 - Job data definition conditions 

This tab allows you to add, edit, create and remove Data Definitions against a Workflow job. 

You may add multiple Data Definitions as conditions of the job executing. 

7.3.12 Setting Job Data Source Conditions 

Job Data Source Conditions allow you to qualify when to run a Workflow Job based on source 

of the Postbag file currently being processed by the Workflow. For example you may configure 

a Workflow for received files to have two copy jobs. Each copy job could copy a file to a 

different location based on the network type over which the Postbag file was received. 

From the Job tab of the Workflow you are editing, select the appropriate Job. Then click on the 

Data Source Conditions tab at the bottom of the view as illustrated by Figure 180.  

Figure 180 - Job data source conditions 

This tab allows you to add, edit, create and remove Data Source conditions against a Workflow 

job. You may add multiple Data Sources as conditions of the job executing. 

7.3.13 Ordering Multiple Workflow Jobs 

You may wish to change the order in which jobs of a Workflow are executed. Jobs are 

performed in the order of top to bottom in the list of jobs shown in the information panel of 

the Jobs tab on a selected Workflow. The order in which these jobs are performed by changed 

by using the blue arrows below the list of jobs as shown in the screen shot below. 
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Figure 181 - Job ordering 

7.4 Data Definition Tasks 

7.4.1 Creating Data Definitions 

Data definitions can be used to qualify the behaviour of Workflows within EPIC.  Data 

Definitions can be either Global or Company Specific. 

A global data definition can be added to the system by expanding the Global Workflows folder 

in the tree view and selecting the Data Definitions node. This should display the Data 

Definitions Actions view in the navigation panel. From this view, press the New button to 

create and define the new Data Definition you require. Figure 182 illustrates this process. 

Figure 182 - Adding a global data definition 

Company Specific Data Definitions can be added to the system by expanding the Company 

Specific Workflows folder, selecting the desired company and opening the Data Definitions tab 

page. From this view, press the Add button to create and define the new Data Definition you 

require. Figure 183 illustrates this process. 
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Figure 183 - Adding a company specific data definition 

7.4.2 Defining an EDI Message 

A specific type of EDI message may be defined for use as part of an EDI Message Definition or a 

group of EDI messages. Note that EDI Messages can only be profiled against the Global Data 

Definitions.  

From the Global Data Definitions Actions view select to create a new EDI Message. This will 

change the information panel to the view as illustrated by Figure 184. 
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Figure 184 - Message definition 

A unique name for this message definition is required to allow you identify this EDI Message 

throughout the system. A description may be entered but is not mandatory. 

The Message Definition Details group box allows the details of the message you wish to qualify 

to be entered. None of the fields are mandatory which means you may leave the field blank. 

When a field is left blank the EDI Message Definition will apply to any possible value within 

that field.  A short description of each field is discussed below.  

 Syntax – The EDI syntax of the message, for example Edifact, UNGTDI, VDA, X12 ISA etc. 

 Type – The name you type in here must correspond to the message type as defined by the 

standards body responsible for the message. For an EDIFACT message, the type can be 

found in the second element of the UNH service segment, e.g.: DELFOR for a Delivery 

Forecast message, DELINS for a Delivery Instruction message. For a VDA message, type in 

the 4-digit name of the message e.g. 4905 for a Release message, 4915 for a Call-Off 

message. 

 Version – This field is only applicable to EDIFACT and EDIFACT V4 messages. Use this field 

to specify the version of messages to be handled by this Message Definition. The version 

you type in here must correspond to the message version as given in the UNH segment of 

the incoming message, e.g. DELFOR:D:96A. 

 Release – This field is only applicable to EDIFACT and EDIFACT V4 messages. Use this field 

to specify the release code of messages to be handled by this Message Definition. The 

release code you type in here must correspond to the release code as given in the UNH 

segment of the incoming message, e.g. DELFOR:D:96A. 
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 Common Access Reference – This field is only applicable to EDIFACT and EDIFACT V4 

messages. Use this field to specify the common access reference code of messages to be 

handled by this Message Definition. The common access reference code you type in here 

must correspond to the common access reference code as given in the UNH segment of 

the incoming message. 

 Controlling Agency – This field is only applicable to EDIFACT and EDIFACT V4 messages. Use 

this field to specify the controlling agency of messages to be handled by this Message 

Definition. The controlling agency you type in here must correspond to the controlling 

agency as given in the UNH segment of the incoming message. 

 Application Reference – This field is only applicable to EDIFACT and EDIFACT V4 messages. 

Use this field to specify the application reference of messages to be handled by this 

Message Definition. The application reference you type in here must correspond to the 

application reference as given in the UNB segment of the incoming message. 

 Live, Test, Both – This field is only applicable to EDIFACT and EDIFACT V4 messages. Use 

this field to specify the test indicator of messages to be handled by this Message 

Definition. The test indicator can be set to Live, Test or Both. The test indicator defined 

here must correspond to the test indicator as given in the UNB segment of the incoming 

message. 

Once you have completed defining your EDI Message Definition press the Save button to save 

the Message Definition to the EPIC database. You may then use the Message Definition as part 

of an EDI Message Group or an EDI Data Definition. 

7.4.3 Defining an EDI Message Group 

A collection of EDI messages may be defined to group EDI Message Definitions together. For 

example you may wish to create a group of different types of invoice messages. Note that EDI 

Message Groups can only be profiled against the Global Data Definitions. 

From the Global Data Definitions Actions view select to create a new EDI Message Group. This 

will change the information panel to the view illustrated by Figure 185.  
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Figure 185 - Message definition group 

A unique name for this message group is required to allow you identify this EDI Message Group 

throughout the system. A description may be entered but is not mandatory. 

To add an existing Message Definition to the group press the Add button. To remove a 

Message Definition from the group click on the Message Definition you wish to remove and 

then press the Remove button. To define a new Message Definition select the New button. 

You can edit an existing Message Definition by adding to the group, highlighting it and pressing 

the Edit button. 

7.4.4 Defining an EDI Data Definition 

An EDI Data Definition can be used to define valid EDI data in terms of messages type and by 

EDI codes. From the Data Definitions Actions view select to create a new EDI Data Definition. 

This will change the information panel to the view as illustrated by Figure 186. 
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Figure 186 - EDI data definition 

7.4.4.1 Overview 

The Overview tab should be completed by specifying a unique name that allows you to identify 

this Data Definition throughout the system. A description may be entered but is not 

mandatory. If you wish to make this data definition company specific then select the company 

you wish to link this data definition to from the company drop down menu. 

The Interchanges drop down menu allows you to configure that this data source should only 

match for files that contain multiple EDI interchanges within a single disk file or a single EDI 

interchange within a single disk file. 

The ‘Match specific EDI codes’ check box shown on this page changes the way in which the EDI 

Data Definition is defined. When this option is selected the content of the Trading Partners tab 

will be changed to allow you to add origin and destination Trading Partners.  An additional tab 

will be added to allow you to add origin and destination EDI Codes. This option allows the 

specification of Trading Partners and EDI codes to be specific to the origin and destination of 

the EDI message. 

7.4.4.2 EDI Messages 

This tab is separated into two distinct sections, the top half allows individual EDI Message 

Definitions to be added to the EDI Data Definition. The lower half of the tab allows for EDI 

Message Groups to be added to the EDI Data Definition. From this tab you can create, add, edit 

and remove EDI Message Definitions or Message Groups by clicking on the appropriate button.  
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Figure 187 - EDI data definition - EDI messages 

7.4.4.3 Trading Partners 

The Trading Partners tab has two different modes depending on the selection of the ‘Match 

specific EDI codes’ option specified on the Overview tab.  

With the ‘Match specific EDI codes’ option to false the Trading Partners tab is separated into 

two sections. The top half for Trading Partners for this EDI Data Definition to match to and the 

bottom half for EDI codes that this EDI Data Definition should match to. From this tab trading 

partners may be added, removed, defined or edited. EDI codes may only be added or removed 

from the EDI Data Definition. This screen is illustrated below: 
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Figure 188 - EDI data definition - Trading partners 

Any inbound files with an origin EDI code matching one of the EDI codes in the list or an EDI 

code of one of the trading partners in the list will be matched to the Data Definition.  Any 

outbound files with a destination EDI code matching one of the EDI codes in the list or an EDI 

code of one of the trading partners in the list will be matched to the Data Definition.   

With the ‘Match specific EDI codes’ option set to true the Trading Partners tab is separated 

into two different sections. The top half for originating trading partners and the bottom half 

for destination trading partners. From this tab destination and originating trading partners may 

be added, removed, defined or edited. This screen is illustrated below. 
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Figure 189 - EDI Data definition - Advanced trading partners 

Any inbound files with an origin EDI code matching an EDI code of one of the trading partners 

in the origin trading partners list will be matched to the Data Definition.  Any outbound files 

with a destination EDI code matching one of the trading partners in the destination trading 

partners list will be matched to the Data Definition.  

7.4.4.4 EDI Codes 

The EDI codes tab is only available when the ‘Match specific EDI codes’ option set to true. This 

tab is separated into two different sections the top half for Origin EDI codes and the bottom 

half for Destination EDI codes. EDI codes should be defined against Internal Companies or 

Trading Partners and then added and removed from an EDI Data Definition using this tab page. 
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Figure 190 - EDI data definition - EDI codes 

Any inbound files with an origin EDI code matching one of the EDI codes in the Origin EDI code 

list will be matched to the Data Definition.  Any outbound files with a destination EDI code 

matching one of the EDI codes in the destination EDI code list will be matched to the Data 

Definition.   

7.4.4.5 Advanced 

The Advanced tab contains two additional Data Definition Conditions as illustrated below. 

Figure 191 - EDI data definition - Advanced 

The File Encoding group box allows you to specify that files matching this EDI data definition 

must be in one or more of the selected file encoding. For example you may wish to define an 

EDI Data Definition for all files encoded in EBCIDIC so that a workflow can be set up to convert 

the file encoding before performing any other Workflow Jobs. 

 

 



    

Administrative Tasks 243 

The EDI Security Status allows you to specify the message and interchange level security of the 

file. This may be set to one or more of the following values: 

 No security – No EDIFACT security segments in the received data. 

 Signed – The received data contains one or more digital signatures in EDIFACT security 

segments. 

 AUTACK response – The received data is an AUTACK response message. 

7.4.5 Creating a Custom Document Definition 

Custom document definitions allow you to specify information about one or more of your own 

file types that will allow the analyse to recognise your files. Click the New button on the Data 

Definitions Actions view and select Custom Document. The following view will be shown. 

Figure 192 - Custom Document 

Give the definition a name that is meaningful to you, and add a description if required. Next 

define your file format. The supported formats are: 

 Flat files with delimited records (ending in a carriage-return line-feed or other). If you 

select this type you will also need to select the delimiter. 
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 Flat fields with fixed length records. If you select this type you will also need to enter the 

record length. 

 Character-separated values. If you select this type you will also need to select the record 

delimiter and the CSV separator character. You may optionally specify a quote character if 

field values in the file may be quoted. 

Next you need to define some fields in the document that will allow the analyser to recognise 

your files. The first field must be defined, the rest are optional: 

 Record type. Used to define where in each record the type field is located and the record 

type that identifies your document. The type field will usually be at the start of the record. 

For instance, if the first record in your files always looks like this ‘HDRDOC010000100002’ 

the type field may be defined as ‘HDR’ at position 1, length 3. A file entering the Analyse 

job must have the value ‘HDR’ in the first three characters to match the definition. 

 Document type. Used to define a record and field where an additional document type 

identifier is to be found. For instance, in the previous example, the text ‘DOC’ immediately 

following the record type ‘HDR’ is used to represent the document type. You would enter 

‘HDR’ with a position of 4 and length of 3 to indicate that the value for document type is to 

be found on the ‘HDR’ record at this location. The document type is used when creating a 

Non-EDI Data Definition using this custom document. 

 Sender code and receiver code. Allow you to extract values representing sender 

(originator) and receiver (destination) codes from your document types. These work in the 

same way to the document type field, in that you enter the record type where the 

required data is to be found. 

In all cases, where the file format is CSV it is only necessary to enter the field number rather 

than the position and length. The field number uses a 1-based index so for instance, the record 

‘REC,AAA,BBB’ has field with value ‘AAA’ at field number 2. 

The Fields tab on this view allows you to define additional fields from which data can be 

extracted. 
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Figure 193 - Custom Document (Fields) 

You can specify fields by record type, position and length and associate them with 

placeholders in the form %DEF-XXX% where ‘XXX’ is replaced with your name for the 

placeholder. For instance, if your file contains a record like this ‘REC000100020003’ then you 

can extract the value ‘0003’ by defining a placeholder ‘%DEF-VAL%’ for rec type ‘REC’ position 

12, length 4. Then when ‘%DEF-VAL%’ is referenced in any job after the Analyse job it will have 

the value ‘0003’. 

7.4.6 Creating a Non-EDI Data Definition 

Non-EDI data definitions allow you to create definitions for non-EDI types, either generally, or 

for specific types that EPIC can recognise. In particular, you can create a definition to associate 

with a custom document type for your own file format. Click the New button on the Data 

Definitions Actions view and select Non-EDI Data Definition. The following view will be shown. 
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Figure 194 - Non-EDI Data Definition 

Give the definition a name that is meaningful to you, and add a description if required. Next 

select a document format from the drop down list. This will include any custom document 

types you have defined. The value you enter for the type field will be matched with the value 

for document type extracted from the source file. 

7.5 Data Sources Tasks 

7.5.1 Creating Data Sources 

Data Sources can be used for two different purposes, for the qualification of workflow 

behaviour and as a mechanism for importing files into EPIC. Data Sources may be either Global 

or Company Specific. 

A global Data Source can be added to the system by expanding the Global Workflows folder in 

the tree view and selecting the Data Sources node. This should display the Data Sources 

Actions view in the navigation panel. From this view, press the New button to create and 

define the new Data Source you require. Error! Reference source not found. illustrates this 

rocess. 
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Figure 195 - Adding a global data source 

Company Specific Data Sources can be added to the system by expanding the Company 

Specific Workflows folder, selecting the desired company and opening the Data Sources tab 

page. From this view, press the Add button to create and define the new Data Source you 

require. Figure 183 illustrates this process. 

Figure 196 - Adding a company specific data source 
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7.5.2 Defining a Directory Data Source 

A Directory Data Source allows a file directory on a local disk or network to be monitored for 

new files placed into the directory, when files are detected in the directory they are imported 

into EPIC and queued onto a Workflow defined by the Directory Data Source. 

To add a new Directory Data Source click add and select Directory Data Source from the Data 

Sources Actions view. This will change the information panel of the Administrator to a view for 

a new Directory Data Source as illustrated by Figure 197. 

Figure 197 - Directory data source 

The Overview tab is separated into three different sections. The Overview allows you to specify 

a name of the Directory Data Source. This name must be unique and will be used throughout 

the system to identify the Data Source. A description may be entered but is not mandatory. If 

you wish to make this data source company specific then select the company you wish to link 

this data source to from the company drop down menu. 

The Workflow group box allows you to specify which postbag files received from this directory 

will be submitted to. When a file is detected by the monitored directory a new workflow 

queue item will be created for the file and the queue item will be submitted to the postbag’s 

originators workflow. If the unsorted postbag is selected you may specify the workflow which 

you wish to execute and a service class override if appropriate. 

The Directory details group box allows you to configure the directory that you wish to monitor. 

You should enter the file path of the directory from the server in the text box. If this is a 

location on your network then you should define the path using Universal Naming Convention 

(UNC).  
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If you wish to monitor a directory for files with a specific name you may enter a filename mask. 

For example if you wanted to monitor the directory for files with an extension of EDI then you 

would type *.edi as the filename mask. 

When the monitoring check box is checked the directory will be monitored at all times once 

this directory data source has been saved. It may be you do not want to monitor this directory 

at all times and routinely check or poll the directory.  

When the monitoring check box is checked EPIC relies on Windows notifications to tell it when 

a file has been copied to a directory. If the directory is an NFS share (on a non-Windows 

system), or a Novell share, these notifications are not generated and EPIC does not know 

about new files. The only exception to this is that, when first started, EPIC checks all of the 

monitored directories, as there may have been notifications which occurred whilst EPIC was 

not running. 

If you are using an NFS share or a Novell share, you should deselect the Monitoring check box, 

then configure EPIC to look in the directory periodically. To configure directory polling then 

you will need to configure a new Event Action. Event actions are discussed in section 8 of this 

manual. 

7.5.3 Defining a Command Data Source 

A Command Data Source can be created to allow users to use commands (maybe from a batch 

file, or via a GUI) to import a file or files into EPIC and place the files onto a new Workflow 

Queue Item. 

To add a new Command Data Source click add and select Command Data Source from the Data 

Sources Actions view. This will change the information panel of the Administrator to a view for 

a new Command Data Source as illustrated by Figure 198. 

Figure 198 - Command data source 

The Overview tab is separated into two different sections. The Overview section allows you to 

enter a name for this Command Data Source. The name of the command data source should 
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be unique among the other Command Data Sources but it can be set to whatever you wish it 

to be. The name is a unique identifier, enabling you to recognise it easily when you want to use 

this Data Source. A description may be entered but is not mandatory. If you wish to make this 

data source company specific then select the company you wish to link this data source to 

from the company drop down menu. 

The Workflow group box allows you to specify which postbag files received from this command 

data source will be submitted to. When a file is submitted a new workflow queue item will be 

created for the file and the queue item will be submitted to the postbag’s originators 

workflow. If the unsorted postbag is selected you may specify the workflow which you wish to 

execute and a service class override if appropriate. 

7.5.4 Defining a Communications Data Source 

A Communications (Comms) Data Source can be created for use in the qualification of 

Workflow behaviour. It may be that you only want a specific job on a Workflow to run if the 

Data Source matches of the Workflow queue tem the definition of the data source, or it may 

be that you want to select a Workflow to execute based on if the Data Source of the Workflow 

queue item matches one of the Data Sources defined.  

To add a new Comms Data Source click add and select Comms Data Source from the Data 

Sources Actions view. This will change the information panel of the Administrator to a view for 

a new Comms Data Source as illustrated by Figure 199.  

Figure 199 - Communications data source 

The Overview tab of the Comms Data Source is separated into three distinct sections. The 

Overview section allows you to enter a name for this Comms Data Source. This name must be 

unique and will be used throughout the system to identify the Data Source. A description may 
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be entered but is not mandatory. If you wish to make this data source company specific then 

select the company you wish to link this data source to from the company drop down menu. 

The Filename mask text box allows you to qualify this data source by the Virtual Filename of 

the received file. This option only applies to files received over OFTP. You may use the asterisk 

character (*) to signify one or more unspecified characters. You may use the question mark 

character (?) to signify one unspecified character. 

The Protocol combo box allows you define the protocol that this data source should qualify. 

For example you may wish to define a data source for OFTP files and a different data source for 

AS2 files. You may either select a specific protocol for this data source, or allow files arriving 

via all protocols to be handled. 

The Forward files only check box is for use in a clearing centre environment. It specifies that 

only files received that are to be forwarded on to another destination will be matched to this 

data source.  This applies to files received where the destination mailbox is defined on an 

external network.   

The Originator and Destination details group boxes can be used to further qualify this data 

source by specifying the network and mailbox by which this file originated or is destined.  

7.5.5 Defining an MQ Data Source 

WebSphereMQ (formerly MQ series) is a consistent mechanism to allow for the exchange of 

messages between applications running upon differing platforms. In order to import files from 

a WebSphereMQ system an MQ data source should be defined. For more details on using MQ 

please refer to section 11 of this manual. 

To add an MQ data source click add and select MQ Data Source from the Data Sources Actions 

view. This will change the information panel of the Administrator to a view for a new MQ Data 

Source as illustrated by Figure 200.  
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Figure 200 - MQ data source 

The Overview tab of the MQ Data Source is separated into three distinct sections. The 

Overview section allows you to enter a name for this MQ Data Source. This name must be 

unique and will be used throughout the system to identify the Data Source. A description may 

be entered but is not mandatory. If you wish to make this data source company specific then 

select the company you wish to link this data source to from the company drop down menu. 

The Workflow group box allows you to specify which postbag files received from this MQ data 

source will be submitted to. When a file is retrieved from the MQ data source a new workflow 

queue item will be created for the file and the queue item will be submitted to the postbag’s 

originators workflow. If the unsorted postbag is selected you may specify the workflow which 

you wish to execute and a service class override if appropriate. 

The details section of the Overview tab allows you to select the MQ queue which you wish to 

poll for data. You will need to set up an event action that links to this MQ Data Source. For 

more details on MQ configuration please refer to section 11 of this manual. 

7.6 Workflow Selector Tasks 

7.6.1 Creating Workflow Selectors 

Workflow Selectors may be either Global or Company Specific. 

A global Workflow Selector can be added to the system by expanding the Global Workflows 

folder in the tree view and selecting the Workflow Selectors node. This should display the 

Workflow Selectors Actions view in the navigation panel. From this view, press the New button 

to create and define a new Workflow Selector. Figure 201 illustrates this process. 
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Figure 201 - Adding a global workflow selector 

Company Specific Workflow Selectors can be added to the system by expanding the Company 

Specific Workflows folder, selecting the desired company and opening the Workflow Selectors 

tab page. From this view, press the Add button to create and define a new workflow selector. 

Figure 202 illustrates this process. 

Figure 202 - Adding a company specific workflow selector 
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Both of these methods will change the information panel of the Administrator to a view for a 

new Workflow Selector as illustrated by Figure 203, where you can set the details of the new 

Workflow Selector. 

Figure 203 - Workflow selectors 

7.6.2 Defining a Simple Workflow Selector 

A Workflow selector consists of a number of different criteria when a Postbag file matches the 

criteria of a Workflow Selector the Workflow associated with the Workflow Selector is 

executed. A simple Workflow Selector is a selector that only contains a maximum of one value 

for any of the possible criteria of a Workflow Selector. The options available on the Overview 

tab of Workflow Selectors are sufficient to configure a simple Workflow Selector. 

7.6.2.1 Overview 

The Name text box should be completed with a name that allows you to identify this Workflow 

Selector throughout the system. A description may be entered but it is not mandatory. 

The selection group box as illustrated by Figure 204 defines the criteria by which a Postbag file 

is matched to a simple Workflow Selector. 

Figure 204 - Simple workflow selector 
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The Company drop down box allows this workflow selector to be company specific and linked 

to a company defined within EPIC.  

If you wish to make this data definition company specific then select the company you wish to 

link this data definition to from the company drop down menu. 

If you wish this selector to match against Postbag files of a specified type (recipient or 

originator) then select the type from the combo box. For example if you only ever wish for 

Postbag files of type originator to be matched to this Workflow Selector you would select 

originator from the Postbag file type combo box. 

If you wish this selector to match for Postbag files from a specific data source, for example 

from a specific OFTP network or monitored directory then select the data source from the 

drop down list. If you have not already defined your data source then you can add new data 

sources at this point by selecting one of the options entitled ‘Add new … data source’. If you 

wish to specify a Workflow Selector that can match to multiple Data Sources then you will 

need to navigate to the Advanced Conditions tab. 

If you wish this selector to match against Postbag files based on the type of data being 

processed by the workflow, for example an EDI message type of Edifact INVOIC then select a 

Data Definition from the drop down list. If you have not already defined your Data Definition 

then you can add a new Data Definition at this point by selecting one of the options entitled 

‘Add new … data definition’.  If you wish to specify a Workflow Selector that can match to 

multiple Data Definitions you will need to navigate to the Advanced Conditions tab.  

The Workflow group box as illustrated by Figure 205 configures the Workflow that should be 

executed when a Postbag file is matched to this Workflow Selector.  

Figure 205 - Workflow selector – Execute workflow 

The Workflow drop down allows you to specify the Workflow that should be executed. If you 

have not defined your Workflow at this point you may create the Workflow from here by 

selecting the ‘Add new workflow’ option. 

The Error workflow option allows you to specify the Workflow that should be executed if this 

Workflow fails and an error Workflow has not already been defined against the selected 

Workflow to execute.  

The Service class option allows you to override the service class level at which the Workflow to 

execute should be run.  

7.6.2.2 Workflow 

The Workflow tab page allows you to view and edit the Workflow that has been selected to 

execute when a Postbag file is matched to the Workflow selector being defined.  The tab is 

separated into two different sections. The top half of the tab shows the name and description 
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Workflow that is to be executed. The bottom half of the tab displays the jobs configured for 

the Workflow. This tab is illustrated by Figure 206.  

Figure 206 - Workflow selectors – Workflow tab. 

Modifications may be made to the Workflow by clicking the Edit button on this tab page. 

7.6.3 Defining an Advanced Workflow Selector 

A Workflow Selector is defined as advanced when multiple criteria of one type are specified for 

the Postbag file to match to. For example a Workflow Selector could be configured to match to 

a Postbag file when the file was received from an OFTP network data source or an AS2 OFTP 

network source. This would be achieved by adding multiple Data Source definitions to the 

Workflow Selector.  

7.6.3.1 Advanced Conditions 

Advanced Workflow Selectors may be configured from the Advanced Conditions tab of the 

Workflow Selector information panel view as illustrated by Figure 207.  
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Figure 207 - Workflow selectors - Advanced conditions 

This tab is separated into two different sections. The top section allows you to add, create, edit 

and remove multiple Data Sources to the Workflow Selector. The bottom section allows you to 

add, create, edit and remove Data Definitions to the Workflow Selector. 

7.6.3.2 Automated Activation 

Automated activation is for those users who prefer to build up a collection of queue items for 

processing, rather than allowing each queue item to be processed as soon as it arrives in the 

system. 

Activation can be triggered either by the number of queue items that have been collected, or 

by a specified event. 

You can also deactivate the workflow selector when the number of queue items falls to a 

specified number or when another specified event occurs. 

Figure 208 illustrates the tab page of Workflow selectors used to configure Automated 

Activation.  
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Figure 208 - Workflow selector - Automated activation 

This tab page is divided into two sections: Activation thresholds and Event based activation. 

Activation thresholds 

This section allows you to trigger the activation of the workflow selector according to the 

number of queue items that have been collected for processing by this workflow selector. 

Select the “Activate when number of queued files reaches” tickbox, then either type in a 

number in the field alongside, or use the up and down arrows, to set the number of queued 

files to your requirements.  

To avoid the situation of too few queue items entering the system, meaning that activation will 

never be triggered, you should also set up a suitable event in the section below, which will 

serve as a failsafe mechanism.  

For example, you could set the number of queued files to 50, to trigger activation. In case the 

number of files never reaches 50, you could select, or set up from new, an event that will 

activate the workflow selector at a specific time each day. 

You can also deactivate the workflow selector when the number of queued files falls to a 

certain number. To do this, Select the “Deactivate when number of queued files falls to” 

tickbox, then either type in a number in the field alongside, or use the up and down arrows, to 

set the number of queued files to your requirements. The value you choose does not have to 

be zero, but this is the most logical value to use. 

Event based activation 

This section allows you to trigger the activation of the workflow selector when a specified 

event or schedule occurs within EPIC. The workflow selector can also be deactivated by 

another event or schedule.  
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Use the first dropdown list (Activate) to select the event or schedule you wish to trigger the 

activation of the workflow selector. Of course, if the event you choose does not occur, then 

the workflow selector will not be activated. 

If required, use the second dropdown list (Deactivate) to select the event or schedule you wish 

to trigger the deactivation of the workflow selector. Of course, if the event you choose does 

not occur, then the workflow selector will not be deactivated. 

In both the Activate and Deactivate fields is the option “Add new event schedule”. If you select 

this option, a dialog will appear, allowing you to define a new schedule. 

7.7 Trading Partner Relationship Tasks 

7.7.1 Creating a Trading Partner Relationship 

To create a trading partner relationship you must first decide at what level the relationship 

should be at. Relationships can be associated with a company (and its locations or EDI codes) 

or globally.  When any given file is matched, the file will first match relationships on location or 

EDI code (non-EDI or EDI) then on any company relationships and finally on the global 

relationships, though it is possible to turn off company and global relationship checking on a 

‘Match Relationship’ job. 

A company relationship can be added to the system by clicking on that companies node in the 

Workflow tree view, underneath the Company Specific root node. This brings up the 

companies page, with a tab page for Trading Partner Relationships. 

 

Figure 209 - Trading Partner Relationship tab page 

At first, all types of relationships associated with the company are shown, but the tree view 

allows you examine the relationships for each EDI code, location or those just linked to the 
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company.  To configure a relationship you must determine whether the files you wish to match 

are EDI or Non-EDI and what EDI codes or locations are profiled to set the relationship against.  

If this relationship applies to all files for this company, then the relationship should be set 

against the ‘Company’ tree node. 

Clicking on the ‘Edit’ button will switch the trading partner relationships editor into edit mode. 

Any changes made from this point onwards are not saved until the ‘Save’ button has been 

clicked. To add a relationship select the either EDI code, location or the Company node and 

click ‘Add’. 

 

Figure 210- Adding a new trading partner relationship 

The dialog allows you to specify the settings for a Trading Partner Relationship. A relationship 

can either ‘Accept’ or ‘Reject’ files that are matched to it. If they are rejected then files will not 

match to any other relationships in the system. 

The matching criteria section permits three ways to match to a file. If ‘Any’ is set on all of these 

matching criteria, every file will be matched.   The first of the matching criteria is the postbag 

file type, or direction. This is whether the file is an originator or recipient file.  The second 

matching criteria is the Data Sources, or how the file entered  the EPIC system. Finally, the last 

matching criteria is the Data Definitions that the file matched to. 

Additionally, a trading partner relationship can be associated with a Map. This is performed 

after the relationship has been matched too.  It is not possible to associate a Map with a 

relationship that rejects files. 

Adding a global trading partner relationships follows the same logic, although it is not 

associated with any EDI Codes or Locations. This is accessible by clicking on the ‘Global 

Workflows’ tree node. 
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Figure 211 - Global trading partner relationships 

7.7.2 Using Trading Partner Relationships 

Trading partner relationships can be used to validate the files sent too or from a particular 

trading partner or company. An example would be a trading partner that was only allowed to 

send EPIC invoice messages.  Several data definitions would be profiled that matched the 

different types of invoice messages that they could possibly send.  Assuming they have been 

allocated a single EDI code, we would go to the trading partner relationships editor for that 

company and select that specific EDI Code to add relationships against.  A sample relationship 

for this purpose would look like this: 
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Figure 212 - Adding an Invoice relationship 

We also need to prevent them from sending any other types of message. This would require a 

reject relationships at the company level with all its criteria set to ‘Any’.  All files that reach this 

match will be rejected. 

 

Figure 213 - A reject relationship 

This now means that unless a file matched the EDI Code specified and the Invoice data 

definitions profiled, it would be rejected and not match to any relationships.  On the originator 

workflow of the trading partner we can specify the ‘Match Relationship’ job: 
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Figure 214 - Match to Relationship job 

We can now be assured that strict rules have been enforced on the data being received from 

this trading partner on this workflow.  In order to determine precisely what happens when the 

relationship is matched or not matched you can edit the ‘Return Code Actions’.  In this case, 

any file that is not match or rejected is being sent to the ‘Email me’ workflow: 

 

Figure 215 - Match relationship return code actions 
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7.8 Handling Workflow Errors 

Workflows Queue Items may fail for any number of different reasons. EPIC has been designed 

to handle Workflow errors and provide mechanisms for error handling. Error handling within 

EPIC has been designed to work on different levels. By having error handling on a number of 

different levels this provides different error handling depending on where the error has 

occurred.  

The three different levels of error handling within EPIC are: 

 Job Errors 

 Workflow Errors 

 Workflow Selector Errors 

7.8.1 Configuring Job Errors 

Job error handling provides the lowest level of error handling. Job level error handling can be 

used to specify that when a given Job on a Workflow fails a certain action should be 

performed. The action performed can be one of a number of different pre-determined actions. 

For example you may wish to move to a different Job in the current Workflow or move to a 

different Workflow all together.  

If error handling has not been configured on the job level then error handling configured 

against the Workflow will be used. 

To configure Job Error handling, you will need to configure a new Job Return Code Action. 

Information on defining Job Return Code Actions can be found in section 7.3.10 of this 

document. 

7.8.2 Workflow Errors  

Workflow error handling provides the middle level of error handling. When an error occurs 

within a Workflow and Job level error handling has not been defined then an Error Workflow 

may be executed. An Error Workflow can be configured in the same way as any other 

Workflow within EPIC. For example you configure an Error Workflow to send an email to the 

system administrator when an error has occurred within a Workflow. 

To set an Error Workflow against a Workflow, define the Error Workflow in the usual manner 

as described by section 0 of this document. Then edit the Workflow on which you wish to use 

the Error Workflow to handle errors. From the Overview tab you should be able to specify an 

Error workflow, select the Workflow you wish to use from the drop down box. This is 

illustrated by Figure 216 where the Error workflow has been set to execute the Workflow 

entitled ‘Workflow error handler’.  
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Figure 216- Workflow – Error workflow 

If an Error Workflow has not been specified against a Workflow and the Workflow being 

executed was chosen by a Workflow Selector then error handling configured against the 

Workflow Selector will be used.  

7.8.3 Workflow Selector Errors 

Workflow selector error handler provides the highest level of error handling in EPIC. If an error 

occurs on a Workflow job where Job level error handling and Workflow level error handling 

has not been defined then Workflow selector error handling will be used. Workflow selector 

error handling only ever applies if the current Workflow is being executed as a result of a 

Workflow Queue Item being matched to a Workflow Selector.  

Workflow selector error handling allows an Error workflow to be defined against the selector. 

In a similar way to Workflow error handling the error Workflow will be executed whenever 

Workflow selector error handling is used. 

To set an Error Workflow against a Workflow selector, define the Error Workflow in the usual 

manner as described by section 0 of this document. Then edit the Workflow Selector on which 

you wish to use the Error Workflow to handle errors. From the Overview tab you should be 

able to specify an Error workflow from the Workflow group box, select the Workflow you wish 

to use from the drop down box. This is illustrated by Figure 217 where the Error workflow has 

been set to execute the Workflow entitled ‘Workflow Selector error handler’.  

Figure 217 - Workflow selector - Error workflow 

If an Error Workflow has not been specified against the Workflow Selector being used and an 

error occurs an event will be added to the Workflow Queue Item indicating that an Error 

workflow could not be found.  
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8 Events 

8.1 Events, Schedules, Actions 

EPIC can be configured to perform various actions in response to events. This capability might 

be used, among other things, to carry out some process or check according to a schedule, or to 

inform the user of some error or other significant event. The key concepts supporting this 

mechanism are: 

 Scheduled events. A scheduled event is one that is raised either once or periodically after 

some configured interval of time. EPIC is installed with a number of regular schedules 

defined already, and more can be added as required. 

 Application events. An application event is one that is raised on one of a predefined list of 

occurrences. Many scheduled events are communications related (call started or ended, 

file or acknowledgement sent or received, etc.) 

 Event actions. An event action is an action performed by EPIC in response to either a 

scheduled or application event. It is possible to configure multiple actions in connection 

with a single event, in which case the performance of each event may be contingent upon 

the outcome of the previous one. 

8.2 Event Manager, Event Action Processors 

Events and actions are handled in EPIC by two different tasks:  

 A single instance of the event manager task is required somewhere in the server 

installation. The role of the event manager includes managing system timers used for 

raising scheduled events, receiving notifications for raising application events, associating 

events with actions according to system configuration and allocating actions for 

processing. 

 One or more instances of the event action processor task are required in the installation. 

Each action that is to be processed in response to a scheduled or application event is 

submitted for processing by the event manager. The action is then performed by the event 

action processor and the result returned to the event manager. 

In most cases, the event manager and a single event action processor will be run on the master 

server. There will be a need to add event action processors and/or deploy an event action 

processor on a satellite server only if:  

 EPIC is configured to perform a large number of event actions in the normal course of 

operation. 

 Event actions are expected to take significant time. Typically this will only be the case 

where the action is to run an external application and EPIC is required to wait until it 

completes. 
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8.3 Event Tasks 

8.3.1 Schedules 

Schedule definitions are located on the ‘System’ tab of the Administrator client’s navigation 

panel. When the Schedules node is selected in the navigation panel, the information panel 

shows either the actions view or a list of schedules. The actions view is shown below. 

Figure 218 - Schedules (Actions) 

From this view you can: 

 Click the New button to add a new schedule. 

 Click the View button to show the list of schedules. 

The schedules list is shown below: 
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Figure 219 - Schedules (List) 

From this view you can: 

 Use the Add, Edit and Delete buttons to manage the collection of schedules. 

 Double click on an item to show details in the information panel. 

From either view you can: 

 Right-click the Schedules node in the navigation panel to show a menu that includes the 

option to add a new schedule. 

 Left-click the node for any schedule in the navigation panel to show details of that schedule 

in the information panel. 

The information panel, displaying a new Schedule, is illustrated by Figure 220. 

 



270 Events 

Figure 220 - Creating a schedule 

This control is separated into two different tabs, Overview and Details. The Overview tab 

allows you to enter a Name to identify this Workflow Selector throughout the system. A 

description may be entered but it is not mandatory. Then enabled check box allows you to 

disable the schedule from running.  

The Details tab as illustrated by Figure 221 can be used to configure the schedule.  

Figure 221 - Schedule - Details 

The Style drop down allows you configure the number of times the schedule should occur 

before it is de-activated. The raise event from allows you configure the date at time at which 

this schedule should be activated. If you wish to raise the event when the EPIC server starts 

this may be specified the delay can be used to determine the number of minutes after the 

server has started that the schedule should occur. The recurrence schedule allows you to 

configure the interval for the running of this schedule once it has been activated. 
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8.3.2 Event Actions 

Schedule definitions are located on the ‘System’ tab of the Administrator client’s navigation 

panel. When the Event Actions node is selected in the navigation panel, the information panel 

shows either the actions view or a list of events. The actions view is shown below. 

Figure 222 – Event Actions (Actions) 

From this view you can: 

 Click the New button to add a new event action. 

 Click the View button to show the list of event actions. 

The event actions list is shown below: 
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Figure 223 – Event Actions (List) 

 

From this view you can: 

 Use the Add, Edit and Delete buttons to manage the collection of event actions. 

 Double click on an item to show details in the information panel. 

From either view you can: 

 Right-click the Event Actions node in the navigation panel to show a menu that includes the 

option to add a new Action. 

 Left-click the node for any Event Action in the navigation panel to show details of that 

Action in the information panel. 

When viewing or editing an event action in the information panel the following pages are 

available: 

 Overview 

 Event Criteria 

 Advanced Actions 

These pages are described in the following sections. 

8.3.2.1 Overview 

The overview page for the Event Action definition is shown below. 
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Figure 224 - Event Action (Overview) 

The main features shown on this view are: 

 The name can be anything you choose as it is used only to identify the action in the 

Administrator application and in the system log. 

 The action can be enabled or disabled using the check box. Typically you will disable an 

action when you want to suspend it temporarily, rather than removing it from the system 

altogether. 

 You must select an event or schedule that will trigger the event action. The drop-down list 

includes all of the schedules you have defined and all of the pre-defined application events 

that are raised automatically by EPIC. In the example above, the action will be triggered 

when a call to a trading partner fails. 

 You must also select an action to be performed when the selected schedule or event is 

raised. The drop-down list of actions contains all of the single actions available. When you 

pick one, a dialog will be displayed for you to enter any additional parameters that may be 

required. To display the list of parameters at any other time click the Configure button. In 

the example above, the action chosen is to send an SNMP trap; the additional parameters 

required include the IP address of the SNMP receiver and the event code. 

You may choose additional actions to associate with the schedule or event from the Advanced 

Actions page. 
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8.3.2.2 Event Criteria 

The event criteria page for the Event Action definition is shown below. 

Figure 225 - Event Action (Criteria) 

This page allows you to configure criteria used to filter when the action is performed. The 

criteria available depend on the application event that triggered the action (there are never 

any additional criteria associated with schedules). In this example, the event can be limited to 

cases where the call that failed was with a specific network and/or in a specified direction. 

Double click on any criterion in the list to edit the details in a dialog. 

8.3.2.3 Advanced Actions 

The advanced actions page for the Event Action definition is shown below. 
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Figure 226 - Event Action (Advanced) 

This view is used to manage multiple event actions associate with the triggering schedule or 

application event chosen on the overview page. The main features shown on this view are: 

 There is a list of actions to perform. The first action shown in the list is the single action 

selected on the overview page. Use the Add and Remove buttons to manage the collection 

of actions to be performed. Use the up and down arrow buttons to change the order in 

which actions are performed. 

 There is also a list of parameters associated with the selected option. The parameters 

shown vary according to the action selected in the upper list. You can double click on an 

entry to show a dialog box for editing the parameter. 

 The action mode selection determines whether an action is performed depending on the 

outcome of the previous action. The (self-explanatory) options are ‘Continue on error’, 

‘Stop on error’ and ‘Stop on success’ (there is no specific mode to ‘Continue on success’ as 

this is implicit in both of the first two options). 
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9 User Security 

User security is a feature of EPIC which, if used as intended, guarantees the security of the 

system within your company. Although you do not have to enforce any security measures, it is 

advisable, at the very least, to prevent unauthorised users from gaining access to any part of 

EPIC.  

User security serves two purposes: 

 To stop unauthorised users from accessing the system 

 To restrict authorised users' permissions within the system 

User security is turned on or off at a global level (i.e. it affects all the applications). When 

turned on, it can be set to one of three modes: 

 Use EPIC's own security 

 Use Windows NT security 

 Use Mixed Mode security which combines both EPIC’s own security and Windows NT 

security. 

9.1 EPIC's own security 

EPIC security is built into the system, but has to be selected explicitly if you want to use it.  

For full security to be maintained, someone at your company must be designated to manage 

the security settings from within the EPIC Administrator. For this purpose, we have pre-

configured a System Administrator for you. This user has been set up with full edit permission 

for the EPIC Administrator. You can view the System Administrator details in the same way as 

for any other user you set up yourself, but you cannot edit his settings, except to choose 

whether to use passwords for him. 

Using EPIC security, when an application connects to the server the user will be asked for a 

username and password (though passwords may be blank if the Use passwords option has not 

been selected). The username and password are then validated to see if the user is authorised 

to log on.  

9.2 Windows NT security 

EPIC can also make use of Windows NT security instead of using its own internal security. This 

is particularly useful for people who are already running a Windows network and do not want 

to have to re-profile all users in another system. 

Using Windows NT security, EPIC can import users and groups from the Windows Active 

Directory. Users will have to be logged on to Windows with a valid account in order to access 

any features of EPIC. Imported users can be used in all the same ways as EPIC users to access 

other user-based functionality. 

Even when using Windows NT security, a designated System Administrator must still be 

present in the EPIC security configuration. He will be able to log on to the EPIC Administrator 

and set user permissions for each Windows user group. He will also have full access to all the 

EPIC clients. 
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When somebody logs onto the server using a Windows NT account, EPIC checks the active 

directory to make sure that the user is a member of one of the groups that allows access to 

EPIC. 

9.3 Users and User Groups 

We have already briefly mentioned users and their permissions. In this section we will explain 

why it may be useful to allocate users to user groups and how their access to EPIC can be 

controlled. 

EPIC is a multi-user application that enables various people within a company to handle 

various aspects of file processing within that company. 

However, not everybody will want to see the same data. For example, the IT Manager, who 

needs to administer the EPIC system, will only need to see the Administrator application, 

whereas those people concerned with the actual sending and receipt of files will only be 

interested in the Workstation application. 

EPIC already aims to satisfy this requirement using multiple user interfaces (the application 

programs). It may also be desirable, however, to restrict users in what they can and cannot 

modify or view. Or, to take it a step further, it could be necessary to completely prevent 

certain people from ever entering the system. 

To achieve these restrictions, EPIC needs to force users to use usernames to gain access to the 

system. Once they have logged on, EPIC will know exactly who they are and will be able to 

restrict their permissions accordingly. 

Many actions in EPIC only need to be performed by certain users. For example, only the 

System Administrator needs to be able to view the log and change system settings. 

This brings us to the concept of users and user groups. A user is a single person, and associated 

with that person will be a set of access rights that allows him to perform a certain set of 

actions and to view a certain set of EPIC screens. 

At the simplest level this may just restrict particular users to logging onto particular 

applications. But at a more complicated level, it will be possible to restrict an individual’s use 

of a particular application. 

There are various categories of user who will want to interact with specific sections of the 

process and perform specific actions. There are many different people in an organisation, each 

with their own specific requirements of EPIC. 

In a situation where many people will be using EPIC, it would be unrealistic to expect an 

administrator to set up exact permissions for each and every user of the system by setting 

permissions on an individual basis. Instead it is easier and friendlier to allow the administrator 

to assign users to one or more user groups and then override any specific permissions as 

necessary.  

A user group is a set of permissions that can be assigned as a group to any number of users.  
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9.3.1 Users 

Defining users in the system allows each person who uses EPIC to be identified. Anyone not 

recognised by EPIC security is denied access to the system. 

In order to use EPIC User Security, at least one user must be profiled in the system. Each user 

has a unique username and, optionally, a password, which can be used to gain access to the 

system.  

If Windows NT security is being used, then the user must be defined on the Windows Network. 

We have defined two types of user:  

the basic user, who begins with no permissions at all and is granted a minimum of permissions. 

the power user, who begins with no restrictions at all and may have some of his permissions 

removed. 

It is also possible to link a user to a contact defined against a company, location or EDI code. 

This is useful for large systems with many users, as users can be categorised against their 

related company, location or EDI code for easier management. 

9.3.2 User Permissions 

User permissions can be used for two purposes:  

for security, to restrict users to specific areas 

for simplicity, to show users only what they need to see  

User permissions define the areas of EPIC to which the user may have access, and the 

functions that he can carry out within those areas. A user can be given one or more user 

permissions. A user permission might be, for example, being able to use the EPIC 

Administrator. 

Please note that user permissions do not specifically state the functions that can be 

performed, but are a result of the access level that the user has been given. For example, if a 

user has been given View access to a specific view (page) of an application, he will be able to 

read the data, but will not be able to edit it. 

Every user can have their own set of permissions that dictate what they can or cannot do 

within the system. If the user attempts to do something that their permissions will not allow, a 

message box will appear on the screen to tell them that they have tried to perform an 

unauthorised operation and that they should contact their system administrator to extend 

their permissions. 

There are basically two levels of user permissions – granting access to one or more specific 

applications, and granting access to specific areas within those applications. 
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9.3.3 User Groups 

A user group is a convenient way to allow a number of users to share the same permissions. A 

user group has a set of permissions associated with it. Any users who are assigned to that 

group are automatically given those permissions. 

You can define users without assigning them to a group. Then you would assign individual 

permissions to them.  

Users can be assigned to any number of groups, and are automatically given the permissions 

from all the groups they have been assigned to. 

Once a user is assigned to a group, he enjoys all that group's privileges. You cannot override his 

privileges by removing from him some of the permissions of that group. If you want him to 

have fewer permissions, he should be removed from that group and added to a different 

group. 

If Windows NT Security is being used, then the user groups defined in Windows NT will be 

used. EPIC allows users to assign a set of EPIC permissions to a Windows NT user group. In this 

scenario, the relationship between users and user groups has to be managed from within the 

Windows environment, not from within EPIC. 

We have defined two types of user group:  

the basic user group, which begins with no permissions at all and is granted a minimum of 

permissions 

the power user group, which begins with full permissions and may have some of its 

permissions removed 

9.3.4 Communities 

A community is a way to restrict the data that users and groups can view in the EPIC 

applications.  A user or group can be a member of one or more communities.   

In the administrator client, when a user logs on who is a member of one or more communities, 

that user can then only view networks and trading partners that are associated with the 

communities that they are members of. 

In the workstation client, when a user logs on who is a member of one or more communities, 

they will only see files that are associated with networks that they have permission to view.   

In the communications monitor client, only sessions between networks that the user has 

permission to view are visible in the session list.    

9.3.5 The Role of the System Administrator  

As already mentioned, for full security to be maintained, at least one authorised user (the 

System Administrator) must be designated to manage EPIC's security settings from within the 

EPIC Administrator. It is a good idea to designate more than one person to do this job, as you 

do not want to be in a position where the only person who can control security is on holiday or 

has forgotten the System Administrator password!. 
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EPIC comes already set up with one administrator user. His username is “Admin” and his 

password, to begin with, is blank. (Of course, if you do not want to use EPIC security, the group 

and user will not be activated). The administrator user has full access to all views in the EPIC 

Administrator and his level of permission cannot be changed. You may only change his 

password. If you do try to change the System Administrator's settings, you will see a message 

box telling you that this is a system user and cannot be changed. 

The role of the System Administrator is to ensure that security is maintained in the EPIC 

system. He must decide, at the very least, which people are to be allowed access to EPIC. He 

can also decide whether to restrict these individuals' access to certain parts of EPIC. 

Having designated people as users and, optionally, allocated them to user groups with specific 

permissions, the System Administrator must inform each user of their username and, 

optionally, password, so that they can access the system.  

Another important aspect of the System Administrator is that he can reset passwords. 

9.3.6 Passwords 

Although you may allocate a password to each user, it is quite acceptable to forego the use of 

passwords. This means that users can take advantage of the restricted views enforced by users 

and user groups, without enforcing strict security. 

Users can change their own passwords from any client machine to which they have access. A 

System Administrator can change any user's password at any time (useful if a user has 

forgotten their password). However, a System Administrator cannot view other people’s 

passwords – he simply resets them to a fixed value, such as "password", which the user should 

then change after logging back onto EPIC.  

Important: If the System Administrator forgets the administrator password he could 

potentially be locked out of the system completely. If this happens, users should contact the 

Data Interchange Plc Support department which has an application that can reset the 

administrator password in the database. However, checks will first be made to ensure that an 

attempt is not being made to breach security. One more reason to designate more than one 

System Administrator! 

9.3.7 Shared Machines and User Settings 

There is one area in which User Security can easily be compromised, and that is when people 

share computers. Of course, if the people sharing the computer are all EPIC users and 

members of the same user group with the same permissions, there is no problem – they can all 

use the same machine without any breach of security. 

However, if the machine is shared with people who have different permissions or who are not 

even EPIC users, then it is of paramount importance that each EPIC user logs off or closes each 

client application after he has finished using it, to prevent unauthorised access. 

When the machine is shared by other EPIC users, inconvenience is kept to a minimum because 

EPIC makes sure that each user is presented with his own personalised GUI. Client applications 

store local settings (such as column widths, filters and default views) on a per-user basis so 
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that, if more than one user is using the same application on the same machine, they can each 

tailor the EPIC environment to suit their particular needs.  

9.4 Enforcing User Security 

To turn on user security, first select the System page tab of the EPIC Administrator. Then 

highlight the System Settings node within the tree view of the Navigation panel and select the 

Security page. 
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10 Data Security 

EPIC is designed to keep your data safe and trusted when communicating with trading partners 

by utilising multiple layers of data security. This is achieved through methods of authentication 

and data transformations based upon the principle of asymmetric keys.  

The principle of asymmetric keys follows that there are unique key pairs containing two 

related keys, public and private, which are coupled in such a way that a transformation 

performed with one key can only be reversed by using the related key. Which key is used for 

each direction depends upon the transformation involved, following the rule that the private 

key is used for the direction that is considered private to your organisation whilst the public 

key is used for the direction that is considered public and open to all.  

As an example, consider a simple encryption scenario. You do not mind who encrypts your 

data but you really would rather it be only yourself who can decrypt it. This way, anybody can 

encrypt data into a scrambled form and send it across a public domain with the guarantee that 

only you can transform that data back into its usable form. The public key is used in the public 

domain to encrypt the data whilst the private key is used in your internal domain to decrypt 

the data. 

Asymmetric key pairs are associated with a special entity called a certificate. These certificates 

contain the public key and associate it with additional data that describe the owner of the key 

and guidelines to its use. This association can be used to guarantee the logical identity of the 

holder of the asymmetric key pair and is thoroughly exploited in EPIC to ensure the security of 

your data. 

10.1 Certificates 

To exploit the possibilities of asymmetric key pairs you need to be dealing in the exchange and 

management of certificates. If you are utilising secure communications in EPIC, which are 

based upon the principle of asymmetric keys, then you will need some familiarity with 

certificates. 

Your own certificate contains your public key, which you distribute into the public domain, and 

an attached private key, which must only be used internally for private data transformations 

and authentication. You also need access to your trading partners’ public key certificates. 

In most cases, you will have to obtain your own certificate from a Trusted Certification 

Authority.  

In simplified terms, the system works like this. The Certification Authority issues you with a 

certificate that encapsulates your public key, your private key, and some extra information, 

such as the name of the issuing authority and the certificate’s date of expiry. The certificate 

issuer signs your certificate, using their private key. This means that when you use your private 

key to sign data, the certificate you use is traceable, if necessary, back to the issuer. This allows 

your trading partners to decide whether the certificate you are using is trusted. 

When you receive your private certificate from the Certificate Authority and public certificates 

from your trading partners, you should import them into a secure local certificate store.  
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EPIC offers you a further possibility for obtaining your own private certificate: creating it locally 

and signing it using your private key. Such certificates are called self-signed certificates and 

their use should be discouraged due to no automatic guarantee of their identity.  

10.1.1 EPIC Certificate Store 

EPIC has its own local certificate store that operates in co-operation with the Windows 

certificate stores. All certificates used through EPIC must first be imported into this store 

before being assigned to specific uses.  

You can view the EPIC certificate store from two angles: a global view of all certificates 

(‘Certificates’ node in the ‘System’ administrator) and a view of the certificates associated with 

individual internal companies or trading partners (‘Certificates’ tab against a company). Both 

views are functionally identical.  

Figure 227 - Internal Company Certificates 

There are four ways to add certificates into the EPIC store: 

 Import from a file containing the certificate data 

 Import from a certificate that is already in the Windows certificate stores 

 Create a self-signed certificate directly in EPIC 

 Register the identification data of a certificate you expect to receive from a trading partner 

through certificate exchange 
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If you choose to ‘Edit’ an existing certificate, you are presented with a dialog to view the 

details of the certificate and manage its considered state. It is important to understand a 

few principles regarding certificates in the EPIC store for successful management. 

 

The status of a certificate is determined by the triplet: 

 

 Life state – Is the certificate currently live? I.e. can be used for security purposes; is it new 

and therefore not yet entered its living period? Has it now expired from its living period? Or 

is the certificate expected to be received through certificate exchange? It is important to 

realise that only one certificate in a chain of renewals can ever be live at one point, and 

EPIC will strive to uphold this rule. 

 Validity state – Is the certificate regarded as valid? If it is invalid, this may be acceptable if 

the certificate has expired, otherwise you would expect to find a warning indicating the 

reason why the certificate is invalid. We also check whether the issuer of the certificate is 

trusted by Odette. 

 Accepted state – Have you accepted this certificate into the EPIC store? If the certificate is 

not accepted, it exists in the store but is not usable.  

 

Whenever there is a problem with a certificate, you will find a warning has been issued and a 

system event has been thrown. 

10.1.1.1 Certificate Policy 

EPIC automatically manages the certificates contained within its certificate store. All of this 

automatic management can be controlled by setting certificate policy. 

 Certificate Validation – use to control when EPIC will perform validation of the certificates 

in the store 

 Certificate Acceptance – use to control how EPIC will automatically accept certificates that 

have been received from trading partners through certificate exchange 

 Certificate Exchange – use to control whether EPIC will use certificate exchange to update 

trading partners’ certificates and distribute your certificates to trading partners 

 Automatic Management – use to control whether EPIC will automatically determine which 

certificate in a renewal chain should be currently marked as live. 

 

Certificate policy can be managed at a global level and overridden against internal companies 

and trading partners. 

10.1.2 Windows Certificate Stores 

For all other uses of certificates that do not involve OFTP2, you will be dealing directly with the 

Windows certificate stores. 

The three Windows certificate stores you will probably have most use for are: 

 Personal 

 Trusted Root Certification Authorities  

 DIP 
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The Trusted Root Certification Authorities store is automatically created when you install the 

Windows software. 

The Personal store is referred to as ‘My’ store within EPIC. 

The Trusted Root Certification Authorities store is referred to as ‘Root’ store within EPIC. 

Within the Trusted Root Certification Authorities store is a Certificates folder. This contains a 

default set of certificates, installed with the Windows software, issued by a number of 

organisations. The Trusted Root Certification Authorities store may also contain additional 

certificates from other certification authorities, which you have installed subsequently. 

There are three ways in which you can import certificates into Windows: 

 Using EPIC 

 Using Internet Explorer 

 Using the Certificate Management snap-in component of the Microsoft Management 

Console (MMC) (not available on all platforms) 

If you use EPIC to import a certificate, it will always be imported into the Certificate Store 

called DIP. This means that it will always be accessible to EPIC, no matter which user is 

currently logged on, and will also be accessible to EPIC running as a System Service.  

MMC and Internet Explorer can be used for the import and export of certificates outside of 

EPIC. MMC will allow you to import certificates into the DIP store, but Internet Explorer will 

not. 

10.1.2.1 MMC 

To access the Certificate Management snap-in component of MMC, type ‘mmc’ in your Run 

window. This will bring up an application called Console 1, with a sub-window called Console 

Root, both of which will be empty the first time you view them. 

To populate the window, from the Console 1 window select Console >> Add/Remove Snap-in. 

This will bring up an Add/Remove Snap-in dialog. This dialog shows that snap-ins will be added 

to the Console Root by default. Click the Add button, then select Certificates from the Add 

Standalone Snap-in dialog that appears, and click Add on that dialog. 

The Certificates snap-in allows you to browse the contents of the certificate stores for the 

current user, a service user or a computer. 

My user account – this means you would only be able to access certificates if you are logged on 

as yourself to this specific machine 

Service account – this is an account on the machine under which System Services are run 

Computer account – this means the local machine 

We strongly recommend that you select the Computer Account option and always import 

certificates to the DIP store, as this will mean that the certificates are accessible to anyone 

logged on to the local machine.  
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Select the appropriate account and click Next. On the next dialog, select Local computer or 

type in the name of another computer, whichever option is appropriate to you, then click 

Finish. 

Now click Close on the Add Standalone Snap-in dialog, then OK on the Add/Remove Snap-in 

dialog. 

You will now see that the Console Root has a Certificates node in its tree hierarchy. If you 

expand the Certificates node, you will see a list of all the Certificate Stores on your machine. 

These will include a Certificate Store called DIP, which is created automatically for EPIC users. 

10.1.2.2 Internet Explorer 

To handle certificates using Internet Explorer, from Internet Explorer select Tools >> Internet 

Options >> Content. 

From the dialog presented to you, click the Certificates button. 

This will bring up a dialog showing Certificate Stores, which has an Import and Export 

capability. 

Using Internet Explorer you can import certificates into any standard Windows Certificate 

Store. 

10.1.3 Certificate file formats 

The most common certificate file formats are: 

 .PFX 

 .PEM 

 .CER 

 .P7B 

The .PFX format is used to transport certificates containing a private key. They are password 

protected. 

The .PEM and .CER formats are used to transport encoded certificates. Each of these formats 

only hold one certificate per file. 

The .P7B format is also used to transport encoded certificates, but each file may hold one or 

more certificates. 

The .PEM, .CER and .P7B formats are only used for public keys and are not password 

protected. 

Any of these formats can be installed in the EPIC or Windows certificate stores using EPIC 

functionality, MMC, or Internet Explorer. 

10.1.4 OFTP2 Certificate Exchange 

OFTP2 provides the capability to exchange certificates between trading partners using special 

files. This procedure is called Certificate Exchange. 
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You begin this procedure by importing your own private certificates in the usual way into the 

EPIC certificate store. Set the certificate against the appropriate network or mailbox for signing 

and/or decryption. Normally you would set it as the signing certificate for your internal 

network, and then its use as a decryption certificate is implied. 

You need to exchange identification information about the certificate to your trading partner 

using manual methods such as a telephone call or email. It is up to you to ensure that this 

exchange of information is secure. You can view all the information you need by opening the 

‘Manage Certificate’ dialog for your certificate from one of the certificate views. Normally, you 

should exchange the following information: 

 Serial number OR Subject and Issuer OR Domain name OR IP Address 

 Key usage 

 What the trading partner should use your certificate for 

 

If the certificate you are exchanging is self-signed, you will also need to exchange the MD5 

sum. 

 

When the trading partner is ready to receive your certificate, click the ‘Broadcast’ button on 

the management dialog and you will see the following broadcast dialog: 

Figure 228 – Certificate broadcast dialog 

You may choose to send the certificate to any trading partner, network, or mailbox that has 

OFTP2 enabled and is configured to use your certificate for either signing or decryption.  

 

In the reverse scenario, your trading partner is sending you their certificates. For every 

different certificate that you expect to receive you need to register the identification data 

for the certificate, which you can do from the ‘Add’ menu on any certificates view. You will 

see the following dialog:  
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Figure 229 – Certificate register ID data dialog 

In similar fashion to broadcasting your certificates, you need to obtain the following 

information from your trading partner: 

 Serial number OR Subject and Issuer OR Domain name OR IP Address 

 Key usage 

 What you should use the certificate for 

 

If the certificate you are receiving is self-signed, you will also need to obtain the MD5 sum. 

 

When you receive the certificate from your trading partner using certificate exchange, it 

should match to the identification data and be automatically accepted (if configured to do 

so in certificate policy). 

10.1.5 Trusted-service Status List 

As an additional security check of CA-signed certificates, Odette make available Trusted-service 

Status Lists that list those CAs that are deemed trusted for issuing certificates.  

If configured to do so, EPIC will automatically download TSL files from Odette into EPIC. A TSL 

is validated before being imported, at which point it is loaded into memory for use in CA 

validation. The TSL contains the certificates of all the authorities it lists along with the trusted 
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state of those certificates. If configured to do so, EPIC will import all the CA certificates into its 

store and set their state according to the TSL.  

All certificates in the EPIC store are validated against the latest TSL to determine their valid 

state. If they are CA-signed, and that CA is trusted in the TSL, then the certificate will be 

marked as fully valid. You can also enforce that certificates you receive through certificate 

exchange have been issued by a trusted CA in order to qualify for automatic acceptance.  

From the ‘OFTP2 Certificates’ node in the Administrator, you can view the content of all the 

downloaded TSLs.  

10.2 Authentication and data transformations 

Ultimately, you use certificates and the keys they contain to authorise yourself to trading 

partners and transform the data you exchange. There are many instances of such scenarios in 

EPIC to ensure secure communications: 

 OFTP2 file encryption 

 OFTP2 file signing 

 OFTP2 acknowledgement signing 

 OFTP2 session authentication 

 OFTP2 over SSL 

 AS2 encryption 

 AS2 signing 

 AS2 MDN signing 

 AS2 over SSL 

 EDIFACT signing and verification 

 

10.2.1 Encryption 

Encryption is the process whereby data is made unusable to all except someone who 

possesses the appropriate key to decipher it. 

Decryption is the process of deciphering encrypted data. 

The public key of a trading partner is used encrypt data that is being sent to them, who decrypt 

the data using their private key. 

10.2.2 Digital Signatures 

Digital signatures are used to add a further level of security. Signatures provide proof that 

received data has genuinely come from an accepted sender. They also provide proof that the 

data has not been modified (maliciously or otherwise) during the transfer. 

Your private key is used to sign data that is being sent to any trading partner, who use your 

public key to verify the signature, and thus confirm that data originated from your systems. 
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11 WebSphereMQ 

This section introduces WebSphereMQ. It aims to answer any questions about WebSphereMQ 

and how WebSphereMQ can be used within EPIC.  

11.1 What is WebSphereMQ? 

EPIC can integrate with MQ messaging servers and is able to both send and receive messages 

using either actions or jobs upon a workflow.  

WebSphereMQ (formerly MQ series) is a consistent mechanism to allow for the exchange of 

messages between applications running upon differing platforms.  

WebSphereMQ is based on the idea of a queue system. A queue is a named destination and a 

data structure used to store messages. These messages are read by a receiving application. 

Queues use a store and forward mechanism, this means the receiving application need not be 

running at all times. When the receiving application is running it must poll the queue to receive 

messages. Messages can be placed onto the queue by the holder of the queue, other machines 

on the network, and the receiving applications.  

For example, an MQ server running upon an IBM mainframe could be used to coordinate 

message that are exchanged between Windows and Unix based applications using the MQ 

clients applicable to those operating systems. 

11.2 How do I choose between MQ and Advanced MQ? 

Within EPIC there are two types of MQ system, MQ and Advanced MQ.  MQ allows you to 

specify one connection to a MQ queue with which to poll and write messages to.  The polling 

of this system is set using a user specified event (see below).  Advanced MQ has been designed 

to include other features such as RFH2 headers and persistent connections to queues.  

Additionally, Advanced MQ can support multiple queues on the same Queue Manager, 

simplifying the connection and maintenance of your EPIC Websphere integration.  Advanced 

MQ inbound queues listen persistently and do not require a polling event.  In this way, 

Advanced MQ is better suited to high throughput environments. 

11.3 How do I set up an Advanced MQ Inbound Queue? 

The first step in using WebSphereMQ is to set up an Advanced MQ back office system; this can 

be done from the System tab in the administrator. This is where the settings of the queue you 

are going to poll. If you do not know these settings you will need to contact your System 

Administrator.  Add the queue name as the default inbound queue, or create a new inbound 

queue using the ‘Queues’ tab.   

The second step is to set up an MQ data source, this can be done from the Workflow tab in the 

administrator. When creating the data source in the queue drop down box please select the 

name of the Advanced MQ back office system you wish to use and then select the inbound 

queue you have created. 
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11.4 How do I use ‘Poll an MQ message queue’ in EPIC? 

The first step in using WebSphereMQ is to set up an MQ back office system; this can be done 

from the System tab in the administrator. This is where the settings of the queue you are going 

to poll. If you do not know these settings you will need to contact your System Administrator.   

The second step is to set up an MQ data source, this can be done from the Workflow tab in the 

administrator. When creating the data source in the queue drop down box please select the 

name of the MQ back office system you wish to use.  

The third step is to set up a new event action; this can be done in the System tab of the 

administrator. Under single action select “Poll Message Queue”. In the following parameter 

box select the MQ data source you wish to use under the “MQ Data Source” parameter.  

Finally configure a workflow to use the MQ data source you have defined.  

11.5 How do I use write to an MQ message queue in EPIC? 

There are two ways to write to an MQ message queue, through an event action or through a 

workflow job.  

11.5.1 Event Action 

The first step in using WebSphereMQ is to set up an MQ back office system or Advanced MQ 

back office system with an outbound queue; this can be done from the System tab in the 

administrator. This is where the settings of the queue you are going write messages to. If you 

do not know these settings you will need to contact your System Administrator.   

The third step is to set up a new event action; this can be done in the System tab of the 

administrator. Under single action select “Write to Message Queue”. In the following 

parameter box select the MQ queue you wish to use under the “MQ System” parameter. 

Under the “Message” parameter type the message you wish to place using any of the 

placeholders if you wish. If you have selected an Advanced MQ system it is also possible to 

specify RFH2 message headers using the “Message Properties” parameter. 

11.5.2 Workflow Job 

The first step in using WebSphereMQ is to set up an MQ back office system Advanced MQ back 

office system with an outbound queue; this can be done from the System tab in the 

administrator. This is where the settings of the queue you are going write messages to. If you 

do not know these settings you will need to contact your System Administrator.   

The second step is to set up a data source for the workflow as desired such as a monitor 

directory data source. Thus when a file is submitted to the directory it can be written to the 

message queue.  

The third step is to set up the workflow itself. Add a new workflow and then select the jobs 

tab. Add a new job with the name “Write to MQ Message Queue”.  

The fourth step is to select the queue you wish to use under the “MQSystem” parameter.  If 

selecting an Advanced MQ system, ensure to select the outbound queue you wish to send too. 
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The fifth step is to create a message under the “Message” parameter.  

The sixth step is to set the “Received” parameter, this allows you to specify if you wish to use 

inbound file placeholders in your message.  

The seventh step is to set the “Include File” parameter, this allows you to include the workflow 

file as part of the message you write to the queue.  

If you have selected an Advanced MQ system it is also possible to specify RFH2 message 

headers using the “Message Properties” parameter. 

Please note that if you include the file in the message using the “Include File” parameter the 

file will be appended to the end of the message written to the queue. You do not need to 

define a message to be written to the queue, you can just write a file.  
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12 ENGDAT 

This section introduces ENGDAT in EPIC. It aims to answer any questions about ENGDAT and 

how ENGDAT can be used within EPIC. 

12.1 What is ENGDAT? 

ENGDAT is a specification produced by ODETTE describing how CAD and CAM files can be 

transferred between two parties. Each ENGDAT transmission or exchange typically consists of 

one or more CAD/CAM files and optionally an ENGDAT message, packaged in an ENGDAT 

‘folder’. 

12.2 What is an ENGDAT folder? 

A folder is a group of files which may be in any format, such as engineering documents, 

CAD/CAM drawings, files created by a word processor application or any other computer-

generated file. There are no restrictions on the file types that may be included in a folder. 

An ENGDAT folder may also contain an ENGDAT message describing the contents of the folder, 

though this is not compulsory. The ENGDAT message can be an EDI or XML message, 

depending on which ENGDAT version is in use. 

A folder has an origin (the company which creates the folder), a destination (the recipient of 

the folder), an 'exchange reference number', as well as a creation date and time.  

An example ENGDAT folder is described below: 

File 1 - ENGDAT EDI File - Header 

File 2 - CAD File, containing a drawing of part number 23560. 

File 3 - Formatted text file generated by a word processor, describing changes to part number 

23560. 

File 4 - CAD File, containing 3 drawings of a proposed new part. 

Files 2, 3 and 4 were generated by various applications such as CAD / drawing applications and 

word processors. File 1 is the ENGDAT EDI file itself - this contains detailed information 

regarding the other three files, so they may be interpreted by the recipient of the folder. 

12.3 What is an ENGDAT message? 

The ENGDAT message itself is a 'header' – it describes the contents of an ENGDAT folder in 

detail. This allows the files in the folder to be processed and interpreted. There are 3 different 

versions of the ENGDAT message. 

The ENGDAT message may contain the following: 

Origin and destination company and contact details 

File characteristics of each exchanged file, such as the file name, format of the file and the 

generating system that was used to create the file. 
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Details of the drawings contained in a file (ENGDAT versions 1 and 2 only). This includes a 

drawing reference number and name, description, engineering change numbers, etc. 

Details of a part described by a file (ENGDAT version 3 only). This includes the part number, 

description, engineering change numbers etc. 

Links between files in the folder. This allows the relationships between files to be described by 

the message.  

References to documents that are not included in the ENGDAT folder. For each document, a 

document name, number, date and time are stored.  A folder can have many related 

documents. 

Details of files contained within other files (ENGDAT version 3 only). This mechanism may be 

used to describe ‘archive’ files containing other files. 

The message details can be viewed and modified in the ENGDAT workstation’s folder editor. 

12.4 What are the differences between each version of the ENGDAT 

message? 

ENGDAT message versions 1 and 2 are both ODETTE EDI messages, with a very similar 

structure. They contain the same fields, though version 2 of the message includes support for 

contact routing addresses. 

ENGDAT version 3 is a new XML message format. It contains some of the fields used in versions 

1 and 2, but many additional fields have been added, removed and changed. 

12.5 How are folders transmitted and received? 

Files are transmitted and received using the ODETTE file transfer protocol (OFTP). When 

ENGDAT files are being transmitted, the files are all treated as individual files – OFTP has no 

concept of a folder. 

When sending files using OFTP, a unique name is given to each file. This 'Virtual Filename' 

(VFN) is used by the receiving party to interpret and process the file.  For example, a VFN may 

simply be the same as the filename of the file, e.g. 'CHANGES.DOC', or a short description such 

as 'CHANGES DESCRIPTION'.   

The specification of the OFTP states that a VFN may contain up to 26 characters. 

When transmitting an ENGDAT folder, there will be several files which are all related. Because 

the files are completely separate, but need to be 'linked' to form a folder, the VFN is used to 

link common files.  The format of the VFN is shown below: 

Characters 1 – 3  The text 'ENG', to identify this file as a member of an ENGDAT 

folder. 

Characters 4 - 20  Exchange reference number of the folder 

Characters 21 – 23 Total number of files within the folder (including the ENGDAT header). 
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Characters 24 – 26 Sequence number of this file within the folder (the ENGDAT header is 

always sequence number 1). 

It is therefore possible to determine from the VFN that a file belongs to an ENGDAT folder, the 

number of files in the ENGDAT folder and the position of the current file within that folder. 

12.6 How do workflows work with ENGDAT folders? 

In order to handle the concept of multiple files belonging to the same ENGDAT folder, EPIC 

provides three workflow jobs.  These allow the creation of ENGDAT folders, the scheduling of 

folders to trading partners and a job to pause workflow processing until ENGDAT actions have 

been completed. 

 Update ENGDAT folder - this job is used to add files to a ENGDAT folder or create a new 

ENGDAT folder as they reach the job. 

 Wait for ENGDAT folder - Using this job enables the workflow to wait until all files in an 

ENGDAT folder are sent (Transmission) or an ENGDAT folder has been completed 

(Completion).  

 Schedule ENGDAT folder - this job will ensure that each file in an ENGDAT folder are sent in 

the correct order. All files belonging to the ENGDAT folder will be scheduled. 

12.7 Validation Profiles 

Validation profiles are used to store the requirements of companies that use ENGDAT 

messages. Generic validation profiles are also included with EPIC. Each validation profile 

contains the following settings: 

 ENGDAT message version 

 Fields that are mandatory in the ENGDAT message 

 Fields that are not used in the ENGDAT message 

 Exchange reference pattern 

 Maximum field lengths and field formats 

When you create an ENGDAT relationship between your company and one of your trading 

partners, you choose a validation profile from which the above settings will be used. 

When you create a new ENGDAT folder, EPIC checks the settings in the validation profile. EPIC 

will then only display fields in the ENGDAT folder editor that are appropriate to the ENGDAT 

message version and for company validation profiles, the requirements of the trading partner 

company. 

The validation profile settings also serve the following purposes: 

 Prevents data being entered in the wrong format for the ENGDAT message (e.g. alphabetic 

characters in a numeric field). 

 Prevents data being entered that breaches the maximum length defined in the ENGDAT 

message specification. 

 Provides warnings when mandatory field values are omitted from the ENGDAT message. 
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EPIC is currently distributed with 3 generic validation profiles. A validation profile is provided 

for each ENGDAT message version.  When you use these validation profiles, all of the fields 

applicable to the particular ENGDAT message version will be available. Fields marked as 

mandatory in the ODETTE ENGDAT specification will be marked as mandatory in the ENGDAT 

folder editor. 

Three company-specific validation profiles are provided; BMW, Swedish OEMs and John Deere. 

The following sections describe the differences between the validation profiles in more detail.  

The BMW validation profile is based on BMW’s ENGDAT message specification and is almost 

identical to the standard ENGDAT version 1 standard. The exchange reference required by 

BMW is the current date and time followed by the “address code” of the recipient. The 

address code may be specified in the Routing Code field of the destination engineering 

contact. 

The Swedish OEM validation profile is based on a specification for ENGDAT as used by Volvo, 

Scania and Saab. The Swedish OEM validation profile uses ENGDAT version 2. 

The John Deere validation profile uses version 1 of the ENGDAT standard. The exchange 

reference contains the date, recipient routing code and a single character for the file format.  

When you create an ENGDAT folder, you may add an ENGDAT message and add exchanged file 

details to the message, including the file format. If you work in this way with the John Deere 

validation profile, EPIC can automatically create the correct exchange reference for the folder, 

based on the selected file format of the first file in the folder.   
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13 EDIFACT Security 

This section contains an introduction to EDIFACT security and a brief explanation of the 

support provided in EPIC for creating and validating secured EDI messages. 

13.1 What is EDIFACT security? 

EDIFACT security was introduced in version 4 of the EDIFACT syntax specification. It 

comprises several mechanisms for applying security services to EDIFACT messages and 

interchanges, including encryption, digital signing and secure acknowledgements. The 

following discussion is limited to the creation and validation of digital signatures and 

acknowledgments, for which support is now available in EPIC. 

13.2 What are digital signatures? 

Digital signatures provide a mechanism for trading partners to meet the following 

security requirements: 

 Integrity – guaranteeing that EDI data was not altered during transmission. 

 Authenticity - verifying the identities of the parties involved in an electronic 

transmission. 

 Non-repudiation of origin - ensuring that no party involved in an electronic 

transaction can deny their involvement in the transaction. 

A digital signature consists of a small, structured package of data created by applying a 

security algorithm to a unique representation (the ‘hash’ value) of the message or 

interchange to be signed. The sender of data creates the signature and transmits it to 

the recipient of the EDI data. The recipient is then able to match the data to the 

signature and verify that the signature is valid. 

The process used to create the signature from the data, and the associated process 

used to verify the signature against the data, are complementary, but not the same 

process in reverse. Consequently, they are referred to as ‘asymmetric’. While anyone 

may verify the validity of the signature, only the sender may create it. 

The asymmetric nature of the process is achieved using cryptographic keys that have 

two parts: a public key that may safely be made available to anyone, and a related 

private key that is used only by the sender. The private key is used to create the 

signature and the public key to verify it. The keys used by EPIC for EDIFACT security 

processing are stored in a standard format known as a digital certificate, or X.509 

certificate. These may be provided by a third party Certification Authority or by your 

trading partner, or you may create them yourself. The steps in the signing and 

verification processes are illustrated below: 
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Figure 230- Digital Signatures 

The sender uses a hash function to create a has value representing the original 

message, then uses the private key to encrypt the hash value and build a digital 

signature. 

The original message and the digital signature are sent to the recipient (not necessarily 

in the same transmission). The public key that relates to the private key used for signing 

may be sent also. 

The recipient applies the same hash function as the sender to the original message and 

uses the senders public key to decrypt the digital signature. 

If the values generated by the recipient from the signature, and the signature sent by 

the sender are identical (and the certificate itself is valid) then the signature is valid and 

the security requirements are fulfilled. 

13.3 Attached and detached signatures 

The EDIFACT specification allows for digital signatures to be: 

Attached – where the signature and associated information is included with the EDI 

data to be secured. Attached signing is achieved using security-specific service segments 

that were introduced in EDIFACT version 4. These segments are written into the 

message or interchange to be signed and therefore always transmitted along with the 

secured data. 

Detached – where the signature is separate from the EDI data to be secured. Detached 

signing is achieved by placing the signature in a separate message of type AUTACK, 

which references the interchange or message to be signed. The AUTACK may be sent in 

the same file as the secured EDI data, but it doesn’t have to be. 
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13.4 Response messages 

The EDIFACT specification also allows for the transmission of AUTACK messages as 

responses to acknowledge the receipt and verification of signed data. The AUTACK can 

be used in response mode to return a positive or negative acknowledgement of signed 

data. The response AUTACK may itself be signed, to allow the security services 

(integrity, authenticity and non-repudiation) to be applied to the acknowledgment. 

13.5 Exchanging signed data and responses 

The exchange of a signed EDI message between two parties will vary depending on the 

signing method being used. This is illustrated in the following diagrams. 

Using the Attached Digital Signature method, (1 message to send) 

Figure 231- Attached AUTACK 

Using the Detached Digital Signature method, (2 messages to send) 

Figure 232- Detached AUTACK 

The overall principals for both the Attached and Detached signing methods are the 

same. The sender creates an EDI message, that message is then signed and transmitted 

to the receiving party, they validate the signed file and generate an AUTACK response 

message which is sent back to the original sender to indicate the success of their 

validation of the signed file. 

13.6 How does EPIC support EDIFACT security? 

Support for EDIFACT security is provided through three workflow jobs: 

 The Sign EDI job is used to create digital signatures in respect of EDI data.  
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 The Verify Signed EDI job is used to process signed EDI data. 

 The Process AUTACK job is used to process received AUTACKs representing both 

detached signatures and responses. 

These jobs are described more fully in the following sections. 

13.7 The Sign EDI workflow job 

When a workflow file is processed by the Sign EDI job the data is signed according to the 

options selected for the job, overridden (if required) by values specified against the 

sender and/or receiver EDI code. The main options are as follows: 

Signing certificate – select a default signing certificate for which you have a private key 

Sign on client – a flag which specifies whether the data should be signed immediately on 

the server or held on the workflow to be signed manually on the client (Administrator’s 

Workstation). Signing on the client allows you to use a digital certificate that requires a 

password, including a certificate on a smartcard. When signing on the client the 

‘sequence on release’ flag can be used to specify that workflow files held for signing 

should be released in the sequence that they were first submitted to the workflow 

manager. 

Signing method – select attached or detached signatures. If detached signing is 

selected, the ‘detached file’ flag can be used to specify whether the detached signature 

AUTACK message should be sent in a separate file. If this flag is set to true then the job 

will create a child workflow file in respect of the detached signature. To ensure that the 

detached signature is transmitted, you will need to specify a child file return code action 

to move the child file to a channel that includes a suitable schedule job.  

Signing level – specifies whether to sign at the level of the message or the interchange. 

Signature options – including the hash algorithm, padding mechanism and filter 

function that affect the way in which the signature is created and rendered to the 

message. 

The other options are listed in the section defining the job. 

13.8 The Verify Signed EDI workflow job 

When a workflow file is processed by the Verify Signed EDI job the data is verified 

according to the options selected for the job, overridden (if required) by values 

specified against the sender and/or receiver EDI code. The main options are as follows: 

Verification certificate – specifies a default certificate to use for verification. If a 

certificate is not specified then EPIC attempts to determine from the EDI message which 

certificate to use. 

Signing method – select attached or detached signatures. If attached signing is selected 

then the job will attempt to verify signatures straight away. If the detached method is 



    

 EDIFACT Security  303 

specified and there are signature AUTACKs in the same file then the job will also 

attempt verification immediately. If EPIC detected that an AUTACK has already been 

received containing a detached signature for the received data then the AUTACK will be 

retrieved and the signature verified. Finally, if the detached signature file does not yet 

appear to have been received, the file will be marked to indicate a signature is expected 

and saved until the relevant AUTACK arrives. 

Remove security – flag indicating whether security segments should be stripped from a 

message or interchange with an attached signature. 

Create response – indicates whether to create an AUTACK response message when a 

signature is verified. If this flag is set then EPIC will create a child workflow file 

containing the response AUTACK. To ensure that the response is transmitted, you will 

need to specify a child file return code action to move the child file to a channel that 

includes a suitable schedule job. 

Signing certificate to use for the response AUTACK – required when the verify job is to 

produce an AUTACK response. 

Signature options for the response AUTACK – including the hash algorithm, padding 

mechanism and filter function that affect the way in which the signature is created and 

rendered to the message. 

The other options are listed in the section defining the job. 

13.9 The Process AUTACK workflow job 

When a workflow file is processed by the Process AUTACK job the action taken by EPIC 

depends on whether the AUTACK is a response (acknowledgement) or a detached 

signature. 

In the case of a response, EPIC tries to locate the outbound file to which the response 

refers. If the original file is found then its security status is updated to reflect the 

response received. 

Where a detached signature is received the signature is verified according to the 

options selected for the job, overridden (if required) by values specified against the 

sender and/or receiver EDI code. The main options are as follows: 

Verification certificate – specifies a default certificate to use for verification. If a 

certificate is not specified then EPIC attempts to determine from the EDI message which 

certificate to use. 

Create response – indicates whether to create an AUTACK response message when a 

signature is verified. If this flag is set then EPIC will create a child workflow file 

containing the response AUTACK. To ensure that the response is transmitted, you will 

need to specify a child file return code action to move the child file to a channel that 

includes a suitable schedule job. 
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Signing certificate to use for the response AUTACK – required when the job is to 

produce an AUTACK response. 

Signature options for the response AUTACK – including the hash algorithm, padding 

mechanism and filter function that affect the way in which the signature is created and 

rendered to the message. 

The other options are listed in the section defining the job. 
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14 Windows Clustering 

This section contains an introduction to clustering before explaining the steps needed 

to set up EPIC within an existing cluster. 

14.1 What is Clustering? 

Windows Clustering allows multiple computers sharing a common storage area or 

quorum to provide services with increased availability.  EPIC supports Windows 

Clustering in order to provide increased resilience with failover support and to minimise 

downtime.  If you are considering implementing a cluster system it is worth noting that 

these require additional server-grade hardware and software as well as SAN and Fibre 

Channel Disk Array storage, for most EPIC installations it is often sufficient to have an 

off-site back up with which to provide a failover option. 

This guide will assume you have experience in Windows clustering and already have a 

cluster established with a clustered SQL server running as a resource. 

EPIC can be implemented within a Windows Fail-over Cluster.   A mechanism is provided 

for the Windows Cluster Service to proactively check that EPIC is not only running, but 

also that all of the task handlers within EPIC are free from problems. 

If an issue is detected, the Windows Cluster Manager Service can either restart EPIC, or 

start a new instance of it on another machine (a separate cluster node). 

This mitigates the impact of a hardware failure on a single server.  However the Cluster 

installation needs careful consideration to ensure that there are no areas in which the 

failure of a single component could prevent the whole Cluster from operating.  There 

are also a number of issues which a Cluster alone will not address. 

14.2 Preparation 

14.2.1 Planning a Cluster 

To determine the type of Cluster solution it is important to consider these points: 

 How critical is the data, and what would be the impact of any loss 

 How critical is the service and what would be the impact of any downtime 

 The metrics which will be used to measure availability  

 How will the software be monitored 

 The areas which are in most need of redundancy  

 Capacity planning 

For example, if exchanging long term planning information, EPIC being unavailable for a 

day may not be a problem, provided that there is no loss of data.  If EPIC is acting as a 

front-end gateway for an internal system where data is passed through immediately, 

then data loss may not be a big problem, but downtime would be. 
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If the Cluster nodes are in the same building, then a single major problem (e.g. fire, lack 

of power etc) could result in the whole Cluster being unavailable.  Likewise, a fault at 

the local telecom provider could result in all communication services being unavailable. 

A Cluster also does not replace the need for a robust (and tested) backup regime.  This 

provides protection against data loss from issues not directly attributable to hardware 

faults (e.g. an operator deleting something that they should not have). 

14.2.2 Hardware Requirements 

This document is not intended to provide specific recommendations regarding the exact 

hardware specifications, or to recommend a solution.  If creating a completely new 

Cluster with no previous experience of the hardware or software required, then it is 

strongly recommended to seek further advice.  Spending large sums of money will not 

automatically provide a more robust implementation. 

The following general requirements should be considered: 

 At least one Cluster node is required (a Windows server) 

 Each Cluster node must have the same CPU architecture (e.g. x86, x64 or IA64) 

 Multiple Cluster nodes require a separate disk array to act as a Cluster 

“Quorum” 

o The Quorum must be physically attached to every Cluster node, e.g. 

fibre-channel SCSI.  It is not possible to use a standard Windows shared 

folder 

 It is recommended to have inherent redundancy within the system, including: 

o Connections between each Cluster node 

o Connections between the Cluster nodes and the Quorum 

o CPU, memory, PSUs and disks 

14.2.3 Software Requirements 

The “Standard” edition of Windows Server operating systems does not support 

Clustering.  The “Enterprise” or “Data Centre” edition would be required. 

EPIC provides a copy of the freely distributable Express Edition of SQL Server.  To install 

an SQL Server Cluster, a minimum of the “Standard” edition is required. 

14.2.4 EPIC Requirements 

An EPIC licence is required for each Cluster node.  The following Cluster resources are 

required: 

 A Clustered instance of SQL Server 

 An IP address. 

 A Quorum 
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The Cluster IP address resource will follow EPIC when it moves between Cluster nodes.  

This means that any EPIC clients should connect to this address rather than the address 

of a specific Cluster node. 

Likewise, if any external connections are being routed to EPIC (Internet based or XOT), 

then they should be addressed to this Cluster IP address. 

14.3 The First Cluster Node 

14.3.1 Installation of EPIC 

When upgrading or replacing an existing Clustered instance of EPIC, the existing EPIC 

Cluster Resource needs to be taken off-line from the Windows Cluster Administrator. 

The following steps should then be taken: 

 Run the installation program for new version 

 When prompted, select the “Custom” installation option 

 Choose a suitable directory for the program files and the data files.  The data 

directory will need to be on the Quorum so that multiple nodes can access it, the 

program files directory should be on a local disk 

 When the installation finishes, click the “Finish” button 

 The EPIC Server will now start and a prompt to choose a database server will appear 

 Clicking on “OK” will use the default SQL Server instance (DIP003) installed by EPIC.  

For Cluster installations, tick the “override” to select a Clustered instance of SQL 

Server 

 EPIC will then start as an application (visible in the Windows System Tray next to the 

clock) 

 Run the “EPIC Licensing client” from the Start menu or the desktop shortcut 

If an existing version of EPIC has been installed previously, it will be detected and EPIC 

will offer the option to upgrade it. 

 Select the version from which you wish to upgrade, or choose to start with a fresh 

system 

 Enter the EPIC licence details (these will be picked up from the previous version 

when upgrading) 

 From the Epic installation directory, run the application "InstallService.exe".  This 

will stop the EPIC server (currently running as a normal application) and create a 

Windows System Service (which will be started automatically) 

14.3.2 Adding EPIC to the Cluster 

EPIC needs to be running as a Windows System Service in order to be added to a 

Cluster. 
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 From a command prompt, navigate to the EPIC installation directory and run 

“ResType create”.  This will register an EPIC resource within the Windows Cluster 

Service, so that Windows knows how to check/restart EPIC 

 Stop the EPIC System Service using the Windows Services applet (it will be started 

again later by the Windows Cluster Service) 

 From the Windows Cluster Administrator 

o Create a new resource for EPIC (be sure to include the build number in the name to 

avoid confusing it with any previous instances) 

o Select a resource type of “Monitor of EPIC Server <version>” 

o Bring the new EPIC Cluster resource on-line 

The first Cluster node is now installed and can be tested.   

14.3.3 Monitoring Types 

The Windows Cluster Service performs two checks, to ensure that EPIC is responding as 

expected.  The interval between these checks can be changed by editing the newly 

created EPIC Cluster Resource. 

14.3.3.1 Looks Alive 

For this check, the Cluster Service opens a connection to EPIC on TCP port 3647.  If it 

gets a response, EPIC is assumed to be OK.  By default this check is performed every 10 

seconds. 

14.3.3.2 Is Alive 

For this check, the Cluster Service opens a connection to EPIC on TCP port 3647 and asks 

for the status of every task handler within EPIC.   If any of the tasks report an error or do 

not respond, then it is assumed that there is a problem.  By default this check is 

performed every 60 seconds. 

Note that if the “looks Alive” interval is greater than the “is Alive” interval, then the 

Windows Cluster Service will only perform the “is Alive” check, but at the interval of the 

“looks Alive” check.   

14.3.3.3 Testing 

If the Windows Service for EPIC is manually stopped from the Windows Services applet, 

it will now be restarted automatically.  

In the event of any problems, the Cluster Administrator will show the status of the 

Cluster resource, the Windows Services applet will show the status of the EPIC System 

Service and Windows task manager will show the state of the underlying EPIC process 

(EPICServerService.exe) . 

The log files under the EPIC data directory will show any attempts to stop/start EPIC 

along with any problem doing so. 
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The Windows Event log will show any requests from the Cluster Service to stop/start 

the EPIC System Service. 

14.4 Installing Subsequent Cluster Nodes 

14.4.1 Introduction 

The exact requirements of a Cluster installation will vary between implementations, so 

at present there is not a “Cluster specific” installation package for EPIC, though this is 

likely to be available in the future. 

Note that running the standard installation package on subsequent Cluster nodes may 

result in data loss, as the installation will be expecting to create its own configuration 

files and database. 

14.4.2 Installing Prerequisites  

EPIC requires the following to be installed: 

 Microsoft Windows Installer version 4.5 

 Microsoft Visual C++2008 Runtime libraries 

 Microsoft .Net Framework version 3.5 SP1 

 SQL Server 2008  

The .Net framework needs to be downloaded from Microsoft.  From 

www.microsoft.com, search for “framework 3.5 sp1”. 

Windows Installer and the VC++ Runtime libraries can be found on the EPIC CD. 

SQL Server 2008 needs to be installed on the EPIC server machine even if EPIC will be 

using an instance of SQL Server on another machine.  This is because EPIC uses some of 

the components installed by SQL Server in order to browse and connect to other 

remote SQL Servers. 

To install SQL Server 2008, run setup from the SQLServer2008 folder on the EPIC CD.  

From the installation program, select the “Advanced” option on the left, and then select 

“Install based on configuration file”.  Select the configuration file (“.ini”) from the 

SQLServer2008 folder.  For most languages, select settings.ini, but for German, Polish 

and French operating systems select the regional specific variant.   These countries use 

different names for the local system accounts, whereas most just use the English 

names. 

The contents of the EPIC CD are also included in the EPIC Web package and can be 

extracted using WinZip. 

14.4.3 Installing EPIC 

Copy the following directories from the first Cluster node to the same location on a new 

Cluster node: 

http://www.microsoft.com/
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 <Program Files directory>\DIP\EPIC\<build number> 

This will contain the program files necessary to run EPIC and also a configuration 

(OVRSVC00.CFG).  The configuration file will tell EPIC where to find the rest of its 

configuration files, which will be in the data directory set up on the Quorum as the 

result of installing the first Cluster node.  The configuration file OVRSVR02.CFG on the 

Quorum will tell EPIC where to find its database (which will be shared by all instances of 

EPIC). 

From the new EPIC program files directory, run the application "InstallService.exe".  This 

will create a Windows System Service for EPIC and start it 

14.4.4 Adding EPIC to the Cluster 

 From a command prompt, navigate to the Epic installation directory and run 

“ResType create” 

 Stop the new Epic System Service 

 From the Windows Cluster Administrator edit the existing Cluster resource for Epic 

and add the new Cluster node as a possible owner of Epic 

14.4.5 Testing 

With the EPIC Cluster resource on-line, manually stopping the EPIC System Service from 

the Windows Services applet will result in the Cluster Service starting the EPIC System 

Service on the next Cluster node (rather than trying to restart it on the failed node). 
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15 Performing a System Backup and Restore 

15.1 Database Backup and Restore 

We recommend that you backup the EPIC database regularly. This can be achieved 

quickly and easily from the Start menu. The frequency with which you should perform 

the backup will depend on your usage of the EPIC software.  

15.1.1 Perform a backup or restore 

Select Start >> Programs >> Data Interchange Plc >> EPIC >> Database Backup to bring 

up the following dialog. 

 

Figure 233 - Database backup and restore utility 

This application is used for both backup and restore. 

Select the appropriate operation (Backup or Restore) and type in the name of the file 

that the database is to be backed up to or restored from. 

The default server location and database name (shown in the Server and Database 

fields at the bottom of the dialog) will be used for the operation, unless you select the 

Override Settings checkbox. This will enable these fields and allow you to change the 

details using the dropdown arrows. 
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The Refresh button, only available if you have selected the Override Settings checkbox, 

can be used to reset the Database field to the value it held when you opened the dialog. 

15.1.1.1 Using a non-default server 

If you select a Server for which a login and password details are required, you will see a 

dialog similar to the example below. 

 

Figure 234 - SQL login credentials 

Type your login and password in the appropriate fields and click OK to continue. 

Otherwise click Cancel if you wish to try and login using your Windows account. 

15.1.2 Performing the operation 

Please note that the EPIC Enterprise server may be left running while you perform a 

backup, but you must close the server before running a restore. 

Whenever you attempt to run a restore, you will see the following message box, 

whether the server is running or not. 

 

Figure 235 - Server already running 

Check in the system tray (usually in the bottom right-hand corner of your screen) for the 

EPIC server icon. To check for the relevant icon, hold your cursor over the icon and its 

name will appear. To close the server, right-click on the icon and select Shut Down from 

the context menu that appears. You can now proceed with the restore. 

N.B. Users running EPIC as a system service will need to stop the service in order to run 

a restore. 

Once the restore is complete, you can start the server (or system service) again. 
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Whether you perform a backup or a restore, the success of the operation will be 

indicated to you via a message box, as shown below. 

For a backup 

 

Figure 236 - Backup completed successfully 

And for a restore 

 

Figure 237 - Restore completed successfully 
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16 Postbag File Batch Processing 

16.1 Overview 

This section of the document describes two workflow jobs (and an event action) which 

enable the batch processing of postbag files. These jobs allow groups of related files to 

be associated by using a batch name, suspended pending later processing and then 

processed together when the batch is released. 

The following jobs implement batch processing in EPIC: 

 The Add To Batch job is used to suspend the processing of a postbag file and 

associate it with a named batch. 

 The Process Batch job is used to validate and release suspended postbag files within 

a named batch, so that they continue to be processed, optionally compressing them 

into a single ZIP archive. 

EPIC batch processing has been introduced to allow the input files to be grouped into 

one batch and the appropriate action(s) performed on the created batch at a later time. 

EPIC supports the following actions which may be performed on the batch: 

 Create a single ZIP archive based on the file(s) in the batch. 

 Create a single ZIP64 archive based on the file(s) in the batch (use this option 

when total file size in the batch is more than 4GB). 

 Create and process child files in respect of each file in the batch. 

 Just release all files from the batch for further processing. 

Files are grouped together using a provided batch name. Batch names are provided 

when configuring a new ‘Add to Batch’ job. When new files are added to a named 

batch, EPIC holds the files at the Add to Batch job, this means that files will not be 

processed until EPIC executes another job – Process Batch. 

The Process Batch job performs the specified action on files in the batch and then 

allows the resulting postbag file(s) to continue. 
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16.2 Adding files to the named batch 

To start working with batching in EPIC, you first need to add files to a named batch. The 

Add to Batch job in EPIC is used to support that task. 

The Add to Batch job has the following parameters which need to be supplied. 

 Batch Name - This is the user provided name of the batch. Batches are not defined 

anywhere else, so an instance of the job may supply any name. The name is then 

used to reference files in the batch from other jobs. 

 Filename in the batch - This is the value of the filename in the batch. The parameter 

is optional. If it is set and a subsequent Process Batch job is set to ZIP the files, then 

the filename within the archive takes the value specified here. The user is able to 

enter any available placeholder for this value. If the value is not specified then the 

EPIC filename will be used. 

 Allow duplicates – This is a true/false value indicating whether duplicate file names 

may be added to the batch. If the parameter is set to true then more than one file 

with the same name may be added. If set to false then an error will be raised if a 

duplicate file is added. 

16.2.1 Postbag Workstation 

Once the Add to Batch job has been configured upon a workflow, we are ready to 

submit a file to the batch. You can test this by submitting files manually from the 

Postbag Workstation. Select a file you want to submit and select the workflow where 

you defined the Add to Batch job. Repeat this step to add more than one file to the 

batch. 

Figure 238 - Submit File to Batch 

Once all files have been submitted to the batch, the Postbag Workstation will show the 

following entries: 

 



316 Postbag File Batch Processing 

 

Figure 239 - Postbag Workstation Batched Files 

Each file entering the Add to Batch job leaves it with a return code of Hold. The Postbag 

File status remains current, pending further processing. 

If the ‘Allow duplicates’ parameter has been set to false, and a duplicate entry is found 

then we get files in error as shown below, and the files will not be added to the batch. 

Figure 240 - Postbag Workstation Batch Error 

16.3 Processing files from the batch 

The Process Batch job is used to trigger the release of a batch of files. The Process Batch 

job requires the following parameters to be configured. 

 Batch Name - This parameter is mandatory and should be the name of a batch to 

which files have been added using an instance of the Add To Batch job. 

 Process Action - Indicates the action to be performed when processing the batch.  

o Create ZIP archive 

o Create ZIP64 archive. 

o Create child files 

o Release files (default) 

 Minimum File Count - The minimum number of files required in the batch for it to 

be valid. A value of zero is valid. 
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 Maximum File Count - The maximum number of files required in the batch for it to 

be valid. A value of zero indicates no maximum. 

The Process Batch job will typically be used in conjunction with an event action that 

creates a postbag file and submits it to a workflow for processing. There will therefore 

usually be one workflow with the ‘Add to Batch’ job and a different one with the 

‘Process Batch’ job. 

The option to create child files allows the files to be processed on the latter workflow 

once released. As the original files always continue along the former workflow, it should 

end (mark files as taken) straight after the ‘Add to Batch’ job if child files are to be 

produced by the Process Batch job. 

If a ZIP archive is created it becomes the new logical file output from the Process Batch 

job. The Process Batch job may run without an input file and there will be no physical 

input file if the workflow is kicked off by the event action. 

The picture below is showing an example of use batching system along with an event 

action. 

 

16.3.1 Creating new Submit Postbag File Event Action 

The Submit Postbag File event action is used to create a postbag file and submit for 

processing on a workflow. By using the event action, you can execute a Process Batch 

job on the specified scheduled time. 
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The following steps need to be performed to add a new event action. 

 Create new Event Action. 

 Select Event or Schedule from the dropdown. 

 Select Submit Postbag File from the Action dropdown. 

 

Figure 241 - Submit Postbag File Event Action 

Press the Configure button to open the event configuration screen. 

Figure 242 - Submit Postbag File Event Action Parameters 

The following options need to be supplied: 

 Postbag. This is the postbag to which the new file should belong.  
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 Workflow. Indicates the workflow to which the file is to be submitted. Required 

only if the selected postbag is the unsorted postbag (otherwise, the file is submitted 

to the originator workflow for the postbag). 

 Service class. Indicates the service class to process the file. Values are A, B, C, D, E, F 

or ‘Workflow Defined’. Required only if the unsorted postbag is selected. 

 User data. Arbitrary string user data may be submitted up to 50 characters. 

16.3.2 Postbag Workstation 

Once you have successfully created a new Process Batch job in the specific workflow 

and an event action has fired causing the Process Batch job to be performed, you will 

find the following information in the Postbag Workstation 

Figure 243 - Postbag Workstation, Batch Files Released 
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17 eInvoicing 

17.1 What are eInvoices? 

These days it is a common requirement for businesses to maintain records about their 

interaction with other companies, including how much they bill to other companies, as 

well as the bills they receive. It is not uncommon for businesses to be subject to audits 

to show that they’re maintaining these records and eInvoices (electronic invoices) 

provide an automated way of fulfilling this requirement. 

It is normally a requirement of these eInvoices that a minimum set of information is 

recorded, and that it is not possible to modify it, which would raise questions about the 

validity of the information being recorded. The level of automation that EPIC provides 

with eInvoices is such that this should not be possible. 

17.2 How does EPIC track eInvoices? 

eInvoicing in EPIC provides a mechanism for tracking invoices either sent or received by 

a particular company. This is done by analysing files for eInvoices and extracting the 

relevant information to be recorded, which can then be used for auditing purposes. By 

default, we record the following for each invoice: 

 Nature of the document - The specific nature of the Invoice e.g. Credit note 

 Document function -  

 Invoice date 

 Invoice number 

 Currency the invoice is using 

 Amount ex. VAT 

 Amount inc. VAT 

 Invoicer (name, company, company registration number and location) 

 Invoicee (name, company, company registration number and location) 

17.3 Overview 
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Figure 244 - Postbag Workstation - eInvoices 

If eInvoices are being recorded in EPIC, they can be managed via the Postbag 

Workstation on the eInvoices tab. The options for eInvoices are centred around either 

viewing the eInvoice, or examining the relationships it has with entities in EPIC, e.g. 

During what comms session was the eInvoice received? These options can be seen by 

right clicking on an eInvoice, and are explained in more detail later. 

Multiple eInvoices contained within a single postbag file are treated separately on the 

eInvoice view. The file analysis extracts the individual messages from the EDI file, so 

that when you view each eInvoice, only the information relevant to that single 

transaction is provided. 

17.4 Enabling automatic eInvoicing 

Automatic eInvoicing can be enabled for individual companies by opening the 

Administrator and navigating to Connections -> Trading Partners -> Select a Trading 

Partner -> eInvoicing. On this tab there are three main options to choose from: 

 No eInvoicing 

 eInvoicing for all messages sent and received by a company 

 Advanced – This option allows you to specify tracking of eInvoices for specific 

originator or recipient companies, so that only the information you’re 

interested in gets recorded. 
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Figure 245 - Trading Partner - eInvoicing 

17.5 Extracting eInvoice Data 

In EPIC there is a preset list of document definitions that are used by the Analyse job in 

a workflow to extract document numbers, message-level originator and recipient codes 

as well as eInvoice fields. However these can be overridden for individual companies so 

that specific information can be extracted from files that have been received from 

certain companies. This can be done by selecting “Configure” at the bottom of the 

eInvoicing tab. 

 

Figure 246 - eInvoicing Document Matching Overrides 

Selecting this option will launch a dialog from which you can add existing 

messages/definitions or create new ones. Any document matching overrides for used 

for this company will be listed here, grouped by either EDI or non-EDI definitions. 
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Figure 247 - Document Matching Overrides dialog 

17.6 Displaying eInvoices 

 

Figure 248 - Postbag Workstation eInvoicing tab 

eInvoices can be viewed in one of two formats; either the original EDI data can be 

opened in Notepad (or another text viewer of your choosing) or a Report can be 

generated and printed in a more user friendly format. 

Selecting a text viewer will bring up the EDI data for the individual eInvoice, not the 

entire file. If you wish to view the complete file containing all eInvoices, then this can be 

done from the Originators Files tab. 
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Figure 249 - eInvoice actions 

Selecting the Generate Report option from the main toolbar will present a dialog (see 

screenshot below) that will allow you to choose from a list of reports that have been 

installed in EPIC (discussed later) to produce a more user friendly document from the 

EDI data provided. 

 

Figure 250 - Generate Report dialog 

 

17.6.1 Related Information 

From the Postbag Workstation it’s possible to view a range of information related to 

eInvoices. The following options are available: 

 Show Postbag File details for eInvoice 

o This will show the details of the related Postbag File in a separate dialog 

 Show file analysis for the underlying file 

o This will display the full file analysis for the related Postbag File, listing 

all the individual eInvoices contained in the file and presenting the EDI 

data in a more friendly format on the dialog for each eInvoice 

 Show Postbag File for eInvoice 

o This will show the related Postbag File line as it is displayed in the 

Originator Files tab, but in a separate “Search Results” tab. From here 

you can perform all the actions on the Postbag File that you would be 

able to do from the Originator Files tab 

 Show Sessions 
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o This will show the related Session during which the eInvoice was 

received, but in a separate “Search Results” tab. From here you can 

perform all the actions on the Session that you would be able to do 

from the Sessions tab 

 Show Archive Sessions 

o It may be the case that the Session during which the eInvoice was 

received has been archived based on retention settings set in EPIC 

(discussed in another section). If this is the case, then you should select 

this option instead of “Show Sessions” 

 

17.7 Configuring workflows for eInvoicing 

As well as enabling eInvoicing at a company level, either existing workflows must be 

modified or new ones created to extract the appropriate data and construct the 

eInvoice. 

17.7.1 For Companies 

For sending/receiving files via comms (e.g. OFTP), no further configuration to workflows 

is required, as these files will automatically be analysed and the eInvoices recorded. 

However, for files received by other means (e.g. manual import, monitor directory), the 

following is required: 

 On the company’s originator workflow, add an Analyse job  

 For this analyse job, set the parameter “Record eInvoices” to true 

N.B It is important to note that for each additional Analyse job where ‘Record eInvoices’ 

is true and each schedule or file receipt, a new set of eInvoices will be create. Do not 

place additional jobs recording eInvoices on workflows if it is not required 

17.7.2 For Clearing Centres 

It may be the case that a file containing eInvoices is received via a clearing centre, 

however because Clearing Centres aren’t directly associated with companies, the 

process for recording the eInvoices is different: 

 On the Clearing Centre’s Originator Workflow add a Move Postbag File job 

 For the Move Postbag File job set the Postbag parameter set to either <Auto 

detect> or the company you wish to post the file to 

 On the company’s Originator workflow, add an Analyse job  

 For this analyse job, set the parameter “Record eInvoices” to true 
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The above is also illustrated in the diagram below. 

 

Figure 251 - eInvoicing for Clearing Centres 

N.B It is important to note that for each additional Analyse job where ‘Record eInvoices’ 

is true and each schedule or file receipt, a new set of eInvoices will be create. Do not 

place additional jobs recording eInvoices on workflows if it is not required 

17.8 eInvoice Archiving 

EPIC can be configured to archive eInvoices (as well as other things) by setting up a 

Retention Profile in the Administrator. So for example, you could set it up so that any 

eInvoice older than one month gets archived. Generally these would be eInvoices that 

you are no longer interested in viewing/managing on a regular basis, but would like to 

keep stored for future reference, e.g. audits. 

By default, an eInvoice retention profile is already configured in EPIC, but you may want 

to modify this to suit your own needs, or even disable it altogether. To do this, launch 

the Administrator and go to System -> Retention Periods -> Retention Profiles and 

select either Add, Edit or Delete. 
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Figure 252 - Retention Profiles 

Selecting Add will bring up the following dialog, from which you can specify how long to 

keep eInvoices in the system, when to archive them, and when to delete them 

altogether. 

 

Figure 253 - Adding a new Retention Profile 

To set up a retention profile specifically for eInvoicing, be sure to select the “Only when 

marked as an eInvoice” checkbox on the Criteria tab. 
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Figure 254 - eInvoicing Retention Profile 

17.9 Reports 

By default the report EPIC eInvoice is provided with your EPIC installation. If you wish to 

have a more customised report for your needs, these can be created using Xlate 

Evolution (XE). 

 

Figure 255 - Reports 

The following is an example of a report that has been produced using the default EPIC 

eInvoice report. 
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Figure 256 - Example eInvoice report 

 

17.9.1 Installing a Report 

To install a report in EPIC, open your EPIC Administrator a go to System -> Reports and 

select “Install”. By default EPIC will open the Xe Reports directory, and from here you 

can choose from a selection of .drp (DARWIN Report Package) files to use in EPIC. 
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Figure 257 - Installing a report 

17.9.2 Automatically producing reports using Event Actions 

An alternative to manually producing reports using the Postbag Workstation would be 

to set up an Event Action to produce them for you. For example, you could have an 

action set to run once a day that will produce reports for every eInvoice sent/received 

by certain companies. 

This can be achieved by doing the following: 

 Launch the Administrator 

 Navigate to System -> Event Actions -> New -> New System Event 

 Give your new Event Action a name and description 

 Set the Event or Schedule to be triggered at the desired time 

 Set the Action to “Generate eInvoice Report” and configure the companies for 

which eInvoices will be produced 
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Figure 258 - Configuring an Event Action for eInvoicing 

 

 


